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I.                 Introduction[VME1]. 

A.          Background:  Internet, Intranets and Extranets and Their Information and 

Communication Capabilities. 

The Internet began in the 1960’s as a decentralized, packet-switched network of 

computers funded by the Department of Defense, intended to facilitate 

communication in the United States in the event of a nuclear attack.  In the late 

1970’s, universities and other nongovernmental entities started linking with the 

Department of Defense network.  By the late 1980’s there were multiple 

computer networks joined together in an “Internet.”  It allowed “e-mail” 

communications to be sent electronically over the Internet to one or more specific 

addresses, or even mass mailed, i.e., a message could be sent electronically to 

large numbers of addresses. 

Among various Internet applications, the World Wide Web is the most popular.  

The World Wide Web consists of a vast network of “sites” on the Internet which 

contain graphical presentations of information, each controlled by the individual 

site-holder.1[1]  Sites can contain pictures, text and sound in static or moving 

form.  The World Wide Web brings together file transfer protocol, hypertext files, 

e �mail and other resources linked together on a global basis.  Other Internet 

applications important in the electronic dissemination of information include the 

bulletin board and mailing list.  The bulletin board (also called a “newsgroup”), 

unlike a Web site, is generally controlled by more than a single person.  The 

bulletin board allows written messages, responses and new messages from a 

number of persons to be posted or downloaded from a given Internet location.  

The mailing list provides a way for network users who share interest in a given 

topic to exchange messages by sending a message to a central address, where 

it is automatically rebroadcast to all other participants.  Another capability 

relevant to securities transactions is “push” technology, which allows information 

                                                 
1[1]Web sites are generally operated by a single person who controls the 

information appearing on the Web page.  While viewers can access the sites and 

use its interactive features, they cannot revise the original Web page. 



to be sent through the Internet to pre-selected viewers automatically without the 

necessity of their logging on to a particular Web site or bulletin board.2[2] 

The foregoing electronic applications, particularly the World Wide Web, have 

created a dramatically new environment for companies issuing securities, 

brokerage firms and other intermediaries, and investors.  Web sites, bulletin 

boards, e-mail and push technology all can and are now used in advertising, 

offering and selling securities and for disseminating investment advice.  They 

permit communication instantaneously with millions of people worldwide at low 

cost.  They not only allow instant matching proposed trades and circulation of 

information in broad-based markets, but permit individuals to access massive 

amounts of information far more quickly and directly than was believed possible 

just a few years ago. 

B.          The Mushrooming Use of the Internet for Securities Transactions. 

The evening of March 4, 1999 was memorable in cyberspace:  at long last, the 

largest brokerage firm in the U.S., Merrill Lynch & Company, edged cautiously 

into Internet stock trading.3[3]  This came almost four years after secondary 

trading on the Internet first began, pioneered by small discount brokers.  As 

                                                 
2[2] Two related types of electronic networks have applications to the world of 

cybersecurities:  the intranet and extranet.  An intranet is in effect a private 

Internet used to share information inside an organization.  It is only accessible to 

members of the organization.  An extranet is a collaborative network that uses 

Internet technology to link entities that work closely, such as businesses with 

their suppliers, customers, or other businesses that share common goals.  An 

extranet usually requires a degree of security and privacy from competitors.  An 

extranet can be viewed either as part of a company’s intranet that is made 

accessible to other companies or as a collaborative Internet connection with 

other companies.  The shared information can be accessible only to the 

collaborating parties or can be publicly accessible. 

3[3]J.Kahn, Merrill Enters Trading World of the Internet, N.Y. TIMES (Mar. 5, 

1999) 



discussed below, Merrill and other full service brokerage firms had shied away 

from Web-based trading as newer firms raced to capture market share.4[4]  

Concededly, Merrill’s entry was limited to only a portion of its customers, but the 

symbolic effect is important.  Even Goldman, Sachs & Co. has recently decided 

that entry into online trading is a “top priority,” and is expected to begin partnering 

with online firms in the underwriting of securities.5[5] 

Such developments reflect how far cybersecurities has come since 1995, when a 

micro-brewery called “Spring Street Brewing” became the first issuer to sell stock 

to the public directly online through offering materials posted on a Web site.6[6] 

The next year, Spring Street Brewing generated widespread attention by a 

frustrated attempt to create a Web bulletin board for secondary trading in its 

stock.7[7]  A number of small discount brokers had already started online 

secondary trading in 1995 and their number has gradually swelled over the 

ensuing years.8[8] 

Indeed, developments in cyberfinance have virtually exploded over the years 

1996-1998.  Dozens of new Web sites have been introduced, allowing 

dissemination of material on securities issuance, both for underwritten public 

offerings and public offerings conducted directly by issuers themselves.  

Electronic bulletin boards have been created for secondary trading directly 

                                                 
4[4]Id., see notes 131-139 infra and accompanying text. 

5[5]C. Gasparino, Online Trading Sparks Interest of Goldman, WALL ST. J. (Feb. 

22, 1999) C-1 

6[6]A. KLEIN, WALLSTREET.COM (Holt, 1998), 83-91. 

7[7]A. Klein, “WallStreet.com,” WIRED (Feb. 1998), 88.  The Spring Street 

Brewing site operated only two trades before being shut down by the U.S. 

Securities and Exchange Commission.  It later received a letter stating that it 

could operate the site under specified conditions, but soon thereafter it decided 

to register as a broker-dealer.  A. Klein, supra note 2, 107-112.  See SEC 

informal letter, Spring Street Brewing Company (Apr. 17, 1996). 

8[8]See discussion notes 113-130 infra and accompanying text. 



among investors.  Data banks containing names of potential investors for private, 

public and overseas offerings have been generated.  The Web is increasingly a 

hub for online trading through broker-dealers and for dissemination of vast 

amounts of financial information by mutual funds and investment advisers. 

The following overview of the cybersecurities world explores the use of the 

Internet and related electronic networks (extranets, intranets) (1) for issuance of 

new securities, both publicly and privately; (2) for secondary trading in already-

issued securities; and (3) for disseminating large amounts of information to a 

broad base of users.  It also addresses the new jurisdictional and regulatory 

implications affecting the development of cybersecurities. 

II.               The Internet As A Means To Market New Securities. 

A.          Introductory. 

The Internet has facilitated two main changes in the issuance of new securities.  

First, investment bankers can post new underwritings of stock issues on the 

World Wide Web and thereby expose them to vast numbers of prospective 

investors at very low cost.  Second, issuers can now bypass traditional 

underwriters and make direct public offerings (“DPOs”) of securities using the 

Web bulletin boards and push technology.  DPOs thus far have typically involved 

modest amounts of capital sought essentially by small issuers.  However, the 

ease of creating Web sites will encourage the growth and maturity of the DPO as 

the digital marketplace evolves.  The increased role of the Internet in the 

issuance of new securities has been accompanied by efforts of federal and state 

regulators to adapt existing rules to fit this dynamically changing marketplace.  

To assess these developments, a brief overview of the regulatory framework is in 

order. 

B.          The Regulatory Framework For Cybersecurities. 

1.   Federal Regulation. 

Federal regulation over issuance of new securities in the United States lies 

primarily in the Securities Act of 1933 (the “1933 Act”).9[9]  The 1933 Act 

                                                 
9[9]15 U.S.C. §77a et seq. 



generally requires registration with the Securities and Exchange Commission 

(“SEC”) of securities that are publicly offered.  Regulation over trading in already-

issued securities lies primarily in the Securities Exchange Act of 1934 (the “1934 

Act”).10[10]  The 1934 Act generally requires registration with the SEC of those 

engaged in the securities business as broker-dealers and registration national 

securities exchanges.  While both Acts address securities fraud, the focus of the 

1933 Act is on securities issuance while that of the 1934 Act is more broadly on 

both issuance and after-market trading.  Narrower in their coverage are the 

Investment Advisers Act of 1940 (“Advisers Act”), which generally affects 

investment advisers having $25 million or more under management or advising 

mutual funds,11[11] and the Investment Company Act of 1940 (“1940 Act”), 

which governs both open and closed-end investment companies that offer their 

securities to the public.12[12] 

Since 1995, the SEC has sought by rule and interpretive release to mesh all of 

these Acts and the regulatory framework built up around them with the new world 

of electronic networks.  Its efforts produced two October 1995 interpretive 

releases and a 1996 concept release, which constitute its principal guides to 

issuers and attorneys regarding delivery of information on securities by electronic 

means.13[13]  While the foregoing releases reflect an SEC effort to encourage 

                                                 
10[10]15 U.S.C. §§78a et seq. 

11[11]The Advisers Act is 15 U.S.C. ¶¶80b-1 et seq.  The Advisers Act also 

covers investment advisers; regardless of size, who are not regulated by the 

state where its principal place of business is located.  Advisers Act, §203A(a)(1), 

15 U.S.C. §80b-3a(a)(1). 

12[12]The 1940 Act is 15 U.S.C. §§80a-1 et seq. 

13[13]SEC Release No. 33-7233, 34-36345 (Oct. 6, 1995) (“Release 33-7233”) 

and SEC Release No. 33-7234, 34-36346 (Oct. 6, 1995) (collectively, the 

“October Releases”); and SEC Release No. 33-7314, 34-37480 (July 25, 1996).  

The SEC also issued Securities Act Release No. 33-7288 (May 9, 1996) 

(“Release 33-7288”) which sets forth criteria to be used in determining whether 



electronic delivery of information to investors, they also reflect a residual 

regulatory preference for paper delivery and a preference for directed Internet 

communication (e-mail) over Web site postings.  The SEC also published in 1998 

an interpretive release on the application of U.S. federal securities laws to 

offshore offering and sales of securities and investment services over the World 

Wide Web.14[14] 

a.             Importance of Consent of the Recipient to Electronic Transmission of 

Information. 

The core of the 1933 Act lies in its requirement that the issuance of securities to 

the public be accompanied by disclosure of specified types of material 

information to potential investors.  This has traditionally been accomplished by a 

printed registration statement and prospectus filed with the SEC and provided to 

investors.  SEC has analogized electronic distribution of information under the 

1933 and 1934 Acts to the print medium, stating that it “would view information 

distributed through electronic means as satisfying the delivery or transmission 

requirements of the federal securities laws if such distribution results in the 

delivery to the intended recipients of substantially equivalent information as these 

recipients would have had if the information were delivered to them in paper 

form.”15[15]  However, unlike information transmitted in paper form, an issuer 

must obtain the investor’s informed consent to the receipt of information through 

                                                                                                                                                 
information transmitted electronically by broker-dealers, transfer agents and 

investment advisers can be deemed equivalent to the same information when 

transmitted by paper. 

14[14]SEC Release No. 33 �7516, 34 �39779, IA �1710, IC �23071 (Mar. 23, 

1998) (“Release 33-7516”). 

15[15]Release 33-7233, Section II.A.  Compare the U.K.’s Investment 

Management Regulatory Organization Limited (“IMRO”), Notice to Regulated 

Firms (May 1997):  “[A]ny advertisement which is place on the Internet must 

provide the same information as that which would be required if that 

advertisement were put out in printed form.” 



the Internet.  Moreover, the SEC makes such consent revocable at any 

reasonable time before electronic delivery of a particular document has actually 

commenced.16[16] 

b.             Importance of Timely Notice, Effective Access, and Reasonable Assurance 

of Delivery of Information. 

Electronic disclosure of information must provide adequate and timely notice to 

investors, afford effective access to the information, and give reasonable 

assurance that the information in fact has been delivered.  For example, merely 

posting a document on a Web site will not constitute adequate notice, absent 

evidence of actual delivery to the investor.17[17]  Separate notice by two paper 

methods �letter or postcard �or a directed Internet message (e-mail) can satisfy 

such actual delivery requirements.18[18]  If an investor consents to electronic 

delivery of the final prospectus for a public offering by means of a Web site, but 

does not provide an electronic mail address, the issuer may post its final 

prospectus on the site and mail the investor a notice of the location of the 

prospectus on the Web along with the paper confirmation of the sale.19[19] 

It is also necessary that investors have access to required disclosure 

“comparable” to postal mail and also have the opportunity to retain the 

information or have ongoing access equivalent to personal retention.20[20]  A 

document posted on the Internet or made available through an on-line service 

should remain accessible for so long as any delivery requirement under SEC 

rules applies.  If a preliminary prospectus is posted on a Web site, it should be 

updated “to the same degree as paper.”21[21]  The SEC requires issuers to 

make paper versions of their documents available where there is computer 

                                                 
16[16]Release 33-7233, Example 5. 

17[17]Id., Section II.B. 

18[18]Id. 

19[19]Release 33-7233, Example 10. 

20[20]Id., note 22. 

21[21]Id., note 26. 



incompatibility or computer system failure or where consent to receive 

documents electronically is revoked by the investor.22[22] 

Issuers should have reasonable assurance, akin to that found in postal mail, that 

the electronic delivery of information will actually occur.  The delivery 

requirements can be satisfied by the investor’s informed consent to receive 

information through a particular electronic medium coupled with proper notice of 

access.23[23]  Sufficient evidence of delivery can also include (1) an electronic 

mail return receipt or confirmation that a document has been accessed, 

downloaded or printed; (2) the investor’s receipt of transmission by fax; (3) the 

investor’s accessing by hyperlink of a required document; and (4) the investor’s 

use of forms or other material that are available only by accessing the 

document.24[24] 

Practical questions can arise in determining whether an e-mail delivery has 

actually taken place.  Unlike mail sent via the U.S. Postal Service, posting an e-

mail message does not yet raise a legal presumption that it was received.  In 

most states and for federal purposes, a letter is presumptively received if it is 

deposited in the mails with full postage prepaid.25[25]  Accomplishing proof of 

receipt of e-mail can be achieved in much the same way as a receipt which the 

recipient of a registered letter signs upon delivery.  The e-mail recipient can hit a 

reply button upon receipt of the electronic document, evidencing that receipt 

                                                 
22[22]Id., Section II.B.  The Commission permits an offering to be limited entirely 

to persons that consent to receive a prospectus electronically, but if it is not so 

limited, a paper version of the prospectus must be given to broker-dealers to be 

made available to investors who do not have on �line access.  In addition, SEC 

Rule 174 requires that an issuer in a public offering make paper versions 

available to after-market purchasers. 

23[23]Release 33-7233, Section II.C. 

24[24]Id. 

25[25]See “Compliance Navigator:  Electronic Delivery of Prospectuses,” 7 

INTERNET COMPLIANCE ALERT No. 7 (Apr. 6, 1998), 7. 



occurred.  Institutions selling securities, particularly mutual funds, are concerned 

over identifying the true identity of a customer who gives electronic consent to 

delivery of a prospectus or other disclosure documents over the Internet.  Such 

concerns have helped stimulate the creation of new systems to verify the delivery 

of electronic materials and their opening by recipients, such as the 

“Prospectus.Net” service offered by InUnity Corp. 

2.   State Regulation. 

The role of the states in the issuance of new securities has changed in the past 

few years for reasons having nothing to do with the Internet.26[26]  As a result of 

1996 Congressional action, when an issuer is listed or authorized for listing on 

the New York Stock Exchange or American Stock Exchange, or is included or 

qualified for inclusion in the Nasdaq National Market System, the states’ role in 

requiring qualification of the securities has been largely preempted.27[27]  

Congress also preempted prior state regulation of those security issuances which 

are exempt from 1933 Act registration as being private offerings.28[28] This 

deprived the states of authority over private placements, including those made in 

reliance on SEC Rule 506 in Regulation D; however, the states retained authority 

to regulate most other kinds of exempt small offerings, particularly those under 

SEC Rules 504 and 505.29[29]  (States also retained their authority to regulate 

                                                 
26[26]As discussed in more detail below, however, direct securities offerings 

over the Web by issuers are often small offerings by small companies.  See 

subsection II.C.5 below. 

27[27]The National Securities Markets Improvement Act of 1996 (“NSMIA”) 

expressly preempted state laws in this respect.  1933 Act §18(b)(4)(D), 15 U.S.C. 

77r(b)(4)(D), added by NSMIA §102(a). 

28[28]NSMIA preempted regulation over issuance of securities under exemptions 

promulgated under Section 4(2) of the 1933 Act (the exemption for private 

offerings) 1933 Act §18(a), 15 U.S.C. §77r(a) added by NSMIA §102(a). 

29[29]Rules 504 and 505 both are based on the SEC’s authority under 

Section 3(b) of the 1933 Act to adopt conditional exemptions for offerings not 



broker-dealers within their jurisdiction, which exists notwithstanding the 1934 

Act.) 

With the arrival of the Internet, a principal focus of state regulators has been on 

jurisdiction.  Application of state “blue-sky” laws has traditionally been based on 

location, i.e., the laws of a given state seek to regulate transactions occurring 

within the state’s boundaries.  Section 414(a) of the Uniform Securities Act 

(“USA”) thus provides that its jurisdiction reaches all persons offering or selling 

securities when “(1) an offer to sell is made in this state, or (2) an offer to buy is 

made and accepted in this state.”30[30]  As discussed later in more detail, 

determining whether any event takes place “in” and “within” a given jurisdiction 

raises new questions in the online world, since anyone with a PC and modem 

can access a Web site anywhere on which a securities offering is posted.31[31]  

State regulators have sought to enhance marketing on the Web by creating 

jurisdictional safe harbors.32[32]  However, they have not yet adopted separate 

                                                                                                                                                 
exceeding $5 million.  See discussion of “SCOR” offerings infra at notes 55-57 

and accompanying text. 

30[30]Uniform Securities Act §414(a); see, generally, 1 J. LONG, BLUE SKY 

LAW (1997 rev.) (“Long”) §3.03; emphasis added.  In Diamond Multimedia 

Systems, Inc. v. Santa Clara County Superior Court (99 C.D.O.S. 84 (Calif. Sup. 

Ct. 1999), the California Supreme Court held that Section 25400(d) of the 

California Corporations Code, which prohibits a person offering to purchase or 

sell a security “in this state” from making a misleading representation or 

omission, applies whether the representation or omission occurs in California or 

elsewhere.  Congress in October 1998, passed legislation which requires all 

securities fraud cases against New York Stock Exchange or NASDAQ/MNS 

listed securities to be brought in federal courts, but the legislation is not 

retroactive Pub. L. No. 105-33. 

31[31]See Subsection 5.B., infra. 

32[32]See Subsection 5.C.2, infra. 



rules or interpretations dealing with what kind of electronic delivery will satisfy 

existing disclosure requirements under their blue-sky laws. 

3.   Self-Regulation:  the National Association of Securities Dealers (“NASD”) and 

New York Stock Exchange (“NYSE”). 

a.             Advertising Rules. 

The NASD’s regulatory arm (NASDR) has taken a number of positions with 

regard to using Web Sites to advertise cybersecurities.  It advised member firms 

that dealer-only materials concerning an issuer should not be posted on a Web 

site unless the member firm can limit access to registered representative.  

Typically, these areas are password protected and may incorporate restrictions 

on access and use comparable to the guidance found in the private placement 

no-action letters.33[33]  The NASDR also advised that banner ads which do no 

more than name the fund group and directly link the user to the home page of the 

fund group do not need additional disclosure in the communication.34[34] 

The NASDR warned, however, that if a banner advertisement offered specific 

products or services, additional disclosure may be required to comply with 

applicable standards.  Specifically, NASDR cited language or graphics that relate 

to desirability of owning a particular fund or funds (e.g., , “ABC Funds - 

Outstanding Performance and Expert Money Management”) would require that 

the claim be both true and substantiated on the home page itself to provide 

sound basis for the reader to evaluate the claim.  Likewise, language promising 

success or that exaggerate past performance are forbidden.  The NASDR 

described one example of a problematical graphic as “a line graph and an 

                                                 
33[33]See Lamp Technologies, Inc., SEC No-Action Letter (available May 29, 

1997); IPONET, SEC No-Action Letter (available July 26, 1996) (password 

protected access to private placement materials by pre-qualified persons not 

deemed to involve general solicitation or constitute a public offering). 

34[34]Ask the Analyst, NASD REGULATOR & COMPLIANCE ALERT 

(June 1997), 1.  In reaching this result, the NASDR made an analogy to 

envelopes used by fund groups for printed materials. 



unwavering, upward trajectory.”35[35]  NASDR rules allow an investment adviser 

to a mutual fund to post recent portfolio purchases and sales.36[36] 

b.             E-Mail Issues. 

The NASDR has viewed e �mail as falling under existing rules applicable to 

communications.  Accordingly, e �mail can constitute advertising (for instance, a 

bulletin board or web posting), sales literature (for instance, e-mail to a firm's top 

customers or “cold calling”), or correspondence (for instance, customer service 

response to individual customer).  However, “chat” between customers of a 

member would not constitute communication of the member firm.  Recognizing 

the growing use of e-mail communications, both the NYSE and the NASDR 

sought and received SEC approval of rule changes regarding supervision and 

review of communications with the public which allow more flexibility with respect 

to pre-use review requirements, particularly correspondence.37[37] Through the 

end of 1997, the New York Stock Exchange required that all electronic and 

written correspondence of registered representatives be reviewed before being 

sent.  NASD members had to review such correspondence after it was sent.  

More liberal e �mail rules were proposed in 1997 by the New York Stock 

Exchange and the National Association of Securities Dealers.  The changes were 

intended to allow firms like Prudential to review fewer e-mail messages, provided 

they establish certain compliance guidelines and employee educational 

programs.  The SEC approved the rule proposals on December 31, 1997, 

                                                 
35[35]Id. 

36[36]Munder Capital Management, SEC No-Action Letter (available May 17, 

1996). 

37[37]See SEC Release No. 34-39511 (December 31, 1997) (NYSE) and SEC 

Release No. 34-37941 (November 19, 1996) (soliciting comments) and NASD 

Notice to Members 96-82 (December 1996) (proposed changes to NASD Rule 

3110).  Both the new NYSE and NASDR rules incorporate by reference the 

Commission's books and records requirements under Rules 17a-3 and 17a-4 of 

the Securities Exchange Act of 1934, as amended. 



effective February 15, 1998.38[38]  As a result, supervisors at NYSE member 

firms are no longer compelled to review all e-mail messages by registered 

representatives before they can be sent to customers.  However, some broker-

dealers have decided to continue to maintain a close watch over e-mail 

communication between their registered representatives and their 

customers.39[39] 

The NASDR has cautioned member firms that they “must not link to a site that 

the member knows contains misleading information about the member's products 

or services.”  It has also warned member firms to exercise the same care in 

choosing links as they would in “referring customers to any outside source of 

information.”40[40] 

c.             Linking to Other Websites. 

It has given some guidance to NASD members on their responsibility for the 

content and filing under NASD Conduct Rules of information contained in a third 

party's Internet site to which the member firm has linked.  The NASDR would not 

hold a member responsible for the “content or filing” with the NASDR of 

information contained in an independent third party's Web site, provided certain 

conditions are met.  First, the hyperlink must be continuously available to 

investors who visit the member's site.  Second, the member must have no 

discretion to alter the information on the third-party site.  Third, investors must 

have access to the hyperlinked site whether or not it contains favorable 

information about the member.  Finally, if the linked site is updated or changed 

by the third party, investors would nonetheless be able to use the hyperlink. 

                                                 
38[38]SEC Release Nos. 34-39510 and 34-39511 (December 31, 1997). 

39[39]E. Hubler, Brokerage Cops Wary of Cyberspace, NEW YORK TIMES 

(Apr. 12, 1998), BU-4. 

40[40]NASD COMPLIANCE & REGULATORY ALERT (April 1996).  Cf. Charles 

Schwab & Co., Inc., SEC No-Action Letter, fn. 1 (available November 27, 1996) 

(although not the subject of the no-action request, broker should consider the 

extent to which it may be responsible for content provided by a third party). 



For this purpose, the NASDR defined an “independent third party” as a party that 

is independent of the member and its affiliates, and whose services are not 

procured by the member of any of its affiliates to develop or provide the 

information on the third-party site.41[41] 

C.          Public Offerings of Securities on the Web. 

1.   General Considerations. 

Apart from liberalized notice, access and delivery requirements (subsection II.B 

above), a securities offering in cyberspace remains generally subject to the 

regulatory scheme that predates the advent of the Internet.  For example, if an 

offering is required to be registered under the 1933 Act, there is a ban on 

publicity that might condition the market, such as publication of bullish 

                                                 
41[41]Additional qualification to the interpretive guidance include: 

(i) Knowledge of False or Misleading Information.  The NASDR said that the 

member firm nay not establish a hyperlink to a site that the member knows or 

has reason to know contains false or misleading information about the member's 

products or services. 

(ii) Third Party is a Member Firm.  If the third party is itself a member firm, 

then the third party member firm would be responsible for the filing and contents 

of its site. 

(iii) Suspension or Termination of Link.  If a member suspends or terminates a 

hyperlink, the member must be prepared to demonstrate that the suspension or 

termination was due to mechanical or technical difficulties and not the 

presentation of unfavorable information (or the absence of favorable information) 

about the member's products or services. 

(iv) In  footnote 3 of its letter to the ICI, the NASDR expressly stated, “we are 

not commenting on a member's possible responsibility to suspend or terminate a 

hyperlink when it comes to the member's attention that the hyperlinked site 

contains false or misleading information.” 



information on the issuer’s Web site.42[42]  Moreover, the issuer or underwriter 

must not violate “quiet period” restrictions by hyperlinking a preliminary 

prospectus to research reports or other information that are not found in the 

registration statement.43[43]  Once the registration statement is filed with the 

SEC, however, there are no restrictions on oral offers other than normal antifraud 

restrictions.44[44]   

The Internet has introduced a special question unique to the medium:  what is 

the impact of having a prospectus posted on the issuer’s own Web site?  Will 

other materials on the site be deemed incorporated in the prospectus?45[45]  

Thus, assume an issuer posts its public offering on its home page.  The home 

page may contain links to press releases or bulletins put out by the same issuer 

over recent months, relating to new products or market developments.  These 

are made accessible within the website by hypertext links.  As of early 1999, the 

SEC had still to address the question as to how much, if any, link-accessible 

information on an issuer’s Web site will be deemed part of the filed prospectus.  It 

has, however, taken a no-action position that mere identification of an issuer’s 

Web site in its registration statement, without more, will not be deemed to 

incorporate the information from the site into the registration statement.46[46]  

                                                 
42[42]Section 5(c), 1933 Act, 15 U.S.C. §77e(c).  However, SEC Rule 135 allows 

limited announcements on the Internet of upcoming offerings prior to filing of a 

registration statement.  See also the discussion of electronic roadshows during 

the period prior to effectiveness of the registration statement at Subsection II.C. 

5, infra. 

43[43]Release 33-7233, Example 16.  Such a hyperlink could violate Section 

5(b)(1), 1933 Act. 

44[44]However, such offers are subject to liabilities and antifraud prohibitions 

under 1933 Act Section 12(2), 15 U.S.C. §77l(2). 

45[45]Id.   

46[46]Compare Baltimore Gas and Electric Co., SEC No-Action Letter (Jan. 

1997) and ITT Corp., SEC No-Action Letter (Dec. 6, 1996). 



Until the matter is clarified, it is advisable for issuers both (1) to avoid any direct 

link from the prospectus page to any subpage within the site, and only link the 

prospectus back to the home page, and (2) to include a disclaimer next to any 

part of the site containing information relating to new products, the market or the 

status of its operations. 

After a registration statement becomes effective, the Web site containing the final 

version of the prospectus can be hyperlinked to other sales literature.  

Tombstone advertisements under SEC Rule 134 and other advertisements under 

SEC Rule 482 need not be accompanied or preceded by a prospectus and 

hence may be delivered electronically without raising issues under the 1933 

Act.47[47]  The listing of a Website address within a published tombstone is 

permitted under Rule 134.48[48]  In fact, the issuer or underwriter can mail sales 

literature to persons for whom delivery of the prospectus via the Web site was 

effective, so long as notice of the availability of the final prospectus and its Web 

site location accompanies or precedes the sales literature.49[49]  To give the 

investor the opportunity to access the final prospectus online, the issuer or broker 

can post sales materials with prominent hyperlinks to the prospectus embedded 

at the top of the first page of each page of  the sales materials.50[50]  Another 

approach is to place two different hyperlinks on a Web page, with one linking to 

the prospectus and the other to the sales materials, both clearly identified and in 

close proximity.51[51] 

                                                 
47[47]See Release 33-7233, Questions 18 and 41. 

48[48]Id., Question 19. 

49[49]Release 33-7233, Example 17.  The notice of the location of the Web Site 

should be in forepart and clearly highlighted.  Supplemental sales literature that 

must be accompanied or preceded by a prospectus can be made available if 

prior or at the time of delivery a statutory prospectus is made available.  See 

SEC Rule 34b-1. 

50[50]Id., Question 35. 

51[51]Release 33-7233, Questions 14 and 15. 



2.   Underwritten Offerings Over the Internet. 

a.             Evolution of Web-Based Underwritings. 

Underwritten offerings using the Web to broaden their reach have been typically 

filed on SEC Form S-1, S-2 or S-3, and hence been exempt from qualifying 

under state blue-sky statutes.52[52]  (However, state qualification is required 

where the offering is made by means of the Regulation A (“Reg A”) exemption 

from 1933 Act registration or by a “small business issuer” on SEC Forms SB-1 or 

SB-2.53[53])  The first online posting of a conventional firm commitment 

underwriting occurred in 1996, when Solomon Brothers created an Internet site 

for the initial public offering of Berkshire Hathaway’s new Class B stock.  The site 

was only used to create interest, since the Berkshire Hathaway prospectus itself 

could not be seen on the Web site and was only obtainable by directly contacting 

the underwriters by telephone or mail.  In the subsequent 1996 public stock 

offering of Yahoo!, the viewer could download the Yahoo! prospectus directly 

from the Web site.  However, orders for shares could not be made on the Web.  

Orders could only be placed by contacting the underwriters by phone or mail or 

through another broker-dealer. 

The same year, the regional firm ABN Amro Chicago Corp. led a syndicate which 

posted $500 million of GMAC’s “Smart Notes” on ABN Amro’s Web site 

(www.direct-notes.com).  The prospectus for the GMAC notes could not be 

directly downloaded; however, the viewer did not have to resort to phone or mail, 

but could make a request directly on-screen that a prospectus be mailed.  The 

Internet has also been used within a debt underwriting syndicate to facilitate the 

exchange of information among syndicate members.  In 1998, a product called 

IntraMuni was introduced allowing members to view or retrieve on the Web 

documents related to a $110 million hospital development deal.  The result is to 

                                                 
52[52]1933 Act §18(b)(4)(D), 15 U.S.C. 77r(b)(4)(D) added by NSMIA §102(a). 

53[53]Reg. A and Forms SB-1 and SB-2 are promulgated pursuant to the small 

offering exemption in Section 3(b) of the 1933 Act and hence are not made 

exempt by NSMIA from state qualification requirements. 



greatly reduce the printing costs of a negotiated debt deal.54[54] According to 

the Bond Market Association, 26 electronic bond trading systems were active, 

compared to 11 in 1997.55[55]  More importantly, electronic trading has gained a 

foothold in the municipal bond market.  New systems allow underwriters to bid 

electronically for individual maturities of new bond issues, instead of the 

traditional practice of having entire issues awarded to underwriters on the basis 

of the best overall bid.56[56]  The anticipated impact is to give greater 

opportunity to smaller broker-dealers and lower borrowing costs for the issuers 

as a result of the increased competition.57[57] 

Wit Capital Corp., which had initiated and then abandoned the concept of bulletin 

board trading on the Internet,58[58] by 1998 had become a discount brokerage 

firm which now provided opportunities for underwritten IPOs to be posted on its 

web site (www.witcapital.com).  Wit Capital then became the first “e-manager” of 

an otherwise standard public offering on Form S-1.  In 1998, an IPO offering co-

managed by J. P. Morgan, Bear Stearns and Volpe Brown Whelan listed Wit 

Capital as “facilitating on-line distribution” of the shares.59[59]  Wit Capital even 

brought in a former Vice-Chairman of Salomon Smith Barney as the Wit 

Chairman.60[60]  It also brought in large investors such as Mitsubishi Capital 

Corporation and was reported affiliating itself with a loose group of online 

brokerages that accounted for 30% of the online trading market to participate on 

                                                 
54[54]R. Whalen, PNC Capital Markets First To Use Web-Based IntraMuni For 

Deal, SEC IND. NEWS (Jun. 29, 1998), 14. 

55[55]Bond Market Turns Toward E-Trading, Survey Shows, SEC. IND. NEWS 

(Nov. 30, 1998), 10. 

56[56]Id. 

57[57]Id. 

58[58]See notes 6-7, supra. 

59[59]SEC File No. 33 �60837, prospectus at 45 �46. 

60[60]P. Truell, Investment Maverick Navigates the Internet, N.Y. TIMES (Nov. 9, 

1998) C-1. 



a group basis in IPO underwritings by larger firms.61[61]  Other online firms have 

also begun to receive slots in the underwriting syndicates of IPOs, particularly 

those involving Internet-related issuers.  Such issuers like to have a portion of 

their shares sold to online investors, who they perceive as enthusiastic over IPO 

products and as likely to lend some extra “oomph” to an offering.62[62] 

b.             The “Dutch Auction” Process. 

An important advance in 1999 may be the “dutch auction” system currently being 

developed by a new venture of William Hambrecht, co-founder of Hambrecht & 

Quist.  The system would allow institutions, professionals and individual investors 

to enter bids at a fixed price on a confidential basis on the Internet for a certain 

number of shares being publicly offered.  The total of all the best bids which, in 

the aggregate, cover the minimum number of shares being offered would then 

win the right to purchase such shares pro rata at the lowest of the best bids.  For 

example, assume one million shares are offered and the best of the total bids 

equaling one million shares range from 15 to 20.  (All bids under 15 would be 

eliminated.)  All of the one million shares would be sold at 15 to those who had 

15 or higher.  At present, the Hambrecht dutch auction is not truly a DPO, but 

rather a species of firm underwriting.  The SEC currently requires the firm to treat 

the bids as indications of interest and to take title to the registered securities 

before promptly confirming their resale to the successful auction bidders.  

Accordingly, the firm is “at risk” in much the same way as the traditional 

underwriter. 

3.   Conducting “Roadshows” Over the Internet. 

Underwritten public offerings have traditionally been preceded by a “roadshow.”  

The roadshow involves presentations made by the issuer and its underwriters to 

large investors, institutions and analysts.  It is conducted between the filing of a 

registration statement with the SEC and the time the registration becomes 

                                                 
61[61]Id. 

62[62]R. Buckman, Internet Brokerage Firms Click Into Online Stock 

Underwriting, WALL ST. J. (Jan. 28, 1998) C-1, C-28. 



effective.  In the presentations, the issuer’s management and the underwriters 

explain the issuer’s business and industry as well as the offerings and respond to 

questions.  Beginning in 1997, the SEC opened the door for underwriters and 

issuers to conduct “roadshows” over the Internet. 

The Internet raises several unique roadshow issues.  The 1933 Act prohibits the 

transmission of any “prospectus” relating to a security being publicly offered 

unless it is the same preliminary prospectus on file with the SEC.63[63]  

“Prospectus” is broadly defined in the 1933 Act to include any “prospectus, 

notice, circular, advertisement, letter, or communication, written or by radio or 

television, which offers any security for sale or confirms the sale of any 

security.”64[64]  Accordingly, no written material can be distributed in a traditional 

“oral” roadshow other than copies of the preliminary prospectus.  The question 

arises whether an electronic “roadshow” is like a written, radio or television 

communication, and hence an impermissible “prospectus” under the 1933 Act.  

Through several no-action letters, the SEC has carved out an interpretation of 

“prospectus” that differentiates virtual roadshows from radio and television and 

there by allows them to be legally conducted on the Internet. 

First, in March 1997, the SEC agreed to take no action against closed-circuit 

video roadshows, so long as they were transmitted solely to subscribers who 

consist principally of registered broker-dealers and investment advisors and all of 

whom would receive a copy of the preliminary prospectus before receiving the 

video transmission.65[65]  In so doing, SEC agreed with the position that 

because no written material was to be generated in the transmission, only 

pictures and oral presentations, no “prospectus” would be involved.  The same 

rationale was at the core of another SEC position in September, 1997, allowing 

                                                 
63[63]Section 5(b) of the 1933 Act prohibits use of any “prospectus” that does 

not meet the requirements of Section 10 of the 1933 Act. 

64[64]1933 Act Section 2(11), 15 U.S.C. §77b(11). 

65[65]Private Financial Network, SEC No-action letter (March 12, 1997). 



public offering roadshows by Internet.66[66]  The SEC agreed that such a virtual 

roadshow would not constitute a 1933 Act “prospectus” where the following 

format was used: 

(1) A Web site for roadshows regarding public offerings would be 
established, with a posted index of those available for viewing by qualified investors and 
by the underwriting investment banks.  The roadshows would be indexed by offering 
company, underwriter and industry classification. 

(2) To view an online roadshow, a qualified investor would be 
required to contact an institutional salesman or the syndicate department at one of the 
underwriters.  The qualified investors would be typical of those customarily invited to 
attend live roadshows (e.g., registered broker/dealers and investment advisers).  An 
access code be required to view the roadshow on the Internet, a log would be maintained 
of who specifically received the access code.  The access code for each roadshow is 
changed each day and each qualified investor will be allowed to view a roadshow one 
day only. 

(3) The Internet roadshow would be exactly the same as the live show.  
The live roadshow would be filmed in its entirety, including the filming of all questions 
and answers.  The Internet version of the roadshow would present the charts and oral 
presentation at a similar speed as the live roadshow.67[67] 

(4) A large and obvious button reading “PRELIMINARY 
PROSPECTUS” would be continuously displayed throughout the roadshow.  A viewer 
would simply click on the button to access the preliminary prospectus on file with the 
Commission to view it in its entirety. 

(5) Before accessing the roadshow, a potential viewer would be 
required to agree to a broad disclaimer and statement to the effect that copying, 
downloading or distribution of the material is not permitted, that the roadshow does not 
constitute a prospectus and that there was no any regulatory approval of the securities 
being offered. 

                                                 
66[66]Net Roadshow, Inc., SEC No-action Letter (Sept. 8, 1997). 

67[67]If information were to change between the time the road show is filmed 

and throughout the period the road show is available on the website, the display 

would include a periodic crawl providing a synopsis of such changes.  The crawl 

would also advise the viewer to contact the appropriate institutional salesman for 

further information about such changes. 



(6) The viewer would be informed by a periodic crawl across the 
screen or by prominent text of the importance of viewing the filed prospectus, which is 
available by clicking a button the screen. 

In late 1997, the online investment news service Bloomberg gained SEC 

permission for its Internet roadshow presentations.68[68]  The Bloomberg 

presentations also limit access to persons who have been authorized by the 

underwriters to view the roadshow.  The difference in Bloomberg’s roadshow 

from that of Net Roadshow lies in its simultaneous broadcast:  the viewer can 

participate in the Bloomberg roadshow presentation on an interactive basis by 

sending questions which are fielded by an online monitor who can present the 

question to representatives of the issuer.  This moves a step beyond the 

rebroadcast that occurs in earlier online roadshows.  In addition, in the 

Bloomberg roadshow, allows the preliminary prospectus to be called up on the 

viewer’s screen or downloaded at any time. 

Because roadshows traditionally have not been available to average investors, 

but only to securities professionals and sophisticated investors, the main impact 

of Web-based presentations will probably be to reduce the number of locations 

where such live presentations are made, thereby saving expenses of the issuer.  

However, the ready availability of roadshows, together with increased availability 

of financial information, analysis and tools to the individual investor, raise the 

question whether it makes regulatory sense to continue to deny the individual 

investor the ability to “attend” a virtual roadshow.69[69]  SEC Chairman Arthur 

Levitt, Jr. has observed that “technology is a powerful tool in helping establish a 

`level playing field’ for all investors, large and small.”70[70]  Assuming the 

Chairman is correct, it is arguable that there is no reason to restrict the type of 

                                                 
68[68]Bloomberg, L.P., SEC No-Action Letter (Dec. 1, 1997). 

69[69]See Section IV, infra. 

70[70]Investor Protection in the Age of Technology, Remarks by Chmn. Arthur 

Levitt Jr., SEC, Salt Lake City, Utah (Mar. 6, 1998) (available at 

www.sec.gov/news/speeches/spch205.txt). 



information available at a roadshow �which consists of more recent information 

and projections not contained in the prospectus �to more affluent and powerful 

investors.  This barrier may be lifted as the Internet evolves further:  one venture 

firm was reported in 1998 as being prepared to seek a no-action letter from the 

SEC that would allow retail investors access to roadshows via the Internet.71[71] 

4.   Mutual Fund Offerings Over the Internet. 

Open-end mutual funds are engaged in a continuous offer to sell and offer to 

repurchase their shares.  They now are able to offer their shares on the Internet 

under the same SEC guidelines that apply to other issuers.72[72]  However, a 

few aspects of the new rules are peculiar to open-end funds.  For instance, fund 

information may be presented on-screen in a sequence different from that 

prescribed under SEC Form N-4A and yet still satisfy the form.73[73] 

The regulatory arm of the National Association of Securities Dealers, NASD 

Regulation (“NASDR”) has adopted special advertising rules applicable to mutual 

funds.  In 1995, the word “electronic” was added to definitions of advertising and 

sales literature under what are NASDR rules dealing with public 

communications.74[74]  NASDR policy allows banner ads on the Internet which 

do no more than name a fund group and link the viewer to the fund group’s home 

page.75[75]  However, where the banner ad offers specific services or products 

                                                 
71[71]Direct IPO Eyes Retail WebRoad.Shows, INTERNET COMPLIANCE 

ALERT (Mar. 9, 1998), 1. 

72[72]See discussion of the October 1995 interpretive releases and the 1996 

concept release, particularly Release 33-7233, notes 13-24, supra and 

accompanying text. 

73[73]See Release 33-7233, Question 51. 

74[74]See NASD Notice to Members 95-74 (Aug. 1995), approved in SEC 

Release No. 34-36076 (Aug. 9, 1995). 

75[75]NASD REGULATORY & COMPLIANCE ALERT (June 1997). 



or stresses the desirability of a fund, there must be an accompanying 

prospectus.76[76] 

5.   Direct Public Offerings (“DPOs”). 

As discussed earlier, a DPO involves an offering without a broker-dealer 

intermediary.  Instead, the issuer sells its own securities directly to investors in 

what is, in effect, a “best-efforts” offering.  The DPO will typically involve an 

escrow into which the proceeds from a minimum level of sales must be deposited 

in order for any funds to be released to the issuer.  Direct offerings have been 

around for many years before the Internet, although only a relatively small 

number were made.  The World Wide Web is changing the DPO landscape 

because it enables the issuer to access so many potential investors so rapidly.  

Dozens of sites for DPOs on the World Wide Web �most of them generated 

since mid-1996 �demonstrate the online approach to corporate finance. 

a.             Regulatory Considerations. 

Most DPOs on the Web have used either SEC Form 1 �A promulgated under 

SEC Reg. A, which provides an exemption from full-blown registration for stock 

offerings that do not exceed $5 million, or a state securities form available for 

offerings not over $1 million.  The state form, U-7, has been approved by the 

North American Securities Administrators Association (“NASAA”) and is called 

the Small Corporate Offerings Registration or “SCOR” form.  It is a 50-question 

form designed to be understood by the average lay person and is accepted in 

every state except Alabama, Delaware, Hawaii and Nebraska. 

Offerings made on Form U �7 are exempt from SEC registration by virtue of SEC 

Rule 504 under Regulation D, which exempts offerings directly by issuers (but 

not resales) of not more than $1 million.77[77]  In May 1998 the SEC proposed 

changes to Rule 504 which could inhibit its role as a means to raise capital by 

                                                 
76[76]Id. 

77[77]It should be noted that Form U �7 cannot be used for firm commitment 

underwritings, because they involve resales. 



placing new constrains on resale of the securities.78[78]  Thus, securities issued 

pursuant to the rule could not be resold until either the holding period required by 

SEC Rule 144 had been satisfied (generally one year) or the securities had been 

registered under the 1933 Act or qualified for some other exemption.79[79] 

In any event, the states impose various requirements on use of U-7 for offers 

within their jurisdiction.80[80]  For instance, some states require that the issuer 

have equity capital of a certain percentage of the total capital being raised.  Most 

states limit the costs and expenses of originating the capital and require audited 

financial statements for offerings over $500,000.  The SCOR form can also be 

used as part of a Reg. A filing, and some listing services on the Web require that 

listing companies which file under Reg. A incorporate the SCOR form.81[81] 

b.             Examples of DPOs. 

An early DPO made under the Reg. A exemption was located on the Web site of 

“IPO DataSystems” (www.ipodata.com/dpo.html).  The issuer, “Interactive 

Holdings Corporation” (www.thevine.com/ihchome.htm), sought to sell its own 

stock directly by allowing the downloading of an offering circular and a 

subscription agreement.  The offering circular on the Web site, however, was not 

the “official offering circular” filed with the SEC.  That document had to be 

obtained by request made via fax, phone, e-mail or regular mail.  Other DPO 

sites, such as that for “Pyromid Inc.,” allow the offering document to be viewed 

online and downloaded by the viewer (www.pyromid.com/pyromid/ offcirc.html).  

Pyromid made what it calls “technologically advanced” portable outdoor cooking 

systems for campers, hikers and other outdoor enthusiasts, and its Reg. A 

                                                 
78[78]SEC Rel. No. 33-7541 (May 21, 1998). 

79[79]Id.  On holding periods, see SEC Rule 144(d). 

80[80]For discussion of jurisdictional issues related to state blue-sky regulation, 

see Subsection V.C. infra. 

81[81]See discussion of Angel Capital Electronic Network, notes 81, 84 �85, infra 

and accompanying text. 



offering circular covered a minimum-maximum best efforts offering between 

about $3 million to $5 million. 

Another site that allowed direct downloading of a prospectus was that of Dechtar 

Direct, Inc. (“DDI” at www.dechtar.com).  DDI’s prospectus, placed on the Web in 

February 1997, stated that it was the “largest advertising company in North 

America specializing in the adult entertainment and adult mail-order industries.”  

Among its services were providing catalog lead generation and response 

services.  DDI’s offering was the first Web DPO to combine a secondary offering 

of already outstanding shares by selling stockholders with new shares offered by 

the issuer.  Its offering was also unusual because it was done by means of a 

registration statement on SEC Form SB-2, rather than using one of the 

exemptions such as Reg. A or Form U-7.  Form SB-2 had to be used because 

the foregoing exemptions are not available for secondary sales by existing 

stockholders.82[82] 

A Web-posted DPO must take steps to avoid problems under state blue-sky 

laws.  If an offering document can be read and downloaded directly at the site, 

the issuer should install a “screen” to prevent making offers to residents of those 

states in which the offering has not been qualified.  This procedure allows the 

offering to meet the states’ blue-sky exemptions discussed in Subsection V.C. 

below.83[83]  At DDI’s site, for example, the viewer is presented with a screen 

that lists all 50 states as well as various foreign countries.  The viewer first clicks 

in the state of residence from this list, and access to the prospectus and 

subscription material is only granted if the offering has been qualified in that 

state. 

                                                 
82[82]Real Goods Trading Corp., whose secondary trading bulletin board is 

discussed later in subsection III.G (see notes 206-207 and accompanying text), 

subsequently filed an SB-2 in the summer of 1997 which also included a 

secondary offering by the controlling shareholder.  SEC Registration No. 33-

30505. 

83[83]See notes 262-267 infra and accompanying text. 



Possibly the most ambitious DPO to date is the $100 million offering of 

Technology Funding Venture Capital Fund VI, LLC (“Tech Funding”) 

(www.techfunding.com).  Tech Funding also linked its site to the Direct Stock 

Market, one of the interface sites between DPO issuers and investors discussed 

below and its prospectus located on the SEC’s EDGAR database (www. 

sec.gov/Archives/edgar/).  Tech Funding filed on Form N-2, using a wholly-

owned broker-dealer subsidiary to assist in the offering without being paid any 

sales commission, and its registration became effective in December 1997.  

Unlike most other DPO issuers, Tech Funding is not seeking to develop a public 

or secondary market for its shares.  Instead, share transfer will be subject to the 

control of the Fund managers.  The Fund will be a nondiversified investment 

company under the 1940 Act. 

Tech Funding’s offering is also notable for dealing with the question of selling 

shares on credit.  Normally, sales of securities which do not contemplate prompt 

payment within three business days are governed by the SEC’s margin 

restrictions.  Five months after its offering was first posted, Tech Funding ‘s 

investment manager and sole distributor received an exemptive order from the 

SEC to accept payment for its fund shares over the Internet by means of credit 

card.84[84]  The staff approval stressed that the credit card purchases would be 

allowed only through the Internet, a prominent warning would be displayed on the 

Fund’s Web site to dissuade investors from carrying a balance on their cards as 

a result of a purchase of the Fund’s shares and to show how related interest 

costs could exceed any increase in share value, and the distributor’s employees 

would not be compensated on the basis of shares sold. 

c.             Giving Away Free Stock on the Net. 

One of the unique by-products of the Web is the giving away of free securities to 

online viewers.  One of the first of the breed was that of Travelzoo.com.  This 

online travel service, located in the Bahamas, began giving away its stock in the 

                                                 
84[84]Technology Funding Securities Corp., SEC No-action Letter (May 20, 

1998). 



summer of 1998.  Travel.zoo limited visitors to its site to no more than three free 

shares each, which shares are held electronically in the Bahamas.85[85]  

Travelzoo.com claims that it will benefit from giving away free stock, because it 

will attract so many “hits,” or visitors, that advertisers and others will find its site 

to be an attractive venue.  Travelzoo.com was followed by other free stock 

programs including E-Compare.  In January, 1999 the SEC in a no-action letter 

took the rather strained position that viewers, merely by clicking on to the issuer’s 

Web site, were passing “value,” and hence consideration, to the issuer; 

accordingly, the staff said such giveaways had to be registered under the 1933 

Act.86[86]  The reasoning of the staff is somewhat debatable, since a netsurfer’s 

time and effort is minimal in visiting sites.  Certainly the staff’s position violates 

the “no harm, no foul” principle.  The greater problem for “giveaway” issuers is 

how to satisfy the corporate law in those states that require shares to be issued 

for “consideration.”  The shares might be illegally issued in such jurisdictions (viz:  

Delaware) and the directors exposed to shareholder action. 

d.             New Intermediaries in Cyberspace. 

Direct public offerings have not been a smashing success on the Web.  Some 

commentators believe that the base must be broadened and the number of 

households with Internet connection substantially increased in order to support 

general securities offerings.87[87]  To the extent “success” in a DPO is defined 

as reaching the minimum amount of sales required to close escrow and release 

funds to the issuer, a minority of all DPOs have achieved success.  Even fewer 

                                                 
85[85]D. Frost, Internet Firm Giving Away Its Stock, S.F. CHRON. (July 29, 

1998), B-1. 

86[86]See the following two No-Action Letters:  Vanderkam v. Sanders, (Jan. 27, 

1999) and Simplystocks.com (Feb. 4, 1999).  A different situation was presented 

by American Brewing Co., SEC No-Action Letter (Jan. 27, 1999), because the 

“free” shares actually required purchase of the issuer’s product. 

87[87]E. Hubler, An Ex �Regulator Talks About The Internet, SEC IND. NEWS 

(Dec. 2, 1996), 1, 2. 



have sold the maximum amount of a minimum-maximum range.  These results 

may improve over the longer term as more DPOS are assisted by the new kinds 

of on-line intermediaries that have sprung up on the Web.88[88] 

Even though DPOs do not use traditional underwriters, they have spawned a 

new type of financial intermediary.  The new model is a Web site designed to 

develop databases of potential investors in new stock offerings which can be 

linked on site to new DPOs.  For example, “Internet Capital Exchange” 

(www.inetcapital.com/), operated by Internet Capital Corp. (“ICC 1”), was one of 

the first Web startups to attempt to connect various DPO issuers with potential 

investors.89[89]  To register with ICC 1’s “exchange,” a viewer would be required 

to first fill out a questionnaire giving certain personal information.  Completion of 

the questionnaire would allow access to the “Roadmap to a Direct IPO,” which 

would include a description of SEC forms suitable for public offerings of newer 

and emerging companies.  Upon completing personal registration, the participant 

would be entitled to be notified by e �mail of new offerings which are legally 

offered in the viewer’s state of residence.  The Internet Capital Exchange system 

for secondary trading of already-issued securities was to be based on its bulletin 

board.  Access to the board would permit the participant to find posted sell offers, 

select one to accept, or post the viewer’s own offer to buy. 

Internet Capital Exchange initially offered its service without any SEC clearance.  

It disclaimed on its Web site being a broker/dealer, investment advisor, or being 

registered with the SEC or any state blue-sky agency, and disclaimed having 

evaluated or investigated any company listed on the site or endorsing any such 

company.  Nevertheless, its assured its audience that modern technology is 

creating fantastic opportunities “to realize the American dream of success and 

                                                 
88[88]See subsection 5II.C.5.d and e. below. 

89[89]This provider is called “ICC 1” to differentiate it from another provider with 

the same name (“ICC 2”) discussed below in Section III at notes 210-215 and 

accompanying text.  ICC 1, like ICC 2, had earlier sought to expand the bulletin 

board approach to provide trading in stocks of other issuers. 



independence” and that Internet Capital is “bringing these opportunities directly 

to you.” 

The SEC stepped in and informed ICC 1 that it could not operate the bulletin 

board until it requested a no-action letter, feeling the site would be involved in 

active solicitation and conducting business as an underwriter.90[90]  In its 

subsequent request for a no-action letter from the SEC, ICC 1 specified the 

conditions which would govern its operations in order to avoid registration as a 

broker-dealer.91[91]  The conditions included the following: 

(1) ICC 1 would charge only a flat fee, not contingent upon the 
success of the offering, to issuers to provide a Web site for facilitating the 
issuer’s online securities offering. 

(2) ICC 1’s service would be provided for issuers of registered 
offerings as well as Reg. A and SCOR offerings.  ICC 1 would not provide this service 
for securities to be issued pursuant to Rule 505 or 506 of the Act. 

(3) ICC 1’s Web site would support a grouping of individual corporate 
bulletin board areas or “corporate listings.”  An individual logged on to the site could 
elect to visit any corporate bulletin board area where a tombstone, preliminary offering 
document, or final offering document can be viewed regarding a specific company.  Each 
corporate bulletin board area would remain autonomous and operate separately from all 
of the other corporate areas; only offerings and information pertaining to that specific 
corporation would be displayed in its bulletin board area. 

(4) “Tombstone” advertisements on the site would meet the 
requirements of SEC Rule 134, and the red herring prospectus would meet the 
requirements of SEC Rule 430.  Such “tombstone” advertisements and the red herring 
prospectus would set forth the names of the issuers. 

(5) The distribution of the “tombstone” advertisement and the red 
herring prospectus would be in accordance with Release 33-7233.92[92]  There would be 
no “hot links” between the Web site and any other corporate marketing information or a 
corporation’s home page. 
                                                 
90[90]II INTERNET COMPLIANCE ALERT No. 2, 1 at 16 (1998). 

91[91]Internet Capital Corp., SEC No-action Letter (Dec. 18, 1997, revised 

Dec. 24, 1997). 

92[92]See notes 13-15, supra, and accompanying text for description of SEC 

1933 Act releases. 



(6) The order in which issuers were to be displayed within ICC 1’s site 
would be determined by objective criteria (either alphabetically by name of issuer, or 
sequential by date of listing).  A disclaimer will state that the order of presentation in no 
way constitutes any judgment by ICC as to the merits of a particular offering.  The site 
would link to any “tombstone” advertisement or any red herring prospectus the 
disclaimers required under SEC Rule 134(b)(1) and (d), respectively.93[93] 

(7) Once an issuer were to receive notice that its registration is 
effective, ICC 1 would post the final offering document on its Web site.  Only the final 
offering document will contain the subscription documents necessary to purchase the 
offered securities. 

(8) The Web site would contain a disclaimer that ICC 1 is an 
underwriter of the securities or is acting as a broker-dealer or agent of the issuer, and in 
fact would not function as an underwriter or a broker/dealer, but merely act as a delivery 
mechanism for an issuer. 

(9) ICC 1 would not receive any commission nor take compensation of 
any kind based on the sale of any securities.  Instead, its one-time flat fee (the “Listing 
Fee”) would cover such items as development of the software, use of the software 
                                                 
93[93]These state: 

 “A registration statement relating to these securities has been filed with 

the Securities and Exchange Commission but has not yet become effective.  

These securities may not be sold, nor may offers be accepted, prior to the 

time the registration statement becomes effective.  This (communications) 

shall not constitute an offer to sell or the solicitation of an offer to buy, nor 

shall there by any sale of these securities in any state in which such offer, 

solicitation, or sale would be unlawful prior to registration or qualification 

under the securities laws of any state.” 

*  *  *  * 

 “No offer to buy the securities can be accepted and no part of the 

purchase price can be received until the registration statement has become 

effective; and any such offer may be withdrawn or revoked, without 

obligation or commitment of any kind, at any time prior to notice of its 

acceptance given after the effective date.  An indication of interest in 

response to this advertisement will involve no obligation or commitment of 

any kind.” 



platform, design and graphics work and technical consulting regarding the listing and 
access to the ICC 1 system.   The Listing Fee would be independent of the number of hits 
to the Web Site after listing, or success of the offering. 

(10) ICC 1 would not receive, transfer, or hold funds or securities, nor 
provide information of any nature regarding the advisability of buying or selling 
securities. 

(11) A viewer seeking to access ICC 1’s corporate listing areas would 
first have to go through a registration process involving disclosure of key information 
about the viewer and issuance of a selected log-on name and password required for 
required for further access to the Web site.94[94] 

(12) Viewers would be given the opportunity to download a prospectus 
electronically or request that the issuer deliver a printed copy of the prospectus, and 
ICC 1 would have no contractual liability for improper prospectus delivery.  Instructions 
for sending the proper funds and subscription information to the issuer or its agent will be 
contained in the prospectus.  Subscription agreements would be included in the file 
delivered with the prospectus.  No subscription agreements could be accessed without 
delivery of a prospectus. 

(13) After electronic delivery of a prospectus, ICC 1 would have no 
further involvement in the transaction, such as negotiations regarding prospective 
purchases, record keeping of completed transactions or any reporting requirements of the 
issuer. 

(14) ICC 1’s Web site would be structured so as to preclude any 
solicitation or viewing of an offering document by persons in states where the securities 
were not qualified for sale. 

Based on the foregoing methods and procedures described, the SEC said it 

would not require ICC 1 to register as a broker-dealer pursuant to Section 15(b) 

of the 1934 Act.95[95]  The SEC specifically expressed no view on whether 

ICC 1 would be acting as an “underwriter” within the meaning of the 1933 Act nor 

                                                 
94[94]ICC 1 also represented that its site had implemented an additional user 

registration or validation process which would ensure the proper identity of any 

individual wishing to access the site. 

95[95]Internet Capital Corp., SEC No-action Letter (Dec. 18, 1997, revised 

Dec. 24, 1997).  Also see discussion of blue-sky exemption for Web offerings in 

subsection V.C.5, infra. 



whether the prospectus delivery procedures described in ICC’s letter satisfy the 

standards previously articulated by the SEC in the October Releases and 

Release 7288.  ICC by mid-1998 was still in beta test on its website and had no 

DPO’s posted.  Its bulletin board was likewise still in beta test.  The principal 

product being marketed by ICC-1 at the time was a software program for 

preparing and conducting DPOs. 

Another firm proposing an even more extensive role in DPOs made over the 

Internet is First Internet Capital Corp. (“INTERCAP” at www.1stcap.com).  As of 

early 1998, INTERCAP claimed to offer “a fully integrated range of services 

necessary for a company to go public over the Internet via a Reg. A offering.  

Among services described on its Web site were: 

(1) Conducting initial due diligence. 

(2) Drafting offering materials. 

(3) “Making available at a package price a highly competent securities 
attorney” to review and file the offering with the SEC, and to provide “follow-up” until 
the offering is cleared. 

(4) “Making available, at the best price possible, a Big 6 accounting 
firm” to audit the issuer. 

(5) Providing escrow and stock transfer services of Huntington 
National Bank “on a negotiated package basis.” 

(6) “Direct access” to INTERCAP’s list of interested investors. 

(7) Promoting and advertising the issuer’s offering over the Internet. 

For the foregoing services, INTERCAP said it would receive unspecified cash, a 

“moderate contingent fee” to be paid from the proceeds of the offering, plus a 

“small percentage of the company’s stock.” 

Because it was to receive contingent compensation for, among other activities, 

“due diligence” and “promoting and advertising” the offering, INTERCAP would 

appear to fall within the statutory definition of an underwriter under the 1933 



Act.96[96]  Whether it has yet applied to the SEC for a no-action letter is not 

known (an online search of posted no-action letters did not locate any for 

INTERCAP).  INTERCAP may be exposing itself to possible liability for any 

failings on the part of attorneys whom it “makes available [to issuers] at a 

package price.”  Indeed, the attorneys themselves could encounter sticky 

professional responsibility and conflict of interest issues under applicable state 

laws in view of the way they are planned to be brought into the DPO 

transactions. 

Another firm that announced plans to deliver DPO prospectuses to potential 

investors is Virtual Wall Street (www.virtualwallstreet.com).  In early 1998, Virtual 

Wall Street reportedly was negotiating an alliance with Standard & Poor’s.97[97]  

It plans to offer prospective investors due diligence on DPO issuers.98[98]  The 

potential liability undertaken by Virtual Wall Street to Web investors in offering 

due diligence on thinly-capitalized issuers is difficult to predict, because liability 

would be affected by whatever cautionary language, disclaimers and waivers can 

be built into the Web site and made legally effective on investors.  In any event, 

Virtual Wall Street said it would seek its own no-action letter from the SEC, 

stating that it is reluctant to rely on the ICC 1 letter.99[99] 

Some Web sites are less proactive, and simply provide centralized links to DPO 

issuers without additional services such as databases of investors.  The utility 

and potential profitability of such sites is dubious, because the linking service 

offered is narrow, and there are better ways to access DPOs.  Few of these 

limited sites have lasted long with such limited services.  For example, in 1996 a 

viewer could have logged on to “SCORnet” (scor-net.com) to find lists of issuers 

who filed using Form U �7, SEC Reg. A or who had registered on SEC Form SB 

                                                 
96[96]Section 2(11) of the 1933 Act, supra note 42. 

97[97]Net Firm Plans Alliance With S&P for DPO Due Diligence, 2 INTERNET 

COMPLIANCE ALERT No. 2, 1 (1998). 

98[98]Id. at 16. 

99[99]Id. 



�2.  “SCORnet” also contained a list of prospectuses of a number of issuers 

listed by state.  However, in June 1997 SCORnet was merged into “Direct Stock 

Market Incorporated,” with its Web address changed 

(www.directstockmarket.com).  Direct Stock Market by early 1998 was hosting 

electronic road shows and seminars (in which “full streaming video and audio” 

could be presented together with presentations by issuers while taking questions 

from the audience through a chat window), and lists public and private offerings 

which are accessible on �line only by registered viewers.  In 1998, Direct Stock 

Market used “push” technology to send notices of new public and private 

offerings to its subscribers, and said it had requested a no-action letter from the 

SEC to allow it to operate an electronic bulletin board for secondary transactions. 

A prospective Web investor will quickly discover that a substantial proportion of 

the companies using the Web to offer their securities directly to the public are in 

some phase of consumer goods or services, whether beer, health products, or 

outdoor cooking devices.  These kinds of issuers probably have the best chance 

to succeed with unassisted DPOs, because they already have some built-in 

“constituency” of consumers who are familiar with their products and therefore 

might be receptive to their stock.  DPO issuers who start with just a new product 

or technology, in contrast, are in a weaker position so far as reaching potential 

investors.  The picture may change with the maturation of Web sites that assist 

DPOs by developing databases of potential investors whom issuers can solicit.  

Over time, we can expect to see such investor groups divided and subdivided 

accordingly to the types of industries they prefer.  This will allow more “targeting” 

in the DPO process. 

D.          Nonpublic Internet Offerings. 

The notion that the World Wide Web can provide a home for private placements 

exempt from 1933 Act registration may at first sound counter-intuitive.  However, 

there is no reason that the Internet should be an impossible arena for private 

placements simply because of its global reach.  If that potential reach can be in 

fact limited to a discrete group of sophisticated investors by screening and 



monitoring technology, the group would be akin to a small restricted club located 

inside a giant hotel.  The SEC has for over a decade sanctioned the use of the 

Reg. D private offering exemption by pre-qualification of groups of accredited 

investors who would respond to extensive solicitations by furnishing extensive 

financial data.100[100]  In a similar vein, the SEC has taken the position that the 

pre-qualification of a number of accredited or sophisticated investors on a Web 

site and electronically notifying them in a secured manner of subsequent private 

placements would not involve a “general solicitation,” and therefore would allow 

the building of investor data-banks for private offerings under SEC 

Regulation D.101[101] 

An early example of a pre-screened investor data bank is “IPOnet” 

(www.zanax.com/iponet), which has billed itself as “the only Internet site cleared 

by the United States Securities and Exchange Commission to sell new Public 

and Private securities online.”  This is partly true, since IPOnet did receive a no 

�action letter with respect to IPOnet’s method of facilitating private offerings 

under Reg. D.102[102]  However, IPOnet was not alone in obtaining SEC 

authorization for an investor data bank for private placement.103[103] 

Under the SEC’s no-action letter, IPOnet’s site can post notices of Reg. D 

offerings which only the accredited investors could access.  IPOnet identifies four 

distinct investor types, primarily based upon availability of applicable exemptions 

under the securities laws, i.e., “General Member,” “Accredited Investor,” 

“Sophisticated Investor,” and “Foreign Investor.”  Virtually anyone can apply for 

                                                 
100[100]E.g., H.B. Shaine & Co., Inc., SEC No-action Letter (May 1, 1987). 

101[101]IPOnet, SEC No-Action Letter, 1996 WL 431821 (S.E.C.) (July 26, 

1996) (“IPOnet”); Lamp Angel Capital Electronic Network, SEC No-Action Letter 

Sec. L. Rep. (CCH) ¶77,305 (Oct. 25, 1996); Technologies, Inc., SEC No-Action 

Letter (May 29, 1997). 

102[102]IPOnet. 

103[103]The SEC also issued a 1996 no �action letter to Angel Capital Electronic 

Network; see notes 107-108 infra and accompanying text. 



the category of General Member.  A General Member receives an e �mail notice 

in turn every time IPOnet posts a new offering.  The e �mail notice will be hot-

linked to an announcement on the Web site.  Only certain viewers can qualify as 

an Accredited Investor.  IPOnet requires completion  of an “Accredited Investor 

Questionnaire” to determine whether the person meets the standards for 

participation in a non-public offering under federal or state exemptions.104[104]  

Instead of income or net worth tests of the type required for accredited investors, 

a Sophisticated Investor must have a history of venture capital and restricted 

investments.  Finally, to qualify as a Foreign Investor, a viewer must show facts 

sufficient to establish identity as a non-U.S. resident.  The intention here is to 

establish a database of persons who might be eligible to participate in an 

offshore offering under SEC Regulation S. 

IPOnet also provides for the sale of securities to viewers through an affiliated 

NASD member firm.  Once an IPOnet viewer opens a participating brokerage 

account with the NASD firm, he or she may make “electronic indications of 

interest” directly through the Web site.  This allows the viewer to purchase 

publicly offered securities by electronic confirmation of their purchases on the 

effective date.  No IPOnet member can obtain access to private placements or 

private placement memoranda except by completing either the Accredited, 

Sophisticated or Foreign Investor questionnaires.105[105] 

Over a year after IPOnet began operating, a non-profit entity called Angel Capital 

Electronic Network approached the SEC with the concept of a Web listing service 

that would be operated by a group of educational institutions and other non-

profits.  Like IPOnet, Angel Capital represented that it planned to list on its 

                                                 
104[104]The exemptions are those under SEC Reg. D, Section 4(2) of the 1933 

Act and Section 25102(f) of the California Corporate Securities Law and the laws 

of other unspecified states. 

105[105]There is an open question in connection with the type of offering of 

Regulation A offerings done by IPOnet as to whether it is a statutory 

“underwriter” under Section 2(11) of the 1933 Act. 



homepage small offerings exempt from registration under either Reg. A or SEC 

Rule 504.106[106]  It would only allow “accredited Investors” meeting the criteria 

of Reg. D to participate107[107] would have to register on the Web site in order 

to access an offering circular in Form U �7.  “Solicitation of interest” documents 

by which issuers could “test the waters” for an offering pursuant to Reg. A would 

also be listed.  To register as an “accredited investor” and receive a password to 

access Reg. D private placements, a viewer would be required to certify to 

financial and other qualifications necessary to accredited investor status.  If such 

an accredited investor wished to purchase stock of a small company listed on the 

site, the investor would contact the issuer directly.   

Angel Capital represented that no trading would take place on the “network” 

operated by the member institutions, and no employee of the  site would 

participate in any sales transaction.  However, accredited investors would be 

able to use a search engine within the Web site to help find the types of 

companies in which they would be interested.  The search engine would also be 

able to notify an investor via the Internet if a company that listed its securities on 

the site has characteristics that would correlate to that particular investor’s 

interests.  A major difference between IPOnet and Angel Capital is that investors 

registered on Angel Capital’s site would be able to view all the deals on the site, 

not just the ones that were posted after they joined.  The SEC determined that 

                                                 
106[106]Angel Capital Electronic Network, SEC No-Action Letter, Sec. L. Rep. 

(CCH) ¶77, 305 (Oct. 25, 1996). 

107[107]The viewer would have to meet the criteria of SEC Rule 501(a) and, if 

an individual, have such knowledge and experience in financial and business 

matters that he or she could evaluate the risks of an investment.  It is not clear 

why a viewer would be required to meet the requirement to qualify as an 

“accredited investor,” since the exemptions under Reg. A and Rule 504 are 

based on size of the offering, are not private offering exemptions and hence do 

not hinge on accredited investor participation. 



the Angel Capital group would not have to register as a broker-dealer or as a 

national securities exchange. 

By early 1998, Angel Capital Electronic Network had gone online with the home 

page acronym “ACE-Net” (ace-net.sr.unh.edu).  The site provides online 

questionnaires for both prospective investors and prospective issuers.  The latter 

must use a SCOR or U-7 Form for either a Rule 504 or a Reg. A offering (with 

additional informational requirements in the case of Reg. A). 

Another example of a site generating a data bank of potential investors for 

exempt securities offerings, including private placements, is “INVBank” 

(www.invbank.com/).  INVBank aims to help issuers involved in both private and 

public exempt transactions contact appropriate persons in its data base.  It lets 

viewers register at one or both of two levels:  (1) ”SAVVY INVESTOR,” or 

(2) member of the “INVestor’s CIRCLE for Accredited Investors.”  The INVestor’s 

CIRCLE is limited to those who would qualify as “accredited investors” under 

Regulation D.  Their registration allows them to occupy a position in INVBank’s 

“Private Placement Arena” and review various Reg. D offerings.  A SAVVY 

INVESTOR does not have to meet the qualifications of an accredited investor.  

The SAVVY INVESTOR is able to access a list of companies planning to make 

public offerings and allowed to give any company feedback and to submit 

indications of interest.  By clicking a link to any such issuer, the SAVVY 

INVESTOR receives a short and bullish description of the issuer’s business. 

The same principles that allowed building a secured base of accredited investors 

for IPOnet have been invoked in the case of private investment funds:  If a hedge 

fund were deemed to be making a public offering on the Internet, it would not 

only be subject to registration of the offering under the 1933 Act, but would have 

to register as an investment company under the 1940 Act.  The SEC in a no-

action letter agreed that an operator could post information regarding funds on a 

home page and other linked pages on the World Wide Web that is password-

protected and accessible only to subscribers who are predetermined by the 

operator to be accredited investors.  The private funds could post descriptive 



information and performance data on the site.  There would be a 30-day wait 

after an investor became qualified before he would be allowed to purchase 

securities in a hedge fund.108[108] 

In the spring of 1998 a venture capital site for the smaller investors leapt onto the 

Web.  Called “Garage” after the Silicon Valley dream in which companies start in 

a garage and become powerhouses, Garage plans to admit potential venture 

investors into membership which will allow them to invest seed capital in new 

companies whose business plans have been vetted by Garage’s staff.109[109]  

Garage sought to activate its full services only after broker-dealer registration 

was completed in the second half of 1998.  

Another form of exempt offering is one made pursuant to SEC Rule 144A.  Rule 

144A facilitates a private placement of debt securities by a U.S. issuer (or equity 

or debt securities of a foreign issuer traded offshore by allowing securities that 

are sold to “qualified institutional buyers” (such as pension and mutual funds with 

at least $100 million under management or broker-dealers with at least a $10 

million securities portfolio) to be exempt from registering the securities under the 

1933 Act even though the securities are resold quickly to other qualified 

institutional buyers. 

Because there are no holding periods required as among such purchasers, the 

Rule 144A market takes on certain aspects of a public market, and Rule 144A 

offerings are in some ways similar to public offerings, with preliminary offering 

memoranda being circulated to purchasers and “roadshows” often conducted 

                                                 
108[108]Lamp Technologies, Inc., SEC No-Action Letter (May 29, 1997).  The 

main difference between this no �action letter and IPOnet is that IPOnet 

investors were only able to invest in transactions posted after their qualification.  

Since this is not practicable in the case of the open-ended, continuous offer 

characteristic of many hedge funds, a 30-day wait was substituted in Lamp 

Technologies. 

109[109]L. Bransten, Entrepreneurs May Find Heaven at Garage.com; WALL 

ST. JOURNAL (May 14, 1998) A-6. 



before the offering material is finalized.  Such roadshow-type presentations to 

sophisticated investors have been a marketing tool under Rule 144A. 

Accordingly, in 1988 the SEC pushed the Internet envelope for Internet 

exemptions further by allowing roadshows for offerings made under Rule 

144A.110[110]  The SEC’s no-action position was conditioned on the issuer 

taking each of the following steps:  (1) denying access to its Web site for viewing 

of a particular road show to all persons or entities, except those institutions for 

which the seller has confirmed its reasonable belief regarding their qualified 

institutional buyer status; (2) assigning confidential passwords to each qualified 

institutional buyer which will be unique to a specific road show, and expire no 

later than the date of termination of the related offering; (3) receiving confirmation 

from each seller that such seller is a qualified institutional buyer within the 

meaning of Rule 144A(a)(1), there exists an adequate basis for such seller’s 

representations of its “reasonable belief” that each entity to which it has assigned 

a confidential password is a qualified institutional buyer, and the offering to which 

the particular road show relates is not subject to registration under the 1933 Act; 

(4) having no actual knowledge, or reason to believe, that a seller is not a 

qualified institutional buyer, any of the entities to which the seller has assigned a 

confidential password is not a qualified institutional buyer or the securities 

offering to which a particular road show relates is subject to registration under the 

1933 Act; and (5) not being an affiliate of any seller or issuer of a security that is 

the subject of a particular road show. 

Additional Internet use by large and sophisticated institutions involves the 

paperless syndication of loans by groups of lenders.  IntraLinks, Inc. 

(www.intralinx.com) is a New York-based firm operating networks that bring 

together large financial institutions, using Lotus Notes technology and security 

and encryption protocols.  The issuer pays a fee to have information on a specific 

loan transaction posted.  Access is free to investors.  Banks who are chosen for 

a loan syndication receive a password and user identification that enable them to 

                                                 
110[110]Net Roadshow, Inc., SEC No-Action Letter (Jan. 30, 1998). 



log onto the lead bank’s page at the IntraLinks site.  They can access details of a 

syndication in real time.  Royal Bank of Canada led one of the first “cyber-

syndications in early 1996.111[111]  Bank of America took the Internet loan 

syndication one step further in September 1997 when it used IntraLinks to 

syndicate a refinancing of National Semiconductor.   Unlike prior loan 

syndications which used IntraLinks on the Internet alongside traditional paper 

syndication systems and paper documentation, the National Semiconductor deal 

was paperless.  It was syndicated entirely over the electronic service.112[112] 

III.            Secondary Trading of Securities in Cyberspace. 

A.          Discount Broker �Dealers. 

Even before the Internet was a medium used for issuing new securities, it had 

been discovered as a new dimension for secondary trading in already-issued 

securities.  Small discount brokerage firms were the first to offer full online 

trading services and research to account holders in 1995.113[113]  By October 

1996, investors checked stock prices electronically and obtained other 

information from the NASD Web site 2.1 million times in just one day.114[114]  It 

was estimated that in 1966 there were 1.5 million online accounts.115[115]  In 

                                                 
111[111]Royal Bank Announcement/Intralinks, YAHOO BUSINESS WIRE 

(Jan. 20, 1997). 

112[112]BankAmerica’s Paperless Loan, IFR 1199 (Sept. 6, 1997) 64. 

113[113]Lombard Institutional Brokerage of San Francisco posted an online 

trading site at lombard.com, and E*Trade of Palo Alto went online at 

www.etrade.com.  K. Aufhauser & Company of New York started online trading 

at www.aufhauser.com.  Other brokers shared space at the Web site of Portfolio 

Accounting World Wide (pawws.secapl.com). 

114[114]L. Eaton, Slow Transition for Investing:  Stock Market Meets Internet,” 

N.Y. TIMES (Nov. 11, 1996), C �1. 

115[115]On �Line Investing Flourishes as Brokers/Commissions on Computer 

Trades, WALL ST. JOURNAL (Sept. 27, 1996), C �1. 



1997, the number had grown to almost three million.116[116]  It is predicted that 

online accounts will soar from about four million in 1998 to 25 million by 2003.  

Full-service brokerage firms are expected to account for about one-third of that 

figure, compared with almost none in 1998.117[117]  Internet-based trading 

accounted for 17% of total retail sales in 1997 according to one survey, with that 

figure expected to increase to 30% by the end of 1998.118[118] 

Over eighty brokers are now offering some form of electronic trading as of early 

1999.119[119]  The most prominent are Charles Schwab & Co., which offers full-

service cyberbrokerage through its StreetSmart and other systems, and E*Trade.  

As of March 1997, Schwab had 700,000 active on �line accounts and $50 billion 

in on �line customer assets,120[120] and by December 1997, Schwab’s sales by 

                                                 
116[116]D. Barboza, On-Line Trade Fees Falling Off The Screen, N.Y. TIMES 

(Mar. 1, 1998), BV-3.  L. Roberts, Electronic Execution:   The Future of Nasdaq, 
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means of electronic trading for the month for the first time were more than half 

the firm’s total retail sales.121[121] 

Online firms allow investors to have access to their portfolios 24 hours a day and 

to place orders anytime.  Online brokers typically have provided news and stories 

about the investor’s portfolio holdings, free quotes on stocks, bonds, and mutual 

funds, some even send an e �mail at the end of the day with closing quotes for 

an entire portfolio.  Assets managed by on �line investors are predicted to grow 

from over $100 billion today to $524 billion in 2001 and account for more than 8% 

of the total assets held by small investors.  Apart from actual trading in securities, 

the Boston Consulting Group predicts that firms with institutional clients will 

perform increasingly complex analysis and create increasingly complex financial 

instruments.122[122] 

A spur to online brokerage has been the proliferation of links between broker-

dealers and other Web-based services.  For example, the Web site of the 

newspaper USA Today, gives viewers direct links from its “Marketplace” page 

(www.usatoday.com/marketpl/finan.htm) to six on �line brokerages such as 

E*Trade and Accutrade.  USA Today receives a flat fee for each order received 

by the brokerage firms.123[123]  Because of the fee, USA Today arguably might 

fall within the definition of a “broker” under the Securities Exchange Act of 1934 

(“1934 Act”) and be required to be registered as such.124[124]  However, the 

SEC issued a no-action position in 1966 effectively allowing online access 

services, such as America Online or CompuServe to connect viewers to broker-

                                                 
121[121]M. Forman, Schwab’s On-Line Leap, SEC. IND. NEWS (Jan. 19, 1998), 

1. 

122[122]L. Eaton, note 91 supra, at C �6. 

123[123]H. Lux, The Search for the “Killer App”, INST. INVESTOR (Apr. 1997), 

91, 96. 

124[124]See D. Rice, The Expanding Requirement for Registration as Broker-

Dealer Under the Securities Exchange Act of 1934, 50 NOTRE DAME LAWYER 

201, 208 (1974). 



dealers without their own registration as broker-dealers, even though the access 

service receives a flat fee for each order transmitted through an icon on the 

Website menus to licensed broker-dealers.125[125]  To satisfy the SEC 

exemption, certain conditions must be met:  viewers may use the access service 

or link to reach a licensed broker-dealer by clicking an icon and then open a 

brokerage account, but the access provider must not take any part in the 

licensed broker-dealer’s services other than by routing messages.126[126]  

Moreover, such access providers must not to handle any customer funds or 

securities, effect clearance of trades or extend credit to any customer in 

connection with a purchase of securities.  The “nominal” flat fee paid by the 

broker-dealer to the online access service for each order transmitted may not 

vary depending upon the number of shares, value of the securities involved or 

the successful execution of the trade.127[127]  Assuming USA Today follows a 

similar format, it would also avoid having to register as a broker-dealer.128[128] 

Charles Schwab and E*Trade are aggressively expanding online trading outside 

the U.S.  E*Trade has launched an Australian service and signed a licensing 

agreement to cover expanded services in Germany and Central Europe, 

partnering with Deutscheland AG and Berliner Freivekehr Group.  Schwab is 

upgrading its United Kingdom electronic system, where E*Trade has yet to sign a 

deal.129[129]  Stockhouse, a highly robust site at www.stockhouse.com, is in 

effect a giant cybersecurities mall that not only links the viewer to a multitude of 

the discount brokerage firms, but also provides links with 51 stock markets 

                                                 
125[125]Charles Schwab & Co., SEC No-Action Letter (Nov. 27, 1996). 

126[126]Id. 

127[127]Id. 

128[128]In addition to its USA Today link, E*Trade and four other large on �line 

brokers, including Fidelity Investments and Schwab, are linked to the “Microsoft 

Investor” Web site (http://investor.msn.com/hom.asp?newquid=1$). 

129[129]M. Dabaie, “E-Trade, Schwab Make Inroads Into Overseas Markets,” 

SEC. IND. NEWS (May 4, 1998), 12. 



around the world.  These include the New York and American Stock exchanges, 

Nasdaq, and major foreign markets such as the London, Tokyo, Korea, Madrid, 

Oslo, Paris and Frankfurt exchanges.130[130] 

B.          Full Service Broker-Dealers. 

As discussed at the start of this survey, full-service brokerage firms have been 

slower to accept online trading.131[131]  Of the top five securities firms as 

measured by number of brokers, only Morgan Stanley Dean Witter & Co’s 

subsidiary, Discover Brokerage Direct,” ranked in the top 10 on-line brokers as of 

mid-1998.132[132]  Dean Witter, the number one firm, acknowledged the 

potentialities of the Web in December 1996, when it acquired a fledgling San 

Francisco-based Internet discount broker, Lombard Brokerage and changed the 

name to Dean Witter Lombard’s.  The Dean Witter deal for Lombard reportedly 

upset some of Witter’s brokers, who were unhappy about going toe �to-toe with 

an affiliated discounter.133[133]  But by 1998 Discover Brokerage Direct had 

even extended its services to allow trading in Treasury Bonds online 24 hours a 

day.134[134]  Other full-service brokers, who had largely stayed back from online 

trading, by 1997 were looking at the use of client-broker e-mail as a tool to 

significantly improve productivity.135[135]  An officer of Raymond James & 

Associates was quoted as saying that while most full-service firms found 
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electronic trading in complete opposition to their mission, “now we’re not so 

sure.”136[136]  At the annual conference of the Securities Industry Association in 

November 1997, IBM’s chairman challenged the industry to move fully onto to 

the Internet, asserting that firms with well-established names ran a risk of losing 

their advantage if they waited too long to enter cyberspace.137[137]  Merrill 

Lynch had indicated that it expected to offer electronic trading in the fall of 1998; 

however, it did not believe that Internet trading was “one of the highest-rated” 

services by its clients.138[138] Merrill then backed off from cyber-trading, 

asserting that it encouraged investors to trade too much at the expense of long-

term returns.139[139]  As earlier discussed, Merrill finally edged into its version 

of Internet-based trading in March 1999.140[140] 

One of the significant concerns of the full-service securities firms in exploring use 

of the Internet has been the question of how and when to monitor e-mail between 

brokers and clients.  Prudential Securities announced in 1997 a system of e-mail 

for its customers to send orders to its brokers, who would then arrange for 

execution or contact the customer.141[141]  It also introduced a live internal e 

�mail network, in order to allow compliance personnel to review and archive e 

�mail in a paperless environment.142[142]  New e-mail surveillance products 

were introduced that aimed at providing a practical way to filter and review e-mail 
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for potential sales practice violations.143[143]  The new NASDR and NYSE rules 

which relax the monitoring of e-mail may help ease the institutions’ concerns on 

this point.144[144] 

PaineWebber, a full-service brokerage, had deferred its entry into online trading 

for its customer base.  However, it has introduced electronic order entry and 

account access for clients of its Correspondent Services Corp. clearing 

unit.145[145]  The firm discovered that Web use was not confined to the young 

and less affluent sector; indeed, it learned that 38% of its wrap-fee account 

holders who used PaineWebber’s online account information service either 

already maintained an online trading account elsewhere or intended to do so 

within a year.146[146] 

Security has been a sensitive issue for the full-service brokerage community in 

use of the Internet for issuance of securities, secondary trading and furnishing of 

financial information.  A perceived impediment to their entry into online trading 

has been concern over the ability of hackers to break into their computers and 

those of their customers.  Software and systems developers as well as major 

brokerage firms have been making large investments to address security issues.  

One security system developed for money management clients has been 

marketed by Tradeware (www.tradeware.com).  It is designed to encrypt the 

FIXlink product discussed earlier (subsection III.B.), using a U.S. Government 

data encryption standard.  Brokers using FIX software will also have available to 

them a more sophisticated encryption method developed by Morgan Stanley. 

C.          Banks and Discount Trading. 
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While most full-service brokers have approached online trading with caution, 

banks have begun to embrace the new technology for their discount brokerage 

affiliates.  Citigroup in October 1997 announced an online brokerage service with 

commissions as low as $19.95 per trade.147[147]  Other banks such as Fleet 

Financial, Mellon and BancOne acquired or forged alliances with online 

discounters.148[148]  Wells Fargo Bank will begin promoting its new online 

brokerage heavily starting in August 1998.149[149]  Customers will be able to 

buy most U.S. stocks, trade about 1,000 mutual funds as well as stock options 

and obtain news, quotes and research.150[150]  BankAmerica was to unveil its 

own Internet investment services in late 1998.  It was to allow customers to trade 

in all U.S. stocks and 1,000 mutual funds and to receive financial news and 

quotes. 

D.          Non-Intermediary Electronic Trading. 

1.   Background of Membership-Type Trading. 

Institutional investors have used extranets to support closed trading systems 

among themselves since the 1970s.  The pioneer was Instinet 

(www.instinet.com), which introduced a closed networked computer system in 

which a group of institutional members, such as (mutual funds and investment 

brokers) could trade large blocks of securities electronically among themselves, 

thereby avoiding brokers in the middle.  Operating outside of the established 

stock exchanges, Instinet has not use the World Wide Web; instead, its members 

use the more limited electronic linking system of the extranet.151[151]  Trades 

are made on an anonymous basis, directly between buyer and seller.   
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In the past few years, other closed electronic services with much broader 

membership bases have started operating, such as the Island System and the 

Portfolio System for Institutional Trading (“POSIT”).  While Instinet operates by 

simply electronically “hitting” offers posted in an electronic order book, POSIT 

uses a crossing system for batches of orders.  Despite the fact that these 

alternative systems have been limited to institutions, their volume of trading has 

greatly escalated; the SEC estimated in 1997 that they handled almost 20% of 

the orders in Nasdaq securities and almost 4% in New York Stock Exchange-

listed securities.152[152] 

2.   The Market Goes “Retail”. 

Non-institutional investors also want to trade directly online, not through an 

Internet broker.  To help satisfy this pent-up demand, Datek Online created the 

“Island” trading system, which allows investors to place orders directly onto the 

NASDAQ system.  This further democratized the secondary market.  The most 

significant new entry may well be OptiMark, a system featuring a supercomputer 

and patented “fuzzy-logic” algorithms that can allow high-speed matching of buy 

and sell orders on an anonymous basis.  OptiMark first lets buyers and sellers 

express hypothetical preferences along a range of prices and volumes, then 

conducts a search of all buyers’ and sellers’ interest at that instant, and in 1.5 

seconds it returns with a trade at the optimal available price and volume.153[153]  

The OptiMark system bears some resemblance to Instinet, discussed above, in 

the sense that both systems electronically cross buyers with sellers.  But where 

Instinet simply matches orders at a given price, OptiMark matches a variety of 

orders at difference prices and sizes.  By early 1999, OptiMark had been 

embraced by the Pacific Exchange and was contributing to the “electronic 

erosion” of traditional open-outcry auction exchanges. 

3.   Can Extranets Be Replicated on the Web? 

                                                 
152[152]SEC Release No. 34-38672 (May 23, 1997) at 18. 

153[153]J. Davis, Big Storm Rising, BUSINESS 2.0 (www.Business2.com) 

(September 1998). 



There is no barrier to adapting the private network approach trading from existing 

extranets to the World Wide Web, provided that security and reliability issues can 

be successfully resolved.  Once these issues are resolved, institutions may move 

to privately-accessed Web sites that will function similarly to Instinet trading.  

One software protocol claiming to have sufficient security to allow institutional 

broker-dealers to trade electronically with one another via the web is Financial 

Information Exchange (“FIX”), which provides a service called “FIXLink.”  FIXLink 

operates on a site (www.tradeware.com) where subscribing money managers 

can receive brokers’ indications of interest, post-trade advertisements and 

brokers’ reports of block-trade fills in FIX protocol over the World Wide 

Web.154[154]  Subscribing broker-dealers can send the same kinds of 

information to targeted institutional customers or all the institutional participants. 

Other institutional trading systems using the Web on a password-protected basis 

include a site operated by Daiwa Securities America for debt instruments:  “The 

Odd-Lot Machine” (www.oddlot.com/).  Daiwa’s site allows institutions to trade 

electronically in U.S. Treasury bills (up to $10 million), notes and bonds ($3 to $5 

million, depending on duration) and strips.  Institutional customers can accept the 

posted prices or enter their own bids by just clicking to the site.  Interdealer 

trading in municipal bonds is also available through a Vermont dealer’s web 

page, using a process of trading similar to the traditional system, except that the 

offers and bid occur in cyberspace �on the Web site �rather than by telephone 

and fax machine.155[155] 

A number of firms have been building electronic trading capabilities to enable 

online transactions in fixed-income securities.  As electronic trading in bonds 

over the Internet becomes increasingly accessible not just to large institutions but 

also to high net worth retail traders, we can expect increasing competition in the 
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bond marketplace.156[156]  Vincent Catalaneo, President of the New York 

Society of Securities Analysts, sees extranets as the next major step in the 

financial services industry and believes they will help reduce concerns over 

security.157[157]  As institutions and the brokerage community become more 

comfortable with the encryption technologies, it will further spur the increase in 

web-based transactions.  Online brokerage firms in the summer of 1998 

indicated they were considering the idea of a common “electronic 

communications network” (“ECN”), or off-exchange trading system.158[158]  

Some believe that ECNs offer the on-line brokers an opportunity to take business 

away from established market makers and stock exchanges.159[159] 

4.   Electronic Trading, Alternative Systems and the Future of Stock Exchanges. 

Entering 1999, the next major impact of the Internet is clearly on the traditional 

stock and option exchanges.  From the inception of cybersecurities, the Internet 

has been used by customers to place orders with on-line brokers, but not as the 

method of execution between brokers or between a broker and an institution.  

Instead, online brokerage firms have executed through either private networks 

such as NASDAQ, extranet trading facilities like Instinet, stock exchanges or 

other means.  The markets are moving inexorably to the completion of all 

brokerage on the Internet.160[160]  Further, it is likely that in the end there will be 
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“straight �through-processing,” in which all aspects of the securities transaction 

and all kinds of products will be marketed, sold and cleared electronically by 

Instinet-type firms.161[161]  This, combined with the ability of customers on the 

buy side increasingly to obtain and analyze data and execute over the Web, will 

tend to further diminish the customers’ sense of loyalty to any given broker. 

Electronic trading is now used in 25% of stock transactions by individual 

investors, and much of this is executed on electronic networks like The Island 

ECN, owned by Datek, and Archipelago.162[162]  Island reported 2.5 billion 

shares traded in 1998, while Archipelago reported 650 million.163[163]  The 

stakes may be raised further by OptiMark, the system discussed above. 

The OptiMark trading system that allows institutions to trade directly and 

anonymously with one another was rolled out on January 29, 1999.  OptiMark 

traded an unknown number of shares of one stock in its Pacific Exchange debut, 

namely 3M Co.  A total of 114 firms, including some of the nation’s largest mutual 

funds and insurance firms, were eligible to trade on the new system, with about 

80 firms on the “buy” side and 34 on the “sell” side.  The systems is potentially 

attractive to large investors because the promised anonymity will allow them to 

buy or sell large blocks of stock without news of a transaction leaking into the 

market and causing prices to move before the trade closes.  Thus, the system 

will compete with the New York Stock Exchange, where human “specialists” 

match buy and sell orders.164[164] 

As electronic trading of all kinds has proliferated, the prices of seats on major 

stock exchanges have plummeted.  In the first half of 1998, prices of seats on 

major exchanges in New York, Chicago, Philadelphia and even London dropped 
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between 10 and 40 percent.165[165]While other factors have played a role, the 

largest concern is the rise of electronic trading.  John Langton, chief executive 

and general secretary of the International Securities Market Association, pointed 

out how technology blurs traditional boundaries and radically alters relationships, 

putting intermediaries under “intense pressure.”166[166]  Speaking at a London 

conference on on �line trading, he said that “[f]und managers now trade with the 

same tools as brokers, brokers buy fund managers to compete with their 

customers and build trading systems to complete with exchanges, exchanges 

demutualize and compete with brokers for investment business.”167[167]  The 

growing competition from the extranets such as Instinet and Island have raised 

concerns over the very existence of the auction markets conducted on exchange 

floors.  Indeed, the chairman of the London International Financial Futures and 

Options Exchange (“LIFFOE”) questioned “whether you’ll even need exchanges 

in the next century.”168[168]  The LIFFOE in fact decided in September 1998 to 

close its trading floors for bonds, index futures, currency contracts and equity 

options.169[169] 

On December 2, 1998 the SEC responded to these dramatic changes by 

approving new rules for electronic communications networks and other screen-

based alternative trading systems (“ATSs”) which included a controversial 

provision requiring larger-volume ATSs, such as Instinet, to publicly display their 

institutional orders.170[170]  At the SEC’s meeting adopting the new regulations, 
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SEC Chairman Arthur Levitt acknowledged the opposition to the institutional 

order display requirement, but said he believed “fundamental fairness dictates 

that all investors be given an opportunity to receive the best price 

available.”171[171]  In adopting the rule, the SEC noted that volume on ATSs 

had significantly increased in recent years, and now accounted for about 20% of 

transactions in Nasdaq securities and 4% of transactions in listed 

securities.172[172]  With ATSs being regulated as traditional broker-dealers, the 

SEC saw regulatory gaps result raising substantial concerns where an alternative 

trading system has significant volume. 

New rules adopted by the SEC change the scheme applicable to exchanges in 

three significant ways.  First, a new regulatory framework allows alternative 

trading systems to choose between registering as an exchange and registering 

as a broker-dealer.  Second, registered exchanges can now to operate as for-

profit businesses.  Under the new scheme, most alternative trading systems, 

which are relatively small, will choose to register as broker-dealers and have 

regulatory requirements substantially similar to what they currently undertake.  

As registered broker-dealers, these alternative trading systems will continue to 

be covered by the oversight of one of the self-regulatory organizations.  Provided 

an alternative trading system has limited volume, it will only have to file a notice 

with the Commission describing the way it operates, maintain an audit trail, and 

file quarterly reports. 

An ATS with substantial trading volume and therefore a potentially significant 

impact on the market, such as Instinet, registered as broker-dealers will need to 

link with a registered exchange or the NASD and publicly display their best priced 

orders (including institutional orders) for those exchange-listed and Nasdaq 

securities in which they have 5% or more of the trading volume.173[173]  
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Alternative trading systems will also have to allow members of the registered 

exchanges and the NASD to execute against those publicly displayed orders.  

Only those orders that participants in an alternative trading system choose to 

display to more than one other participant will have to be publicly displayed.  

Accordingly, the portion of orders hidden from view through “reserve size” 

features in alternative trading systems will not need to be publicly displayed.  To 

monitor the effects of this requirement, the SEC is phasing it in.  Initially 

alternative trading systems will only have to publicly display their orders in 50% 

of the securities subject to this requirements.  Ninety days later, the public 

display requirement will be extended to the remainder of the securities.  

Alternative trading systems will also not be required to provide access to a 

security until the public display requirement is effective for that security.174[174] 

An alternative trading system with 20% or more of trading volume will also have 

to ensure that its automated systems meet certain capacity, integrity, and 

security standards.  This is intended to prevent the system outages – and 

resulting disruption to the market – experienced by some alternative trading 

systems during periods of heavy trading volume.  Such an alternative trading 

system will also have to refrain from unfairly denying investors access to its 

system.  This requirement will only prohibit unfair discrimination among investors 

and broker-dealers seeking access.  The system will be free to establish fair and 

objective criteria, such as creditworthiness, to differentiate among potential 

participants.175[175] 

The SEC at the same time addressed the disparity under which, unlike 

alternative trading systems, registered exchanges and the NASD are required to 

submit all of their rule changes for Commission review.  To avoid this impediment 

to the exchanges’ ability to compete effectively by slowing the development of 

innovative trading systems and the introduction of new products, the first 

temporarily exempts registered exchanges and the NASD from the rule filing 
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requirements so that they may operate – for up to two years – pilot trading 

systems.  During this two year period, the pilot trading system will be subject to 

strict volume limitations.  The operator of the pilot trading system will also have to 

ensure that the trading activity on that system is being adequately surveilled.  

This rule will enhance the registered exchanges’ and the NASD’s ability to 

compete with alternative trading systems registered as broker-dealers and to 

bring innovative trading systems to market. 

The second rule creates a streamlined procedure for the registered securities 

exchanges and the NASD to quickly begin trading new derivative securities 

products.  Under the new rule, if a registered exchange or the NASD has existing 

trading rules, surveillance procedures, and listing standards that apply to the 

broad product class covering a new derivative securities product, the new 

product can be listed or traded without Commission approval.176[176]  Finally, 

the SEC stated that it will work to accommodate, within the existing requirements 

for exchange registration, exchanges wishing to operate under a proprietary 

structure.  This will allow ATSs that are proprietary to register as exchanges and 

for currently registered exchanges to convert to a for-profit structure.177[177]   

The SEC has somewhat levelled the playing field between ATSs and heavily 

regulated traditional markets by the rule allowing exchanges and the NASD to 

develop and operate low-volume pilot trading systems for up to two years before 

seeking SEC approval.  Longer range, the worldwide exchanges will be largely 

on the Internet and stocks will be available 24 hours a day around the world.  It is 

notable that the SEC’s ATS rules will not apply to broker-dealer automated order 

routing systems; nor will they apply to the OptiMark trading system, since 

OptiMark is a facility of the Pacific Exchange and regulated under Pacific 

Exchange rules.  (The NASD is currently looking to move NASDAQ into 

cyberspace and has announced a partnership with OptiMark.)  The NASD 

recently gave its blessing to market makers who want to provide pension and 
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mutual funds with direct access to the NASDAQ.178[178]  Retail investors 

already can access the same through Datek Online, whose Island trading system 

lets investors place orders directly into the NASDAQ system. 

This electronic and online revolution is driving down the value of exchange seats.  

Seat prices in New York have plummeted 32%, from a record high $2 million in 

February to $1.35 million, while a CBOT seat’s value has plunged 52% from a 

year ago.  Online brokers’ commissions also have been cut to shreds, averaging 

under $16 a trade, down from almost $53 in 1996.179[179]  Understandably, the 

NYSE initially refused to let OptiMark use an existing network, the Intermarket 

Trading System, to gain access to the NYSE’s order flow.  (ITS is a data network 

created by Congress in 1975 to connect the NYSE to the seven other U.S. 

exchanges.)  If OptiMark’s orders could not interact with the NYSE’s, it would not 

be able to attract enough investors to get its system up and running.  Under 

pressure from the SEC, however, the NYSE agreed with other exchanges to 

amend the ITS rules so that the Pacific Exchange can send unmatched OptiMark 

orders through ITS to the NYSE.180[180] 

The New York Stock Exchange also revealed in early 1999 that it was seriously 

pursuing a strategy that would allow it to trade the stocks of arch rival Nasdaq, 

where some of the nation’s major technology issues are traded.181[181]  

Officials at the NYSE said that they might become a partner with an electronic 

trading operation that deals in Nasdaq stocks or create their own electronic 

system that would operate side by side with floor traders to offer Nasdaq 

stocks.182[182]  The actions were viewed as a “tacit acknowledgment” on the 
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part of Big Board officials that they need to make a sharper move into the 

growing field of electronic trading in order to secure a larger share of the market 

in high-technology stocks.183[183]   

The NASD’s chief information officer envisions a day—perhaps just a few years 

away—when retail investors will use personalized stock markets to help manage 

their portfolios.  Using advanced software, investors will seek out the securities 

that they want for their portfolios as well as the exchange that offers the cheapest 

execution and the investor’s preferred trading method, Bailar says.  It might be 

an online auction for shareholders who want to trade directly with each other, or it 

might be NASDAQ’s dealer market or a link to the Euromarket.  NASDAQ plans 

to offer them all as an Internet portal site.184[184] 

The European markets are also moving more rapidly toward all-electronic status.  

At the Paris futures exchange, Marche a Terme Internationale de France 

(MATIF), officials began an experiment with screen-based trading on April 1998 

with the thought that, after a year or so, the markets would decide whether 

screens or open outcry were superior.  Within two weeks, the market picked 

electronic trading.185[185]  Europe’s equity exchanges had begun closing floors 

and automating 10 years ago.  For example, the Stockholm Stock Exchange was 

the first to go public and to give member firms remote access.  It has an alliance 

with Denmark’s bourse and is discussing an alliance with Finland and Norway 

and has begun selling its off-the-shelf trading technology to exchanges in 

Australia and elsewhere.186[186] 

Even as they fight for market share, exchanges are trying to turn electronic 

trading to their advantage by obtaining greater revenues from the quotes and 

trades that they generate.  Indeed, a major threat to increased online trading by 

individual investors is the proposed Digital Millennium Copyright Act (“DMCA”) 
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which was approved by the House of Representatives in May, 1988 but failed to 

reach the Senate of the DMCA, would have amended the WIPO Copyright 

Treaties Implementation Act to give stock exchanges intellectual property rights 

over market data generated by the trades that occur under their auspices.  

Online brokers need “real-time” quotes and price information to pass on to their 

online customers.187[187]  While opposition to the bill in 1998 came primarily 

from major discount firms like Charles Schwab & Co., observers expect others in 

the brokerage community to join the opposition in 1999 as they realize the 

potential effects that can result from treating market data as proprietary 

information.188[188]  Brokers have been complaining for some time over the 

level of fees charge by the exchanges for their market data, and the proposed 

anti-piracy provisions could give the exchanges greater leverage to increase 

those fees over time.  Since the Internet has expanded the audience for real-time 

information as exchange-owned property could have a negative impact on the 

growth of cybersecurities.  

E.           The Relationship Between Online Discount Trading and Broker-Dealer 

Obligations Such As Suitability and Reasonable Basis. 

Online discount trading impacts certain broker-dealer obligations, such as those 

of suitability and a reasonable basis for recommendations.  The suitability 

doctrine holds that, when a broker-dealer recommends a security to a specific 

customer, it impliedly represents that it has determined that the security is 

suitable for that customer in the light of the latter’s financial situation and 

investment objectives.189[189]  The requirement that a broker-dealer have a 
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reasonable basis for recommending a given security is a separate but parallel 

duty.  Both duties stem from in the so-called “shingle theory,” which holds that a 

broker-dealer, simply by “mounting his shingle,” impliedly represents that he will 

deal fairly with the public regardless of whether he is compensated as broker or 

as dealer.190[190] 

Thus far, online discount trading has involved minimal contact between the 

discount broker-dealer and the customer as well as an absence of 

recommendations.  Accordingly, there are probably no obligations of suitability or 

reasonable basis, because both suitability and the duty to have a reasonable 

basis involve a trade which has been recommended by the broker-

dealer.191[191]  As a matter both of regulatory interpretation and case law, a 
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broker-dealer has not been held to an obligation to determine whether a 

customer’s investment is suitable for that customer unless the broker-dealer has 

made a specific recommendation of that security to that customer.192[192] 

An investor accessing the Web site of a discount broker normally does not find 

individually tailored recommendations of investments; instead, brokerage Web 

sites contain impersonal, general recommendations to the public at large, much 

like print periodicals that register as investment newsletters.  At least to this point, 

Internet brokers have concentrated on distribution of impersonal information to 

viewers at large, making the medium more akin to generally distributed 
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advertising.  The SEC, in issuing special suitability rules, has generally held that 

distribution of general, impersonal advertising material does not, in itself, give 

rise to suitability obligations on the part of the broker.193[193]  Accordingly, the 

same distinction should probably apply to Web site information. 

However, the SEC and the NASD are yet to provide a specific answer as to 

whether Web site information in itself may constitute a “recommendation to the 

customer” that gives rise to suitability obligations.194[194]  Although NASD Rule 
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2210 contemplates that certain advertising and sales material, including 

generally available electronic communications, may constitute a 

recommendation, the NASD has refrained from providing a formal definition of 

the term “recommendation” as used in Rule 2310.195[195]  The NASD has said 
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prior a suitability notice was “intended only to stress that recommendations may 

be made in a variety of ways, and that the determination of whether a 

recommendation has been made in any given case does not depend on the 

mode of communications.”196[196] 

In the event broker-dealers offer electronic trading as a supplement to traditional 

interactions and relationships with customers, who receive individually-tailored 

recommendations concerning particular securities places orders electronically, 

perhaps traditional suitability analysis would be appropriate.  At the same time, 

the trend in the Internet is toward empowering the individual more than the 

professional.  As discussed below, the Internet is able to provide small investors 

access to information and methods of trading previously available only to 

licensed brokers or investment advisors.197[197]  In the words of SEC Chairman 

Arthur Levitt Jr., 

“One of the tools that is giving investors unprecedented opportunities is the 

Internet.  Information and ideas are flowing constantly over an affordable, 

accessible system �giving individuals the same access to market information as 

large institutions.  The Internet is a supremely powerful force for the 

democratization of our marketplace:198[198] 

F.           Clearing, Back Office Operations and Market Data. 

Internet services available to broker-dealers have not been limited to institutional 

sales or retail activities.  For example, many broker-dealers do not handle the 
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execution or clearing of their customer’s transactions or other “back-office” 

functions.  Instead, such functions are handled by clearing firms.  Over the past 

few years, clearing firms have begun to offer clearing services via the Internet.  

Thus, PaineWebber’s Correspondent Services Corp. provides execution and 

clearing services for about 125 correspondent firms.  It has developed an Internet 

information delivery system which offers account access, market data and other 

services to retail customers of U.S. correspondent firms, which in turn receive 

account information, online forms and broker order entry over the 

Internet.199[199]  Since late 1996, Pershing, National Financial Services Corp., 

BHC Securities and other clearing firms have unveiled Internet services that will 

allow retail brokerage firms and their customers the ability to access account 

information, market data, research and news, as well as to execute trades. 

Access to databases can be made available to broker-dealers via the Internet.  

U.S. Clearing Corp. (“USCC”), a large clearing and execution firm, in 1997 

announced a jointly-operated Internet service with Ernst & Co. for discount 

brokers that would, among other things, provide access to a database of 6,000 

mutual funds.200[200]  USCC also introduced an Internet securities tracking 

system in 1996 through an affiliated discount broker, Quick & Reilly, Inc.201[201]  

In late 1997, E*Trade began to offer its clients online access to mutual fund 

prospectus covering more than 4,000 funds thought a system sponsored.  

InUnity Corp.; the system eliminates delays traditionally experienced in obtaining 

hard copies of fund prospectuses.202[202]  Since the kinds of services that can 
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be made available are endless, providers could enable smaller broker-dealers to 

offer a much greater array of financial services and products than previously. 

G.          Bulletin Boards and Message Groups as Secondary Trading Tools on the 

Web. 

After a small issuer successfully completes its online DPO, its securities still may 

not become eligible for trading on Nasdaq or even in the over �the-counter 

(“OTC”) market maintained by broker-dealers.  As a practical matter, broker-

dealers will not actively make a market in a security if the issuer is not registered 

with the SEC under Section 12(g) of the 1934 Act and is not filing periodic reports 

required by that statute.  Registration under the 1934 Act is only required when 

an issuer has at least 500 recordholders of a class of its securities and at least 

$10 million in assets.203[203]  Because of the small size of DPOs and the 

issuers that use them, 1934 Act registration of the issuers is therefore generally 

not mandated.204[204]  Newly-issued securities will not qualify for listing on 

Nasdaq unless the issuer meets Nasdaq requirements, such as minimum per 

share bid price, minimum public “float” (i.e., proportion of shares owned by the 

public) minimum market value, total assets, total equity and number of 

shareholders.205[205] 

For a DPO issuer, the World Wide Web offers bulletin board trading as an 

alternative (or, in some cases, a supplement) to trading on Nasdaq or in the OTC 

market.  On a Web bulletin board, potential buyers and sellers can post bids and 

offers and contact each other to facilitate transactions.  Bulletin boards started 
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with issuers who had made DPOs and sought to facilitate secondary trading.  

Spring Street Brewing was perhaps the first to attempt a bulletin board for its 

issued securities, but its early encounter with SEC problems ultimately led its 

promoter, Wit Capital, to move away from the bulletin board and become a 

licensed broker-dealer, undertaking to help other issuers establish online 

markets.206[206] 

One of the early boards was that of “Real Goods `Off-the Grind’ Trading System,” 

operated by Real Goods at www.realgoods.com.  Real Goods, which issued the 

stock traded on the board, was in the business of marketing environmentally-

oriented consumer goods such as energy-saving appliances.  It obtained the 

SEC’s first no-action letter authorizing a Web site bulletin board in 1996, allowing 

it to operate a Web page for trading in its own shares.207[207]  The SEC stated 

that Real Goods could operate the site without registering as a broker-dealer or 

investment adviser, on the condition that Real Goods would play no role in 

effecting any transaction, receive no compensation for creating and maintaining 

the system, not receive, transfer or hold funds or securities in connection with 

operating the system, put disclaimers on the site regarding any registered status, 

keep records of all quotes entered, and inform users of the applicability of 

securities laws to offers and sale.208[208] 

Other issuers who proposed their own passive bulletin boards for prospective 

buyers and sellers of their common stock obtained similar no-action letters from 

the SEC.  Thus, “PerfectData Corporation” (www.perfectdata.com/), like Real 

Goods, is a DPO issuer that provides a bulletin board for secondary trades only 
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in its own stock.209[209]  This is accomplished in a subsite called “PerfecTrade,” 

where potential buyers and sellers can post offers to buy or sell and then contact 

each other to facilitate transactions in PerfectData common stock.  PerfecTrade’s  

business is operating an Internet service provider.  Like Real Goods, it does not 

charge any commissions or transaction fees, and its site contains recent trading 

activity and stock quotations on PerfectData common.  The Flamemaster 

Corporation received an SEC no-action letter for a parallel operation.210[210] 

In contrast to the foregoing bulletin boards, which involve trading solely in the 

operator’s own outstanding stock, a company named Internet Capital Corporation 

(“ICC 2,” which is unrelated to ICC 1 discussed earlier in Section II) proposed in 

late 1997 to operate a bulletin board to cover trading in other issuers’ stock.  It 

sought a no-action letter from the SEC authorizing it to operate a “passive” 

bulletin board without being required to register as a broker-dealer, investment 

adviser or national securities exchange.  ICC 2 proposed that its bulletin board 

would only be available to companies whose common stock is either already 

registered under Section 12 of the 1934 Act or who file supplemental periodic 

information and reports in accordance with Section 15(d) of that Act.211[211] 

ICC 2’s Web site would, in addition to its bulletin board, provide access to each 

company’s public SEC filings by hyperlinks to the SEC’s EDGAR database, a 

brief summary of information from the company’s SEC Form 10-K, a directory of 

all of the companies that are listed on an organized exchange such as the New 

York Stock Exchange or NASDAQ, and a periodic ICC 2 newsletter.  ICC 2 

would charge each company on its site a one-time fee for setting up its 
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information and a monthly fee for maintaining its information.212[212]  

Importantly, neither ICC 2 nor any affiliate was to receive any compensation in 

connection with the purchase and sale of any common stock listed on its bulletin 

board.  Its monthly fees to the listed issuers would not be related to the number 

or size of the quotes, expressions of interest or “hits” on a company’s information 

page.  However, ICC 2 would reserve the right to require viewers in the future to 

pay a one-time fee upon their initial registration as a site participant.213[213]  No 

transaction would be effected on the bulletin board itself.  Instead, the board 

would give participants (1) the names, addresses and telephone numbers (or 

other contacts, such as e-mail) of all interested buyers and sellers, (2) the 

number of shares to be involved in a trade, (3) whether the participant is a 

prospective buyer or seller, (4) the proposed price, and (5) the date on which the 

information will be deleted from the bulletin board.  The trades would all be 

effected only by direct contract between participants, and ICC 2 would not 

maintain transaction records.214[214]  Neither ICC 2 nor any affiliate would 

(1) be involved in any purchase or sale negotiations, (2) give any advice on the 

merit of any trade, (3) use the bulletin board to offer to buy or sell securities, 

(4) receive, transfer or hold funds or securities as an incident of operating the 

bulletin board, or (5) directly or indirectly facilitate the clearance or settlement of 

any securities transactions except to refer participants to a bank. 

Among various notifications and disclaimers that ICC proposed to include on the 

site were these: 
(1) a disclaimer that ICC 2 is a registered broker-dealer or securities 

exchange; 

(2) a prohibition against “two-sided quotes,” in which a person indicates 
both a bid at one price and an offer at a higher price; 

(3) a disclaimer that the bulletin board postings are firm offers or quotes or 
that ICC 2 warrants any of the posted information; 
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(4) a warning that the registration requirements of the federal securities 
laws apply to all offers and sales through the bulletin board, hence each 
participants must ascertain the availability of an applicable exemption 
from registration.215[215] 

In issuing its no-action letter allowing the foregoing method of operation to go 

forward, the SEC advised that it would not require ICC 2 to register under the 

1934 Act as a national securities exchange or as a broker-dealer.  In a second 

letter in January 1998, the SEC also advised that it would not require ICC to 

register as an investment adviser under Section 203(a) of the Investment 

Advisers Act of 1940.216[216] 

H.          Membership-Type Trading for the Public. 

The “membership”-type of trading among a closed network that was pioneered 

for institutions by Instinet may soon expand to include individual investors.  Wit 

Capital, which launched the first DPO on the Internet in 1995 and then 

abandoned a bulletin-board type of secondary trading operation in 1996, brought 

out an Instinet look-alike in the summer of 1998.  Called the “Digital Stock 

Market,” the system plans to offer trading in over-the-counter and listed 

securities. (www.witcapital.com).  Like Instinet, the system would allow members 

to view and enter orders based on the “national best bid-and-offer” (NBBO) 

prices.  The NBBO quotes will be drawn from NASDAQ’s National Market 

System.  A Wit Capital subscriber can trade based upon the NBBO quote listed 

in Wit’s system or can contact other subscribers directly and attempt to negotiate 

a better price inside the NBBO spread.217[217] 

IV.            Empowering the Investor:  The Internet Gives Access, Information and 

Service to Individuals. 

Online trading is producing major change in the role of individual investors.  The 

initial impact was in giving individuals the chance to take full responsibility for 
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their investments. They execute their own trades without the aid of a broker.  

They even type in the order �a task formerly done by the broker even in an 

unsolicited transaction.  A subsequent and even more significant change is the 

delivery of information of all kinds by mutual funds, brokers and Web-based 

research firms. 

Because knowledge is power in the field of investing, the more the Internet 

expands the individual investor’s access to vast amounts of information at 

tremendous speed, the more it serves as an empowering tool.  It has also 

become an effective method for providers of investment products to maintain and 

initiate relationships with customers. 

A.          Use by Mutual Funds to Offer Services and Disseminate Information. 

Mutual funds use the Internet in multiple ways, offering investment services and 

distributing information of all kinds.  For example, Fidelity Investments not only 

offers funds and brokerage at its regular Web site (www.fidelity.com), but also 

operates an Internet ‘zine called “@82 Dev.”  The Fidelity Web site featured a 

streaming worldwide stock ticker, research, fund descriptions, customized stock 

quotations, and online trading.  Visitors to “@82 Dev” (named after Fidelity’s 

Boston address) can find book reviews, discussions by Fidelity investment 

managers, plus the streaming stock ticker.  The “Charles Schwab Mutual Fund 

OneSource” subsite on the Charles Schwab homepage (www. Schwab.com) 

offers descriptions of a myriad of fund products and services, comparisons, 

trading and portfolio design.  For online market information, the viewer accesses 

a sub-site called “Market Buzz.”  Schwab in 1997 began marketing its capacity 

for processing fund supermarkets and wrap programs offered by other broker-

dealers and by banks.  By the time it landed its first major contract to clear funds 

for another brokerage firm, Schwab was handling more than 45,000 no-load fund 

transactions a day and had more than $100 billion in third-party no-load 

funds.218[218] 
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American Express Financial Services (www.americanexpress.com/direct/ 

index__b.html), Vanguard Funds (www.vanguard.com) and many other mutual 

funds have similarly gone on the Internet.  Two of the largest firms servicing 

mutual fund shareholders set up Internet-based transaction systems in 1997 for 

shareholders of their fund clients.  First Data Investor Services Corp. in 

Massachusetts and DST Systems in Kansas City began offering both Internet 

Services in 1997.  These services allow shareholders in one of a family of mutual 

funds having the same investment manager to exchange shares among funds in 

the same family.  They can also access account balances and transaction 

histories and portfolio listings on much the same way as shareholders of 

Fidelity.219[219]  Subsequently, a competitor, SunGard Trust and Shareholders 

Systems, announced that it would unveil a similar Net-based system in 

1998.220[220]   

As a result of these sorts of developments, viewers can find an enormous array 

of news and information and different products in mutual funds.  In addition, there 

is a wealth of Websites directed by the media to mutual funds.  Such publications 

as Barron’s (www.barrons.com), CNN (cnnfn.com/yourmoney/mutualfunds/) and 

Lipper Analytical Services (www.lipperweb.com) offer access to daily 

performance reports for funds, daily price data and other information. 

B.          Internet Providers Offer News, Research and Analysis. 

As competition among online discount brokers has intensified, they have offered 

more services than simply electronic execution.  E*Trade, for example, 

remodeled its Website in 1998 into more of a “portal,” which a viewer can enter 

for different kinds of financial information and links to other providers.  E*Trade 
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recently said it will spend $150 million promoting its new site.221[221]  In a 

similar vein, Charles Schwab is pushing the concept of “full service electronic 

investing.”222[222]  Schwab was to introduce moderated chat rooms and 

message boards on its Web site by early 1999, on the belief that such interactive 

features will build a sense of community with its customers.  Topics such as 

mutual funds and specific investment products like Individual Retirement 

Accounts will be covered.  [Schwab to Launch Chat Rooms, Message Boards, 

FIN. NET NEWS (Nov. 2, 1998), 1, 11.]  Thus a new tier of electronic discount 

broker is developing:  one that operates a supermarket of information and data, 

including real-time stock quotes, but which still eschews recommendations. 

Also available on the Web are sophisticated investment research tools which not 

so long ago were available only to institutions and securities professionals.  Now 

almost any investor can become his or her own securities analyst by using free 

or low-cost websites which contain enormous quantities of data and 

sophisticated tools that help to identify and screen securities and design 

portfolios.  By September 1997, the number of such stock-screening sites on the 

Web had risen in just a year from zero to 15.223[223]  For example, Quicken 

Networth (www.networth.quicken.com) allowed, an individual investor to sort 

through some 12,000 different stocks for 19 different variables, including rates of 

growth in earnings or sales, or amount of insider trading.  Another free stock 

screening site, Hoover’s Stockscreener (www.stockscreener.com), displayed 

only 8,000 stocks, but they could be screened for 22 variables with the results 

presented in spread-sheet form. 

Some sites, while not free, nonetheless fall within the reach of most investors.  

For example, “Microsoft Investor” (investor.msn.com/home.asp) which charges 
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$9.95 a month, has an “Investment Finder” program that can evaluate a universe 

of 8,000 companies according to 81 different criteria.  If the viewer asks for 

stocks to be rated by “price ratios,” the “Finder” offers five subcriteria:  price to 

book value; price to earnings, either currently or on several historical bases; and 

price to sales.  Finder’s criteria can be set as high or low as possible, and the 25 

stocks that best fit the criteria will be presented in chart form.  Perhaps the 

richest trove of data among these sites is “Wall Street City” 

(www.wallstreetcity.com).  At $34.94 per month, this analytic tool can tap into as 

many as 40,000 stocks (including foreign issues) using 297 different variables. 

Other sites offer the viewer a mix of market information, financial data and more 

general news, including sports and forums.  An example is Bloomberg Online 

(www.bloomberg.com), which offers a 24-hour-a-day worldwide financial 

information network.  A site featuring information solely about equity securities is 

The Motley Fool (www.fool.com).  Along with articles on investing strategies, it 

displays model portfolios, ideas on specific stocks, message boards and allows 

viewers to share information on stocks.  A viewer can find links to over a 

thousand finance-related sites listed at The Syndicate 

(www.moneypages.com/syndicate).  Zacks has a collection that includes stocks, 

mutual funds and all kinds of material on personal finance at iw.zacks.com.  

Another example of such a “facilitator” is at www.natcorp.com, a Web page 

operated by “National Corporate Services, Inc.”  It features links to stock 

exchanges, self-regulatory organizations, issuer Web sites and other financial 

news.  At the other end of the spectrum are sites like “Plane Business” 

(www.planebusiness.com) which focuses only on the aircraft industry.  They 

furnish individual investors the kind of insight on current developments that was 

formerly only available to institutions.224[224] 
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One firm, Securities Pricing and Research, Inc. (www.spardata.com) offers free 

information on thousands of closely-held stocks, limited partnerships and GICs 

on its website. 

Users also flood bulletin boards and chat rooms on many popular on-line 

investment related sites, including Yahoo Finance, the Motley Fool 

(www.fool.com) and Silicon Investor (www.techstocks.com).  The information put 

out in these chat rooms is hardly in depth and most of it is individual speculation 

or idea-sharing.  Sometimes it can be intentionally misleading, as when short 

sellers post false rumors about stocks that are refusing to drop. 

Typical of the chat rooms or bulletin boards for investors is “Stock-Talk” 

(www.stock-talk.com/).  Stock-Talk claims on its home page to have discussion 

forums covering over 7800 different specific stocks, in addition to two more 

general forums.  The SEC and the National Association of Securities Dealer 

Regulation (“NASDR”) have staffs who monitor the World Wide Web, including 

bulletin boards and chat rooms on a regular basis.  According to Stock-Talk’s 

Webmaster, the NASDR monitoring was so extensive, scanning some 10,000 

pages of the site daily, that it slowed down traffic to the point where the site could 

not function.  Stock-Talk then blocked NASDR’s access to the site, after which 

NASDR agreed to monitor only the “Hot Stocks” and “IPO” sections of the Web 

site.225[225]  Since most of the rumors communicated on Stock-Talk appear on 

these two sections, the NASDR decision is probably a good choice of priorities. 

Some firms, such as Merrill Lynch, specifically prohibit their registered 

representatives from identifying themselves as Merrill employees when they 

participate in an online forum, whether a bulletin board or a chat room.  Merrill 

also monitors forums online to ensure that its name is not being used improperly 

by non-employees.226[226] 
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Investors are also able to use special online services to receive information from 

issuers.  An issuer posts financial information and news on its own Web site, and 

then expands the universe of potential readers by links to a service provider such 

as Reality Online.  Reality Online, which operates “Inc.Link,” can generate up to 

25 pages of enhanced financial content for a given issuer’s Web site.  Inc.Link 

will then link the issuer’s Web site to a detailed profile of the issuer posted at 110 

“hub” sites, which are mostly brokerage firms home pages.  Thus, an investor is 

able to move from a profile of an issuer located at a brokerage site to the issuer’s 

site where there is different material generated by Reality Online, or in reverse 

order.227[227] 

Some new on-line entrants provide investor relations services to micro-cap 

companies that cannot afford expensive outside firms.  Thus, OTC Financial Net 

work (www.ctcfn.com) channels press releases and analyses to what it claims 

are 350,000 “prequalified small-cap individual and institutional investors, brokers, 

analysts and others. 

Hyperlinks are widely-used devices to enhance a broker �dealer’s Web site.  Just 

as Microsoft offers its viewers links to online brokerage firms, brokerage firms 

frequently link to research reports.  In order to shield the linking firm from 

misleading information on someone else’s Web site, disclaimers can be installed.  

Once a user accepts the conditions of the disclaimer, the referring site keeps a 

record of the agreement.  An example is the disclaimer by National Discount 

Brokers at its Web site (www.NDB.com).  National also uses tracking devices 

called “cookies” which monitor how often a given site to which it has a link is 

visited.228[228] 

Other tools can be integrated with financial analysis and execution software.  For 

example, the software maker Intuit, which publishes the most widely-used 
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personal financial management program, has formed online partnerships with a 

number of brokerage firms so that investors can download brokerage account 

and market information into their personal financial program.229[229]  According 

to former SEC Commissioner Richard Roberts, electronic trading by individuals 

on Nasdaq will “increase exponentially for the foreseeable future.”230[230]  

Access to Nasdaq’s Small Order Execution System (“SOES”), coupled with the 

enormous amounts of information available instantly online at little or no cost, 

gives retail customers the ability to trade electronically with the kind of 

information that historically was enjoyed only by institutions.231[231] 

Financial information providers have recently faced increased burdens of 

administering millions of contracts for the use of real-time stock quotes delivered 

over the Internet.  All the information exchanges have different requirements for 

real-time information.  Some require lengthy sign-up procedures in order to 

protect themselves.  For example, Fox News requires a viewer to click 

acceptance on several successive screens which set forth conditions under 

which the real-time information will be furnished.  Under proposed new Article 2B 

of the Uniform Commercial Code (“UCC”), the information providers would 

continue to be required to retain their extensive records showing the viewers’ 

agreement to the terms and conditions.232[232] 

Such online tools and data bases tend to level the playing field not only between 

big and small investment professionals, but between investment professionals 

and dedicated amateurs as well.  Sites such as Microsoft Investor are easy for 

the amateur to use and offer amazing speed.  In providing individual investors 
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the SEC is keenly aware of the extent to which the use of electronic technology, 

including the Internet, enhances the ability of investors to make informed 

investment decisions in a variety of ways, 

“by giving investors information faster; by giving investors information in 

electronic format, so databases can be searched and financial information can be 

analyzed more readily; by reducing disparities between large and small investors’ 

ability to access information; and by helping investors communicate with each 

other and with companies.”233[233] 

In view of the accelerating speed and power of the Internet, it is hardly fanciful to 

project that a bright high-schooler in 2001 A.D. will be better equipped from the 

standpoint of data and tools to analyze securities than a professional was just a 

few years ago.  In fact, some commentators argue that because the Internet 

gives the “average” investor the same access to information once reserved for 

wealthy and sophisticated investors, the “average investors should be treated as 

‘sophisticated’ under the federal securities laws.”234[234] 

C.          Internet Websites As Market Information. 

Almost every company that has issued or contemplates issuing its securities to 

the public has a home page somewhere on the World Wide Web.  These Web 

sites customarily contain news and information about the issuer and its products.  

They also may contain links to current SEC filings, analysts’ reports on the 

company’s securities, or news stories about the company.  Information on an 

issuer contained in a Web site presents a number of concerns that can be 

addressed if precautions are taken. 

The issuer must recognize that it not only will be held responsible for the 

information it generates for the site, but may be accountable for the accuracy of 

                                                 
233[233]SEC’s Report to the Congress:  THE IMPACT OF RECENT 

TECHNOLOGICAL ADVANCES ON THE SECURITIES MARKETS (September 

1997) at 6. 

234[234]P. Johnson, The Virtual Investor, the Virtual Fiduciary:  The Internet and 

Its Potential Effects on Investors, 16 ANN. REV. BANKING L. 431, 445 (1997). 



information contained in third-party sites to which the issuer provides hyperlinks.  

Courts have held issuers liable for projections or reports by analysts and others 

where they have distributed or endorsed such materials.235[235]  The issuer 

must also be sensitive to the possibility that information on its site or on linked 

sites will be “forward looking,” and hence eligible for the safe-harbor protection 

that can apply to such information. 

Precautions can minimize the risks in this areas.  An issuer should precede or 

surround a hypertext link with a disclaimer that it makes no endorsement of any 

such linked material, has no control over the material, and neither seeks to affect 

is content nor undertakes to monitor such sites.  All materials generated by an 

issuer should be dated, and the site should contain general cautionary language 

advising viewers that they cannot necessarily rely on older information as a guide 

to future results.  If the information on the issuer’s site is forward-looking, it 

should be accompanied by cautionary language that specifically cites important 

factors, peculiar to the specific issuer, that might cause actual results to differ 

materially from those projected in the forward-looking information.  The 

cautionary language must go beyond listing generic types of risks that could 

impact on almost any kind of company.  Cautious issuers will label the parts of its 

Web site that are intended for investors rather than for customers or suppliers 

and will, on those pages intended for investors, place prominent notices 

indicating that the forward-looking information is subject to risks. 

V.              The Jurisdictional Reach of Securities Laws. 

A.          Background:  Basic Jurisdictional Principles under the U.S. Constitution and 

under International Law. 

In exploring the new jurisdictional issues posed by the issuance and trading of 

securities on the Internet, it is useful to review briefly the principles of personal 

jurisdiction that antedate this new medium.  Traditionally, there have been two 

types of personal jurisdiction under U.S. law, “general” and “specific.”  General 
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jurisdiction is of less immediate importance to Internet transactions and involves 

a nonresident defendant whose contacts with the forum state are unrelated to the 

particular dispute in issue.  The criteria for application of general jurisdiction 

under constitutional due process limitations are very strict; such jurisdiction can 

apply only if the defendant’s contacts with the forum are “systematic” and 

“continuous” enough that the defendant might anticipate defending any type of 

claim there.236[236]  Given such strict requirements, it is not surprising that to 

date no finding of general jurisdiction has been based solely on advertising on 

the Internet.237[237] 
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Specific jurisdiction applies where the defendant’s contacts with the forum state 

relate to the particular dispute in issues.  As stated in 1945 by the U.S. Supreme 

Court, personal jurisdiction over a non-resident defendant by a forum state 

requires only that “he have certain minimum contacts with it, such that the 

maintenance of the suit does not offend `traditional notions of fair play and 

substantial justice.’”238[238]  Existence of the required “minimum contacts” is 

determined by a three-part test:  (1) the defendant must purposefully direct his 

activities or consummate some transaction with the forum state or a resident 

thereof; or perform some act by which he purposefully avails himself of the 

privilege of conducting activities in the forum and thereby invokes the benefits 

and protections of its laws; (2) the claim must be one arising out of or relating to 

the defendant’s forum-related activities; and (3) the exercise of jurisdiction must 

comport with “fair play and substantial justice,” i.e., it must be 

reasonable.239[239] 

A leading example of “purposeful direction” in the context of more traditional 

media was found where Florida residents wrote and edited an article in the 

National Enquirer which defamed a California resident.  The Enquirer had its 

largest circulation in California and was the focal point of both the story and the 

harm suffered.  These factors led the U.S. Supreme Court to conclude that there 

was sufficient evidence that the defendants’ actions were “aimed at California” 

and would be expected to have a potentially devastating effect on the California 

resident, hence the defendants could have reasonably foreseen being brought 

into court in California.240[240] 

The test of “purposefully availing” oneself of the privilege of conducting business 

in the forum can be met if a party reaches beyond one state to “create continuing 
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relationships and obligations with citizens of another state.”241[241]  For 

example, taken alone, a single contract between a resident of the forum state 

and an out �of-state party may not establish sufficient minimum contacts to 

support personal jurisdiction.  However, if there are added contacts such as 

telephone calls and mail into the forum state, the total contacts can collectively 

form a basis for jurisdiction over the nonresident.242[242] 

International law similarly limits a country’s authority to exercise jurisdiction in 

cases that involve interests or activities of non-residents.243[243] First, there 

must exist “jurisdiction to prescribe.”  If jurisdiction to prescribe exists, 

“jurisdiction to adjudicate” and, “jurisdiction to enforce” will be examined.  The 

                                                 
241[241]Burger King Corp. v. Rudzewicz, 471 U.S. 462, 473 (1985), quoting 

Travelers Health Assn. v. Virginia, 339 U.S. 643, 647 (1950).  See also McGee v. 

International Life Insurance Co., 355 U.S. 220, 222-223 (1957). 

242[242]Burger King Corp., supra, 471 U.S. at 476.  Once a nonresident has 

either purposefully directed activities to the forum state or has purposefully 

availed himself of the privilege of conducting activities in the forum, the question 

of fairness must be considered.  The Supreme Court has articulated five 

separate “fairness factors” that may require assessment to determine whether or 

not specific jurisdiction should apply.  These factors include: 

 1. The burden on the defendant of defending in the forum; 

 2. The forum state’s interest in adjudicating the dispute; 

 3. The plaintiff’s interest in obtaining convenient and effective relief; 

 4. The interstate judicial system’s interest in efficient resolution of 

controversies; and 

 5. The shared interest of the states in furthering substantive social 

policies.  World-Wide Volkswagen Corp. v. Woodson, 444 U.S. 286, 292 (1980). 

243[243]RESTATEMENT (3RD) OF THE FOREIGN RELATIONS LAW OF THE 

U.S. §401, comment a (1987). 



foregoing three types of jurisdiction are often interdependent and based on 

similar considerations.244[244] 

“Jurisdiction to prescribe” means that the substantive laws of the forum country 

are applicable to the particular persons and circumstances.245[245] Simply 

stated, a country has jurisdiction to prescribe law with respect to:  (1) conduct 

that, wholly or in substantial part, takes place within its territory; (2) the status of 

persons, or interests in things, present within its territory; (3) conduct outside its 

territory that has or is intended to have substantial effect within its territory; 

(4) the activities, interests, status, or relations of its nationals outside as well as 

within its territory; and (5) certain conduct outside its territory by persons who are 

not its nationals that is directed against the security of the country or against a 

limited class of other national interests.246[246] 

Overarching the foregoing international law criteria is a general requirement of 

reasonableness.  Thus, even when one of the foregoing bases of jurisdiction is 

present, a country may not exercise jurisdiction to prescribe law with respect to a 

person or activity having connection with another country if the exercise of 

jurisdiction is unreasonable.247[247]  The net effect of the reasonableness 
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standard is to require more close contact between a foreign defendant and the 

forum country than is required under constitutional due process.248[248] 

Because the federal securities laws afford little guidance on the extent to which 

their antifraud provisions of the federal securities laws apply to securities 

transactions that are primarily extra-territorial but have some connection to the 

United States, courts have struggled for years to delineate the parameters. 

249[249]  The 1934 Act states that it “shall not apply to any person insofar as he 

transacts business in securities without the jurisdiction of the United States, 

unless he transacts such business in contravention of such rules as the 

[Securities and Exchange] Commission may prescribe as necessary or 

appropriate to prevent the evasion of this chapter.”250[250]  The Seventh Circuit 

recently ruled that the 1934 Act gave jurisdiction over an alleged fraud of a 

Malaysian company where the Caribbean-incorporated defendant allegedly 

                                                                                                                                                 
the desirability of such regulation is generally accepted; (4) the existence of 

justified expectations that might be protected or hurt by the regulation; (5) the 

importance of the regulation to the international political, legal, or economic 

system; (6) the extent to which the regulation is consistent with the traditions of 

the international system; (7) the extent to which another state may have an 

interest in regulating the activity; and (8) the likelihood of conflict with regulation 

by another state. 

248[248]G. Born, Reflections on Judicial Jurisdiction in International Cases, 17 

GA. J. INT. & COMP. LAW 1, 33 (1987); see Asahi Metal Indus. Co. v. Superior 

Court, 480 U.S. 102, 115 (1987). 

249[249]See e.g., Robinson v. TCI/US West Communications, Inc., 117 F.3d 

900, 904-05 (5th Cir. 1997):  “[w]ith one small exception the [1934 Act] . . . does 

nothing to address the circumstances under which American courts have subject 

matter jurisdiction to hear suits involving foreign transactions. 

250[250]15 U.S.C. §78dd(b). 



conceived and planned its scheme in the U.S., from which solicitations were sent 

and where payments were received.251[251] 

B.          Conflict Between the Internet and Jurisdictional Boundaries. 

The principles of jurisdiction just discussed are made more difficult to apply to the 

Internet, despite its decentralized structure.  Information over the Internet passes 

through a network of networks, some linked to other computers or networks, 

some not.  Not only can messages between and among computers travel along 

much different routes, but “packet switching” communication protocols allow 

individual messages to be subdivided into smaller “packets” which are then sent 

independently to a destination where they are automatically reassembled by the 

receiving computer.252[252]  Since the Internet is indifferent to the actual 

location of computers among which information is routed, there is no necessary 

connection between an Internet address and a physical jurisdiction.253[253]  

Moreover, Web sites can be interconnected, regardless of location, by the use of 

hyperlinks.  Information that arrives on a Web site within a given jurisdiction may 

flow from a linked site entirely outside that jurisdiction.254[254]  Finally, 

notwithstanding the Internet’s complex structure, the Internet is predominately a 
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passive system.  In other words, Internet communication only occurs when it is 

initiated by a user. 

C.          The U.S. Constitution and State Blue-Sky Laws Meet the Internet. 

1.   Constitutional Principles Applied to Internet Jurisdictional Questions. 

Precedents from print, telephone and radio media generate analogies that can be 

useful in determining whether jurisdiction over Internet activities offends 

constitutional due process.  For example, if an Internet-based news service were 

to send a number of messages specifically addressed to residents of a forum, 

there would be “purposeful direction.”  Such purposeful direction can exist even 

though, unlike the physical shipment of substantial numbers of copies of the 

National Enquirer into California, from which the newspaper may be deemed to 

foresee an effect in that forum, nothing is shipped physically on the Internet.  E-

mail over the Internet is similar to traditional postal mail and to phone calls in this 

respect. 

Bulletin boards and Web sites are a step removed from e-mail.  The person who 

posts a bulletin board message knows that the message can be resent by others 

elsewhere in the world, but cannot control such redistribution.  A Web site is even 

more of a passive medium; it sends nothing specifically directed to the forum 

state, but posts general information so that viewers can log on to the site.  An 

analogy to the size of the National Enquirer’s forum state circulation might be the 

number of hits on the Web site that emanate from the forum state.  A site 

operator can identify the source of “hits” on his site; an operator of a Web site 

would therefore know whether a large proportion of the hits came from California.  

If information about a California resident were posted on the site, it could be 

argued under the National Enquirer rationale that the operator purposefully 

directed the information to California residents. 

It is therefore unsurprising that decisions upholding the exercise of specific 

jurisdiction over a nonresident defendant by reason of using the Internet have 

typically been based on the defendant’s purposeful availment of the privilege of 

doing business in the forum jurisdiction or the defendant’s purposeful direction of 



electronic communications to the forum jurisdiction.255[255]  When an Internet 

communication is directed into the forum for purposes of a transaction, personal 

                                                 
255[255]Jurisdiction was found to exist in:  Hasbro Inc. v. Clue Computing Inc., 

1997 U.S. Dist. LEXIS 18857 (D.Mass. Sept. 30, 1997) (Rhode Island Web site 

operator listed Massachusetts client on its site and which was accessible to 

Massachusetts residents); CompuServe, Inc. v. Patterson, 89 F.3d 1257 (6th 

Cor. 1996) (repeated transmission of software and messages over the Internet to 

forum state); Inset Systems, Inc. v. Instruction Set, Inc., 937 F. Supp. 161 (D. 

Conn. 1996); Heroes, Inc. v. Heroes Foundation, 41 U.S.P.Q. 2d 1513 (D. D.C. 

1996); Maritz, Inc. v. CyberGold, Inc., 947 F. Supp. 1328 (E.D. Mo. 1996) (191 

hits by Missouri viewers on California Web site constituted “purposeful 

availment”); Zippo Mfg. Co. v. Zippo Dot Com, Inc., 952 F. Supp. 1119 (W.D. Pa. 

1997) (3,000 Pennsylvania subscribers to Internet news service constituted 

“purposeful availment”); Panavision Intern, L.P. v. Toeppen, 938 F. Supp. 616 

(C.D. Cal. 1996); EDIAS Software Intern, L.L.C. v. Basis Intern, Ltd., 947 F. Supp 

413 (D. Ariz. 1996) (dependent could foresee impact in the forum state of 

defamatory material on its Web site and e-mail sent into state); Minnesota v. 

Granite Gate Resorts, Inc., 1996 W.L. 767432 (E. Minn. 1996) (contract provision 

that Web site operator could sue user of operator’s services in user’s home 

state); Resuscitation Technologies, Inc. v. Continental Health Care Corp., 1997 

W.L. 148567 (S.D. Ind. 1997) (although plaintiff initiated contacts with its Web 

site posting, subsequent extensive e-mail and phone contacts by Michigan 

defendants warranted Indiana jurisdiction); California Software Inc. v. Reliability 

Research, 631 F. Supp. 1356 (C.D. Cal. 1986) (messages placed by Vermont 

residents on Web bulletin board defaming California business foreseeably 

caused damage in California).  Jurisdiction was not found in the following cases:  

Cybersell Inc. v. Cybersell Inc. (9th Cir. 1997) (mere accessibility by Arizona 

resident to passive, Florida-based Web site); Bensusan Restaurant Corp. v. 

King, 937 F. Supp. 295 (S.D.N.Y. 1996) (Missouri defendant based on a Web 

site advertising the defendant’s nightclub; no evidence that sales were made or 



jurisdiction based on more traditional means such as mail or telephone can be 

invoked to determine that the defendant is electing to do business there.  By the 

same token, if the Web site operator intends to receive communications 

emanating from the forum state in response to a Web posting and actually does, 

he avails himself of the privilege of doing business there.  In one case, for 

example, a non-resident of California allegedly operated a scheme consisting of 

registering exclusive Internet domain names for his own use that contained 

registered trademarks.256[256]  The defendant allegedly demanded fees from a 

California resident and other businesses that asked him to discontinue his 

unauthorized use of their trademarks.  A federal district court held that it had 

personal jurisdiction over the defendant by the defendant’s having committed a 

tort “expressly aimed” at California.257[257]  It reasoned that the defendant could 

foresee the harm done in California and therefore satisfied the minimum contact 

requirement. 

In another case, the defendant registered an Internet address, which contained 

the plaintiff’s trademark as its own.  The plaintiff then sued for violation of his 

trademark.  A Connecticut federal court found the out-of-state defendant subject 

to its jurisdiction because its Internet advertising could be accessed in 

                                                                                                                                                 
solicited in New York or that New Yorkers were actively encouraged to access 

the site); Smith v. Hobby Lobby Stores, Inc., 968 F. Supp. 1356, 1365 (W.D. Ark. 

1997) (no general jurisdiction where Hong Kong manufacturer of artificial 

Christmas tree advertised on the Web, but tree was purchased from a retailer in 

Arkansas); McDonough v. Fallow McElligott, Inc., supra note 126 (mere 

accessibility of Missouri Website by Californians insufficient for general personal 

jurisdiction); Hearst v. Goldberger, 1997 WL 97097 (S.D.N.Y. 1997) (no specific 

jurisdiction where New Jersey site was accessible to and visited by New Yorkers, 

where no sales of goods or services had occurred). 

256[256]Panavision Int’l, L.P. v. Toeppen, 1996 WL 534083 (C.D. Cal. Sept. 19, 

1996). 

257[257]1996 WL 534083 at *5. 



Connecticut.258[258]  The advertising on the Internet was found to be 

“solicitation of a sufficient[ly] repetitive nature to satisfy” the requirements of 

Connecticut’s long-arm statute, which confers jurisdiction over foreign 

corporations on a claim arising out of any business in Connecticut.  The court 

also held that the minimum contact test of the due process clause of the 

Fourteenth Amendment was satisfied, because the defendant had purposefully 

“availed” himself of the privilege of doing business in Connecticut in directing its 

advertising and phone number to the state where some 10,000 subscribers could 

access the Web site. 

Constitutional due process allows potential defendants to structure their conduct 

in a way to avoid the forum state.259[259]  However, to assume that a Web site 

operator can entirely avoid a given jurisdiction is unrealistic.  Because the Web 

overflows all boundaries, the only way to avoid any contact whatsoever with a 

specific jurisdiction would be to stay off the Internet.260[260]  For that reason, 

mere accessibility of a Web site should not properly be deemed to satisfy the 

Fourteenth Amendment minimum contacts requirements.  Site operators should 

be able to structure their site use to avoid a given state’s jurisdiction.  As 

                                                 
258[258]Inset Systems, Inc. v. Instructions Set, Inc., 937 F. Supp. 161 (D. Conn. 

1996). 

259[259]World-Wide Volkswagen, supra, note 187, 444 U.S. at 296. 

260[260]The use of filtering devices is theoretically possible, but the efficacy of 

these devices have not yet been proven.  See American Civil Liberties Union v. 

Reno, supra, note 195, 929 F. Supp. at 844-46 (age filtering devices for sexually 

explicit materials under Community Decency Act); CompuServe Inc. v. Cyber 

Promotions, Inc., 1997 WL 109303 (S.D. Ohio 1997) (CompuServe’s attempts to 

set up filters to keep defendant from “spamming” (sending bulk junk e-mails) 

thwarted by defendant’s falsifying the point of origin information on its e-mail and 

by configuring its network servers to conceal its actual domain name); see also 

Bensusan Restaurant Corp. v. King, 937 F. Supp 295, 300 (S.D.N.Y. 1996). 



described below, this reality has been recognized by regulators in the United 

States under both state blue-sky statutes and federal securities laws. 

2.   State Blue-Sky Laws and Jurisdiction Over Issuance of Securities on the 

Internet. 

As discussed in subsection II.B.2 above, the Uniform Securities Act applies a 

state’s jurisdictional reach to persons offering to buy or sell securities “in [a 

given] . . . state.”261[261]  In fact, the constitutionally permissible reach of a 

state’s in personam jurisdiction is even broader than those words suggest.  

Under a typical long-arm statute, even if a defendant does not have substantial 

or continuous activities within a State, personal jurisdiction can still be based on 

purposeful direction of activities toward the State.262[262] 

The USA tightens the jurisdictional inquiry by providing that an offer to sell or buy 

is made “in this state, whether or not either party is then present in this state, 

when the offer (1) originates from this state or (2) is directed by the offeror to this 

state and received at the place to which it is directed . . . .”263[263]  Whether an 

Internet offer “originates” from a given state should not be based on the physical 

location of the essentially passive circuits carrying the message.  Regardless of 

the multiplicity of networks and computers that an electronic message may 

traverse, the place where information is entered into a Web site or into e-mail is 

the point of origination. 

Whether an Internet-based offer to buy or sell is “directed” into a given state is a 

more complex factual inquiry.  If an offer to sell securities were mailed or 

communicated by telephone to a person in a forum state, personal jurisdiction in 

                                                 
261[261]Section 414(a) of the USA.  See note 26 supra and accompanying test. 

262[262]Burger King Corp. v. Rudzewicz, supra, note 127, 471 U.S. at 472-76; 

Davis v. Metro Productions Inc., 885 F.2d 515, 520 (9th Cir. 1989) (tax shelter 

investment contracts sold to Arizona resident and delivered in Arizona formed 

constitutional basis for Arizona’s long-arm jurisdiction). 

263[263]Section 414(c) of the USA; emphasis added. 



that state should apply.264[264]  By like token, an e-mail offer by Internet directly 

to the a resident of a state would similarly constitute a basis for jurisdiction in that 

state.  So would acceptance by an out-of-state issuer of an e-mail from person in 

the forum state, subscribing to a general offering posted on the World Wide Web.  

However, mere posting of the existence of an offering on the World Wide Web, 

without more, is different.  Standing alone, it constitutes insufficient evidence that 

the offer is specifically “directed” to persons in every state.  The offer may, 

indeed, not be intended to be accepted by persons in certain states. 

In order to reconcile technology, practicality and due process concerns, the North 

American Securities Administrators Association (NASAA) adopted a model rule 

to clarify jurisdiction over Web-based securities offerings.  Under the NASAA 

policy, states will generally not attempt to assert jurisdiction over an offering if the 

Web site contains a disclaimer essentially stating that no offers or sales are 

being made to any resident of that state, the site excludes such residents from 

access to the purchasing screens and in fact no sales are made to residents of 

that state.265[265] 

As of mid-1998, 34 states had adopted a version the NASAA safe-harbor, either 

by statute, regulation, interpretation or no-action letter.266[266]  Commonly, the 

disclaimer is contained in a page linked to the home page of the offering.  In late 

1997 the Arizona Corporation Commissioner proposed a stricter version which 

would require that the disclaimer be placed on the home page, rather than 

through hypertext links.  A preferred technique is to request entry of the viewer’s 

address and ZIP code before the viewer is allowed to access the offering 

materials.  If the viewer resides in a state in which the offering has not been 

qualified, access is denied.  Of course, the viewer might choose to lie, but it can 

                                                 
264[264]J. LONG, supra note 26, §3.04[2] at 3-26, 3-27. 

265[265]Model NASAA Interpretive Order and Resolution, posted at NASAA’s 

official Web site, www.nasaa.org/bluesky/guidelines/internetadv.html. 

266[266]See BLUE SKY L. REP. (CCH) ¶6481. 



be argued with some logic that a Website operator cannot reasonably “foresee” 

that viewers would lie. 

3.   Blue-Sky Laws and Jurisdiction Over Broker-Dealers and Investment Advisers 

Operating on the Internet. 

NASAA also adopted in 1997 a practical approach to jurisdiction over broker 

�dealers and investment advisors.267[267]  NASAA’s policy exempts from the 

definition of “transacting business” within a state for purposes of Sections 201(a) 

and 201(c) of the Uniform Securities Act those communications by out-of-state 

broker-dealers, investment advisers, agents and representatives that involve 

generalized information about products and services where it is clearly stated 

that the person may only transact business in the state if first registered or 

otherwise exempted, where the person does not attempt to effect transactions in 

securities or render personalized investment advice, uses “firewalls” against 

directed communications, and also uses specified legends.268[268]  NASAA’s 

                                                 
267[267]The policy is available on the Internet at www.nasaa.org/bluesky/ 

guidelines/internetadv.html.  See also Interpretive Order Concerning Broker-

Dealers, Investment Advisers, Broker-Dealer Agents and Investment Adviser 

Representatives Using the Internet for General Dissemination of Information on 

Products and Services (Apr. 27, 1997) CCH NASAA Reports ¶2191.  As of mid-

1988, 22 states had adopted a version of the safe harbor.  1 BLUE SKY L. REP. 

(CCH) ¶6481. 

268[268]Broker-dealers, investment advisers, broker-dealer agents (“BD agents”) 

and investment adviser representatives or associated person (“IA reps”) who use 

the Internet to distribute information on available products and services directed 

generally to anyone having access to the Internet, and transmitted through the 

Internet, will not be deemed to be “transacting business” in the state if all of the 

following conditions are met: 

A. The communication contains a legend clearly stating that: 

  



                                                                                                                                                 
 (1) the broker-dealer, investment adviser, BD agent or IA rep 

may only transact business in a particular state if first 

registered, excluded or exempted from state broker-dealer, 

investment adviser, BD agent or IA rep requirements, as the 

case may be; and 

  

 (2) follow-up, individualized responses to persons in a particular 

state by such broker-dealer, investment adviser, BD agent or 

IA rep that involve either the effecting or attempting to effect 

transactions in securities or the rendering of personalized 

investment advice for compensation, as the case may be, 

will not be made absent compliance with the state’s broker-

dealer, investment adviser, BD agent or IA rep requirements, 

or pursuant to an applicable state exemption or exclusion; 

and 

  

 a. for information concerning the licensure status or disciplinary 

history of a broker-dealer, investment adviser, BD agent or 

IA rep, a consumer should contact his or her state securities 

law administrator. 

B. The Internet communication contains a mechanism, including 

without limitation technical “firewalls” or other implemented policies 

and procedures, designed to ensure that prior to any subsequent, 

direct communication with prospective customers or clients in the 

state, the broker-dealer, investment adviser, BD agent or IA rep is 

first registered in the state or qualifies for an exemption or exclusion 

from such requirement.  (This provision is not to be construed to 

relieve a broker-dealer, investment adviser, BD agent or IA rep who 

is registered in a state from any applicable registration requirement 

with respect to the offer or sale of securities in such state); 



approach should facilitate the use of the Web by those smaller or regional 

securities professionals who focus their activities in a limited geographical area. 

D.          Enforcing U.S. Securities Laws Against Foreign Web Sites. 

1.   The SEC’s Jurisdictional Position. 

The SEC in 1998 articulated an approach to jurisdiction over Internet 

transactions that resembles the NASAA approach, although in the context of a 

broader statutory scheme.  1933 Act defines its jurisdiction as based on any type 

of communication in “interstate commerce.”  Thus, it embrace “any means or 

instruments . . . of communication in interstate commerce” to sell securities that 

are not either registered or exempt from registration.269[269]  1934 Act 

jurisdiction likewise applies to any broker or dealer (including any foreign broker 

or dealer), who makes use of any “instrumentality of interstate commerce to 

effect transactions in, or induce or attempt to induce the purchase or sale” of any 

security an instrument of communication in interstate commerce, the issue 

determining application of the federal securities laws is whether the off-shore 

resident is using that instrument simply by posting on the World Wide Web. 

The SEC has in the past interpreted the 1934 Act broadly enough to require an 

off-shore broker or dealer to register under that Act where its only U.S. activity is 

                                                                                                                                                 
  

C. The Internet communications shall not involve either effecting or 

attempting to effect transactions in securities, or the rendering of 

personalized investment advice for compensation, as the case may 

be, in such state over the Internet, but shall be limited to the 

dissemination of general information on products and services. 

  

D. Prominent disclosure of a BD agent’s or IA rep’s affiliation with a 

broker-dealer or investment adviser is made and appropriate 

internal controls over content and dissemination are retained by the 

responsible persons. 

269[269]Section 5 of the 1933 Act; 15 U.S.C.A. §77e. 



execution of unsolicited orders from persons in the U.S.270[270]  Such an 

interpretation is not inconsistent with either concepts of due process or 

international law.  It will be recalled that, under international law, a country may 

assert jurisdiction over a non-resident where the assertion of jurisdiction would 

be reasonable.271[271]  The standards include, among others, whether the non-

resident carried on activity in the country only in respect of such activity, or 

whether the non-resident carried on, outside the country, an activity having a 

substantial, direct, and foreseeable effect within the country with respect to such 

activity.272[272]  Under these rules, a court in one country could assert 

jurisdiction over a foreign company under the “doing business” or “substantial 

and foreseeable effects” tests where financial information is directed by e-mail 

into the country.  The accessibility of a Web site to residents of a particular 

country might also be considered sufficient to assert personal jurisdiction over an 

individual or company running the Web site. 

In April, 1998 the SEC issued an interpretive release on the application of federal 

securities laws to offshore Internet offers, securities transactions and advertising 

of investment services.273[273]  The SEC’s release sought to “clarify when the 

posting of offering or solicitation materials” on Web sites would not be deemed 

activity taking place in the United States for purposes of federal securities 

laws.274[274]  The SEC adopted a rationale that resembles that used by the 

NASAA in determining the application of state blue-sky laws.275[275]  

                                                 
270[270]Registration Requirements for Foreign Broker-Dealers, Securities 

Exchange Act Release No. 27,017 (July 11, 1989). 

271[271]See Section 421, RESTATEMENT (THIRD) OF THE LAW OF 

FOREIGN RELATIONS (1987). 

272[272]See notes 191 �192 supra and accompanying text. 

273[273]Release 33-7516, supra note 10. 

274[274]Id., Part I.  The release applied only to posting on Web sites, not to 

targeted kinds of communication such as e-mail. 

275[275]See notes 264-267, supra and accompanying text for NASAA approach. 



Essentially, the SEC stated that it will not view issuers, broker-dealers, 

exchanges and investment advisers to be subject to registration requirements of 

the U.S. securities laws if they are not “targeted to the United States.276[276] 

Thus, the SEC generally will not consider an offshore Internet offer made by a 

non-U.S. offeror as targeted at the U.S. if (1) the Web site includes a prominent 

disclaimer making clear that the offer is directed only to countries other than the 

U.S., and (2) the Web site offeror implements procedures that are “reasonably 

designed to guard against sales to U.S. persons in the offshore 

offering.”277[277]  There are several ways that an offer to non-U.S. locales can 

be expressed.  The site could state specifically that the securities are not 

available to U.S. persons or in the U.S.  Alternatively, it could list the countries in 

which the securities are being offered. 

There are likewise several ways to guard against sales to U.S. persons.  For 

example, the offeror could determine the buyer’s residence by obtaining the 

purchaser’s mailing address or telephone number (including area code) before 

sale.  If the offshore party received indications that the purchaser is a U.S. 

resident, such as U.S. taxpayer identification number or payment drawn on a 

U.S. bank, then the party might on notice that additional steps need to be taken 

to verify that a U.S. resident is not involved.278[278]  Offshore offerors who use 

third-party Web services to post offering materials would be subject to similar 

precautions, and also would be have to install additional precautions if the third-

party Web site generated interest in the offering.  The offshore offeror which uses 

a third-party site that had a significant number of U.S. subscribers or clients 

would be required to limit access to the materials to those who could 

demonstrate that they are not U.S. residents.279[279] 

                                                 
276[276]Release 33-7516, Part I. 

277[277]Id. 

278[278]Id., Part III.B. 

279[279]Id. Part III.D. 



Where the off-shore offering is made by a U.S. issuer, stricter measures would 

be required because U.S. residents can more readily obtain access to the offer.  

Accordingly, the SEC requires a U.S. issuer to implement password procedures 

by which access to the Internet offer is limited to persons who can obtain a 

password to the Web site by demonstrating that they are not U.S. 

citizens.280[280] 

If Internet offerings are made by a foreign investment company, similar 

precautions must be taken not to target U.S. persons in order to avoid 

registration and regulations under the 1940 Act.  From a practical standpoint, the 

SEC’s historical reluctance to allow foreign investment companies to register 

under the 1940 Act means that foreign investment companies can only make 

private placement in the U.S.281[281]  When an offer is made offshore on the 

Internet and with a concurrent private offer in the U.S., the offeror must guard 

against indirectly using the Internet offer to stimulate participants in the private 

U.S. offer.282[282] 

The SEC’s interpretation requires a broker-dealer which wants to avoid U.S. 

jurisdiction to take measures reasonably designed to ensure that it does not 

effect securities transactions with U.S. persons as a result of Internet activity.  

For example, the use of disclaimers coupled with actual refusal to deal with any 

person whom the broker-dealer has reason to believe is a U.S. person will afford 

an exemption from U.S. broker-dealer registration as suggested in the SEC 

interpretation, a foreign broker-dealer should require potential customers to 

provide sufficient information on residency. 

By like token, the SEC will not apply exchange registration requirements to a 

foreign exchange that sponsors its own Web site generally advertising its quotes 

or allowing orders to be directed through its Web site so long as it takes steps 

reasonably designed to prevent U.S. persons from directing orders through the 

                                                 
280[280]Id., Part IV.B. 

281[281]Id., Part V. 

282[282]Id., Parts IV.A., V.A. 



site to the exchange.  Regardless of what precautions are taken by the issuer, 

the SEC will view solicitations as being subject to federal securities laws if their 

content appears to be targeted at U.S. persons.  For instance, the SEC cited 

offshore offers that emphasize the investor’s ability to avoid U.S. taxes on the 

investment.283[283] 

2.   Federal Enforcement Activities. 

Almost from the start of securities transactions in cyberspace, fraudulent activity 

stalked the same virtual terrain.  While message boards on the Web can be a 

unique medium by which individuals can access information about stocks and 

trading, they also have a darker side.  The general counsel of a company whose 

boards average 15,000 postings a day observed that “the stocks are subject to 

manipulation” by those who use them to tout stocks illegally or to spread false 

information.284[284]  To track down abusers of the message boards, the SEC is 

increasing the number of subpoenas it issues to board operators and is requiring 

quicker responses.285[285]  Only the Motley Fool among the four largest board 

providers even monitors its boards.  Instead, board providers rely heavily on self-

policing by participants.  A key problem is anonymity:  users can generate 

multiple identities on the boards and keep changing their names.286[286] 

Chat rooms can also be a source of false information and rumor.  However, the 

real-time talk on such sites is quickly erased, as compared to the virtually 

permanent status of postings on bulletin boards.  For that reason, the SEC tends 

to overlook the chat room activities.287[287]  The SEC’s concerns over 

burgeoning online fraud was exemplified in late 1998 when a major online-fraud 

sweep by the SEC resulted in charges against 44 companies and promoters for 

                                                 
283[283]Id., Part III.B. 

284[284]M. Leder, Stemming the Tide of Touts on Those Stock Message Boards, 

N.Y. TIMES (Feb. 21, 1999) BU-9. 

285[285]Id. 

286[286]Id. 

287[287]Id. 



illegally touting stocks over the Internet.  This sweep was followed early in 1999 

when it charged 13 individuals and companies with illegal touting of stocks over 

the Internet.  It claimed that four companies and nine promoters, brokers and 

Web site operators had misrepresented the prospects of 56 public companies by 

means of online newsletters and message boards.288[288]  The SEC’s 

“cyberforce” consists of 125 enforcement staffers, specially trained in Internet 

investigations, which monitors message boards, sites and chat rooms. 

Notwithstanding federal and state securities laws, investors within the U.S. log on 

freely to off-shore cybersecurities sites, since there are no technological barriers 

to prevent an American from investing directly via the Internet in the securities of 

a foreign issuer at a foreign site.  For example, U.S. viewers in 1997 could 

access the site of the first Australian DPO, Linear Energy Corporation Limited 

(www.linearenergy.com.au).  The Australian company claimed to have developed 

an engine using compressed air to generate electricity.  However, a U.S. viewer 

could not access the offering document without making a misrepresentation, 

because the Australian Securities Commission required that a viewer first confirm 

residence in Australia on the screen as a condition of accessing the prospectus. 

Not all offshore issuers can be expected to show the restraint of the Australians, 

which raises the practical question as to how the SEC or state regulations will be 

able to police offerings to U.S. residents.289[289]  Despite difficult practical 

                                                 
288[288]M. Schroeder, SEC Charges 13 Illegally Touted Stocks Online, WALL 

ST. J. (Feb. 26, 1999), A-16. 

289[289]A viewer on the National Corporate Services site who would have 

clicked onto the “Cuba Stock Exchange” (www.cybercuba.com/cubaexchange. 

html) might have been in for a surprise:  it could take a minute to realize that this 

is not a real stock exchange, but just a hypothetical listing of companies that the 

“Havana Bay Company” would like to see marketed if and when capitalism 

returns to Cuba.  However, at least one Caribbean brokerage firm in 1996 began 

soliciting U.S. retail clients for Internet trading.  E. Huber, An Ex �Regulator Talks 

About The Internet, SEC. IND. NEWS (Dec. 2, 1996), 1, 4. 



issues facing the SEC in such regulation, it intends to try.290[290]  The SEC has 

stated that it might attempt to regulate entities that “provide U.S. investors with 

the technological capability to trade directly on a foreign market’s facilities,” which 

could be construed to embrace any U.S. internet service provider or any U.S. 

Web site with a link to a foreign stock exchange or bulletin board.291[291] 

The SEC has made clear its intent to enforce federal statutes with respect to the 

Internet.  For instance, several offshore Internet sites who were not as fastidious 

as Australia’s Linear Energy encountered problems with the SEC.  A viewer 

could in early 1997 click to “FreeMarket” at www.freemarket.org/.  The viewer 

could not have advanced much beyond the home page, which advised that “[a]t 

the demand of the United States Securities and Exchange Commission, 

FreeMarket Foundation will discontinue operations immediately.”  Contending 

that “FreeMarket was founded upon the central tenet of America that everyone is 

free to transact business.”  FreeMarket said that the SEC was “killing” its dream 

of allowing companies to establish a secondary market for their own shares on 

the Internet.  What was needed, said FreeMarket, was “an unfettered flow of 

ideas on the Internet,” because “[i]t is unlikely that an Internet surfer will be 

scammed the same way a person receiving a telephone solicitation will.”  The 

SEC apparently saw things differently, since Freemarket went off its Web site 

after February 1997.  By June 1997, the domain name and address had been 

acquired by WinNET, a web hosting and design firm having no activity in the 

securities business. 

As late as early June 1997 a Web surfer still might have accessed another 

foreign Web site, “Offshore Capital Resources” (www.ocr-ltd.bs/).  Offshore 

Capital claimed to be a Bahamian International Business Corporation all of 

whose operations and all of whose transactions were outside the U.S.  It was 

                                                 
290[290]See J. Cella and J. Stark, SEC Enforcement and the Internet:  Meeting 

the Challenge of the Next Millennium--a Program for the Eagle and the Internet, 

52 BUS. LAW. 815, 834-35 (1997). 

291[291]See Securities Act Release No. 34-38672 (May 23, 1997), Part VII.B.2. 



offering, through what it called an “Offshore Placement Memorandum,” shares of 

its common stock.  The SEC also ordered this site to discontinue operations 

immediately, with the termination notice to be posted until June 30, 1997.  

Offshore Capital apologized on the screen that “[w]e won’t be able to continue 

with this leading-edge investment concept,” because the SEC wanted assurance 

that U.S. citizens would not participate in the transactions.  By late 1997, its Web 

address was blank. 

The SEC has used U.S. federal courts to bring proceedings against foreign-

based securities sellers.  For example, in 1997 the United States District Court of 

the District of Columbia permanently enjoined Wye Resources (in a default 

judgment) from violating U.S. securities laws.292[292]  Wye, a Canadian 

corporation, claimed to own mining interests but had no recorded mining 

earnings.  Wye also allegedly issued false press releases and public information.  

The default nature of the proceeding meant that the jurisdictional issue went 

uncontested, probably because Wye’s former President had earlier consented to 

a permanent injunction against him in the same action.293[293]  Similarly, the 

SEC took the default of a German resident obtained a permanent injunction 

against her, together with a court order that she pay more than $9.3 million in 

penalties.  She had used the Internet to solicit U.S. investors in building a 

fraudulent prime bank scheme.294[294] 

3.   State Regulation and Self-Regulation. 

State regulators are likewise putting intensive efforts into cracking down on 

Internet-based securities frauds.  The California Department of Corporations in 

June 1998 issued cease-and-desist orders as part of a new initiative aimed at on-

                                                 
292[292]Securities and Exchange Commission v. Wye Resources, Inc., 1997 WL 

312590 (D.D.C., 1997). 

293[293]See SEC v. Wye Resources, Inc. and Rehan Malik, SEC Lit. Rel. No. 

15198 (Dec. 26, 1996). 

294[294]SEC Gets Injunction Against German Resident in Net Scheme, 

INTERNET COMPLIANCE ALERT (Jan. 12, 1998), 2. 



line frauds.  The scams ranged from investments in a time machine to mining 

gold inside a volcano.295[295]  A number of those sent such cease-and-desist 

orders were non-California companies, such as a Kansas issuer of time share 

interests in a yet-to-be-built floating condominium complex.296[296]  The NASD 

has announced a program called “Nerwatch,” which will monitor chat rooms and 

investment sites on the Web for improper activity.297[297] 

E.           Regulation in Other Countries. 

Regulators in the U.S. and Europe are sorting out jurisdictional challenges raised 

by the Internet.  Joanna Benjamin, deputy chief executive of the U.K.’s Financial 

Law Panel, sees the traditional, geography-based system of jurisdiction 

undermined by global networks and remote access.  At the same time, she sees 

the International Organization of Security Commissions, the U.S., U.K. and 

Australia all moving toward a regulatory environment in which the “effects” 

principle of jurisdiction is given greater emphasis.298[298]  According to 

Christopher Cruickshank of the European Commission, his agency hopes to 

clarify the regulatory issues facing the European securities industry by 

promulgating a directive that will help define where an electronic organization is 

based and what contract laws apply to U.S. business.299[299] 

1.   The Netherlands. 

To date neither the STE nor the Dutch Central Bank has published policy 

statements with respect to these issues.  However, STE recently advised that it 

has together with representatives of DNB formed a policy committee and which 

will issue guidelines with respect to the offering of securities via Internet in the 

                                                 
295[295]B. Barnes, “State Looks For Scams On The Net,”  WALL ST. JOURNAL 

(Jun. 16, 1998), B-7. 

296[296]Id. 

297[297]Id. 

298[298]C. Davidson, As Automation Remakes Trading, Industry Tries to Seize 

the Day, SEC. IND. NEWS (Oct. 19, 1998), 2, 13. 

299[299]Id., 13. 



near future.  STE further advised that it is likely to take the position that an 

offering of securities via Internet is deemed to take place from The Netherlands 

if: 

a. the issuer, trader or broker has its registered office in The 
Netherlands; or 

b. the offer is specifically directed to potential investors in The 
Netherlands. 

They propose to establish the fact that an offer is “specifically directed to Dutch 

investors” can be derived from several underlying facts, such as the information 

on the web site being in the Dutch language; the web site containing information 

which is relevant for potential Dutch investors, such as a description of the Dutch 

tax situation; an e-mail being sent to potential Dutch investors, or the existence of 

a web site of an issuer, trader or broker containing information with respect to 

securities (and through which web site in fact securities are offered specifically to 

potential Dutch investors), is advertised in The Netherlands “by other physical 

means” (i.e., by bill boards, posters, or media). 

The STE actively monitors Internet offerings of securities.  Thus far, no 

information is available of sanctions imposed against violations of the laws. 

2.   Belgium, Germany and the United Kingdom. 

Belgium 

As is the case in The Netherlands there is no specific regulation in Belgium 

regarding the trading of securities via the Internet.  It is therefore generally held 

that the existing regulations on public offerings apply trading on the Internet, 

When a public offering is made in Belgium, the issuer has to provide investors 

with a prospectus, which must first be approved by the Banking and Financial 

Commission (“BCF”, “Commissie voor Bank- en Financiewezen”, “Commission 

Bancaire et Financière”), the Belgian regulatory authority.  The BFC authorizes 

the circulation of a prospectus via the Internet by an authorized intermediary, as 

long as the web site displaying the prospectus contains a special note, warning 



that (i) the BCF has first approved the prospectus and that (ii) foreign legislation 

may still be applicable. 

The issues are whether the offering on the Internet is public or not, and whether it 

is deemed to be made in Belgium or not.  Firstly, an offering is deemed to be 

public (1) when it is advertised through a communication which is directed to the 

public in Belgium, (ii) when it is made through an intermediary in Belgium, or (iii) 

when it is addressed to more than 50 persons in Belgium.  There is, like in Dutch 

law, an exemption when the offering is only designated to institutional investors. 

On the second issue (whether the offering through the Internet is deemed to be 

made in Belgium), there are, as yet, no clear rules in Belgium.  In principle, a 

public offering shall be deemed to be made in Belgium when a person residing in 

Belgium is solicited, regardless of the nationality of the parties and the place 

where the orders are taken.  This criteria is, however, too broad when applied to 

the Internet and will have to be further defined by reference to case law in other 

fields, like case law issued in respect of commercial advertisement in Belgium. 

3.   Germany. 

In Germany, there are at least two laws aimed at protecting potential investors in 

securities.  The Foreign Investment Act and the Securities Selling Prospectus 

Act.  Both acts apply if a “public offering” is made in Germany.  If an offer of 

securities is actually being made in Germany, notification of the offer and a 

prospectus for the offer itself, is required. 

As in most other countries, there are a few exemptions.  Two of these 

exemptions, the “professional investors exemption” and the exemption for the 

holders of a European Passport, are fairly similar to the corresponding 

exemptions available under the Dutch law. 

It is unclear whether a public offering is deemed to be made in Germany if a web 

site is available or entered in Germany.  It is generally held, that an offering is, 

inter alia, considered to be made in Germany if (i) the web site is in the German 

language; or (ii) the contents of a web page are printed out and sent to potential 

German investors; or (iii) an advertisement is made in the media which includes 



a reference to the Web site.  It is further held that a prospectus which is only 

available on a web site and is not printed does not meet the requirements of 

German law.  Also the issuer, trader or broker is not allowed to take orders from 

German investors until they have received a written prospectus.  As is the case 

in The Netherlands, an offer made by e-mail is considered to be a public offering, 

unless the e-mail was only sent to a limited number of potential investors, who 

were known to the issuer, trader or broker. 

4.   United Kingdom. 

The U.K. securities regulators, the Securities and Futures Authority (“SFA”), and 

the Investment Management Regulatory Organization Ltd. (“IMRO”) have issued 

guidelines concerning jurisdiction over the Internet.300[300]  The SFA guidelines 

provide that any material which is an “investment advertisement” disseminated 

over the Internet will be deemed to “have been issued in” the U.K. if it is “directed 

at people in” the U.K.301[301]  To the extent that a firm relies on any exemption 

from the Financial Services Act of 1986, the firm must be able to demonstrate 

that only persons who qualify under the exemption have access to the Web 

site.302[302]  For example, a firm that uses passwords as a means to control 

access to its site must be able to show that only customers qualifying for an 

exemption receive the password and that the customer is aware that he alone 

can use the password.303[303] 

In the United Kingdom, operating an investment or securities business is not 

allowed unless by an authorized person, who can be a member of a self 

regulating organization.  These persons are also the only ones who are allowed 

to issue an investment advertisement in the UK. 

                                                 
300[300]SFA, Board Notice 416 (Apr. 25, 1997); IMRO, Notice to Regulated 

Firms (May 1997). 

301[301]BOARD NOTICE 416 at 2. 

302[302]Id., 2-3. 

303[303]Id. at 3. 



The Securities and Investments Board (“SIB”), the primary regulator in the UK, 

has some time ago published guidelines to deal with the situation that a web site 

constitutes investment business or offerings of securities.  The guidelines state 

that those providers who are unlikely to be regarded as operating an investment 

business are those who (i) have no knowledge or control over the material 

provided on the site; (ii) do not promote another person’s services and merely act 

as a conduit and where the services are not promoted in its name.  Maintaining a 

site in the UK may be regarded as operating an investment business or offering 

securities in the UK.  In the guidelines, the SIB stated regarding the 

advertisements on the Internet, “that, for the purpose of the Act, where an 

advertisement held anywhere on the Internet is made available to or can be 

obtained by someone in the United Kingdom that advertisement may be viewed 

as having been issued in the United Kingdom”. 

Furthermore, the SIB has advised that it does not consider Internet material to be 

“a sound or television” broadcast, so that advertising material which circulates on 

the Internet is likely to be supposed as material issued in the UK.  On the other 

hand, the SIB has said it will consider all circumstances to judge whether it will 

consider a web site as an advertisement issued in the UK, including if there are 

measures taken to avoid the material being made available to or receivable by 

persons in the UK, such as password protection or disclaimers. 

The Financial Services Authority (“FSA”) has stated that an advertisement or 

other information issued outside the UK is to be treated as issued in the UK if it is 

“directed to persons in the UK or is made available to them otherwise than in a 

newspaper, journal, magazine or other periodical publication published and 

circulating principally outside the UK or in a sound or television broadcast 

transmitted principally outside the UK”. 

5.   Canada. 

Jurisdiction in Canada over securities matters is divided among the provincial 

and territorial governments; there is no uniform national securities law.  In June, 

1997, the Canadian Securities Administrators (“CSA”), which is roughly similar to 



NAASA in the U.S., promulgated a request for comment on the concept of 

issuers delivering documents using electronic media.304[304]  A short, three-

page document, the Canadian proposal attached SEC Release 33-7233 as an 

example of an approach to regulatory issues involved in electronic vs. paper 

delivery.  The CSA Notice did not address jurisdictional questions.  However, the 

British Columbia Securities Commission has indicated that it will follow a 

jurisdictional policy similar to that of NAASA and the SEC.  Applying a two-fold 

test, it will deem that its securities laws apply when either the person making a 

communication or the person to whom a communication is directed is located in 

British Columbia.  Where the communication is simply posted and not directed 

(e.g., by e-mail) into the province, British Columbia regulation can be avoided by 

a disclaimer at the outset that either expressly excludes British Columbia or 

directs the communication exclusively to other specified jurisdictions.305[305] 

6.   Future International Directions. 

Because the World Wide Web is a borderless new medium, it is too early to 

predict a logical worldwide regulatory scheme.  Assumably, regulators in the 

economically advanced nations will try to augment existing coordination 

agreements and establish new ones to help enforce antifraud laws.  Moreover, 

they may try to use the Internet as a tool against its abusers by posting and 

publicizing on the Web the identities of suspected abusers.  It is also conceivable 

that sophisticated electronic screening mechanisms will be developed which 

would allow the regulatory agencies of each jurisdiction to block or impede the 

transfer into, or access from, its territory of offering materials that avoid 

compliance with local registration requirements. 

VI.            Conclusion. 

                                                 
304[304]CSA Notice, Delivery of Documents Using Electronic Media Proposal - 

Request for Comments, 11-401 (Jun. 13, 1997).; see M. Forman, Canadians 

Examine Net for Confirm and Prospectus, SEC. IND. NEWS (Jun. 29, 1998), 14. 

305[305]BSSC News Release No. 97-09 (Mar. 11, 1997). 



Digital communication and electronic commerce are still in their infancy.  The 

ultimate impacts they will have on public offerings, secondary trading and capital 

formation are impossible to predict so early in their evolution.  A few things are 

clear.  First, issuers can reach more potential investors faster, reducing the 

advantages of intermediaries.  Second, smaller financial institutions have instant 

access to vast amounts of complex financial data, creating a leveling influence 

among competitions.  Third, the individual investor has been given more power, 

both with regard to pricing (as discount brokers drive down commissions) and to 

information and analytical tools.  Fourth, despite a more level playing field in 

terms of information access and outreach to viewers, the sheer volume of 

people, places and data on the World Wide Web may ultimately spur midsized 

non-niche operators to combine.  It remains to be seen whether the cost to build 

software systems that will allow for larger and more sophisticated securities 

offerings in the future will be so substantial that it will limit the number of 

“players.”  Fifth, because of the global and instantaneous nature of the World 

Wide Web, jurisdictional barriers are more vulnerable than ever.  In any event, by 

the year 2000 the landscape of corporate finance and secondary trading will 

have changed dramatically from what existed as recently as two years ago. 
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I.                 Introduction[VME1]. 

A.          Background:  Internet, Intranets and Extranets and Their Information and 

Communication Capabilities. 

The Internet began in the 1960’s as a decentralized, packet-switched network of 

computers funded by the Department of Defense, intended to facilitate 

communication in the United States in the event of a nuclear attack.  In the late 

1970’s, universities and other nongovernmental entities started linking with the 

Department of Defense network.  By the late 1980’s there were multiple 

computer networks joined together in an “Internet.”  It allowed “e-mail” 

communications to be sent electronically over the Internet to one or more specific 

addresses, or even mass mailed, i.e., a message could be sent electronically to 

large numbers of addresses. 

Among various Internet applications, the World Wide Web is the most popular.  

The World Wide Web consists of a vast network of “sites” on the Internet which 

contain graphical presentations of information, each controlled by the individual 

site-holder.306[1]  Sites can contain pictures, text and sound in static or moving 

form.  The World Wide Web brings together file transfer protocol, hypertext files, 

e �mail and other resources linked together on a global basis.  Other Internet 

applications important in the electronic dissemination of information include the 

bulletin board and mailing list.  The bulletin board (also called a “newsgroup”), 

unlike a Web site, is generally controlled by more than a single person.  The 

bulletin board allows written messages, responses and new messages from a 

number of persons to be posted or downloaded from a given Internet location.  

The mailing list provides a way for network users who share interest in a given 

topic to exchange messages by sending a message to a central address, where 

it is automatically rebroadcast to all other participants.  Another capability 

relevant to securities transactions is “push” technology, which allows information 

                                                 
306[1]Web sites are generally operated by a single person who controls the 

information appearing on the Web page.  While viewers can access the sites and 

use its interactive features, they cannot revise the original Web page. 



to be sent through the Internet to pre-selected viewers automatically without the 

necessity of their logging on to a particular Web site or bulletin board.307[2] 

The foregoing electronic applications, particularly the World Wide Web, have 

created a dramatically new environment for companies issuing securities, 

brokerage firms and other intermediaries, and investors.  Web sites, bulletin 

boards, e-mail and push technology all can and are now used in advertising, 

offering and selling securities and for disseminating investment advice.  They 

permit communication instantaneously with millions of people worldwide at low 

cost.  They not only allow instant matching proposed trades and circulation of 

information in broad-based markets, but permit individuals to access massive 

amounts of information far more quickly and directly than was believed possible 

just a few years ago. 

B.          The Mushrooming Use of the Internet for Securities Transactions. 

The evening of March 4, 1999 was memorable in cyberspace:  at long last, the 

largest brokerage firm in the U.S., Merrill Lynch & Company, edged cautiously 

into Internet stock trading.308[3]  This came almost four years after secondary 

trading on the Internet first began, pioneered by small discount brokers.  As 

                                                 
307[2] Two related types of electronic networks have applications to the world of 

cybersecurities:  the intranet and extranet.  An intranet is in effect a private 

Internet used to share information inside an organization.  It is only accessible to 

members of the organization.  An extranet is a collaborative network that uses 

Internet technology to link entities that work closely, such as businesses with 

their suppliers, customers, or other businesses that share common goals.  An 

extranet usually requires a degree of security and privacy from competitors.  An 

extranet can be viewed either as part of a company’s intranet that is made 

accessible to other companies or as a collaborative Internet connection with 

other companies.  The shared information can be accessible only to the 

collaborating parties or can be publicly accessible. 

308[3]J.Kahn, Merrill Enters Trading World of the Internet, N.Y. TIMES (Mar. 5, 

1999) 



discussed below, Merrill and other full service brokerage firms had shied away 

from Web-based trading as newer firms raced to capture market share.309[4]  

Concededly, Merrill’s entry was limited to only a portion of its customers, but the 

symbolic effect is important.  Even Goldman, Sachs & Co. has recently decided 

that entry into online trading is a “top priority,” and is expected to begin partnering 

with online firms in the underwriting of securities.310[5] 

Such developments reflect how far cybersecurities has come since 1995, when a 

micro-brewery called “Spring Street Brewing” became the first issuer to sell stock 

to the public directly online through offering materials posted on a Web 

site.311[6] The next year, Spring Street Brewing generated widespread attention 

by a frustrated attempt to create a Web bulletin board for secondary trading in its 

stock.312[7]  A number of small discount brokers had already started online 

secondary trading in 1995 and their number has gradually swelled over the 

ensuing years.313[8] 

Indeed, developments in cyberfinance have virtually exploded over the years 

1996-1998.  Dozens of new Web sites have been introduced, allowing 

dissemination of material on securities issuance, both for underwritten public 

offerings and public offerings conducted directly by issuers themselves.  

Electronic bulletin boards have been created for secondary trading directly 

                                                 
309[4]Id., see notes 131-139 infra and accompanying text. 

310[5]C. Gasparino, Online Trading Sparks Interest of Goldman, WALL ST. J. 

(Feb. 22, 1999) C-1 

311[6]A. KLEIN, WALLSTREET.COM (Holt, 1998), 83-91. 

312[7]A. Klein, “WallStreet.com,” WIRED (Feb. 1998), 88.  The Spring Street 

Brewing site operated only two trades before being shut down by the U.S. 

Securities and Exchange Commission.  It later received a letter stating that it 

could operate the site under specified conditions, but soon thereafter it decided 

to register as a broker-dealer.  A. Klein, supra note 2, 107-112.  See SEC 

informal letter, Spring Street Brewing Company (Apr. 17, 1996). 

313[8]See discussion notes 113-130 infra and accompanying text. 



among investors.  Data banks containing names of potential investors for private, 

public and overseas offerings have been generated.  The Web is increasingly a 

hub for online trading through broker-dealers and for dissemination of vast 

amounts of financial information by mutual funds and investment advisers. 

The following overview of the cybersecurities world explores the use of the 

Internet and related electronic networks (extranets, intranets) (1) for issuance of 

new securities, both publicly and privately; (2) for secondary trading in already-

issued securities; and (3) for disseminating large amounts of information to a 

broad base of users.  It also addresses the new jurisdictional and regulatory 

implications affecting the development of cybersecurities. 

II.               The Internet As A Means To Market New Securities. 

A.          Introductory. 

The Internet has facilitated two main changes in the issuance of new securities.  

First, investment bankers can post new underwritings of stock issues on the 

World Wide Web and thereby expose them to vast numbers of prospective 

investors at very low cost.  Second, issuers can now bypass traditional 

underwriters and make direct public offerings (“DPOs”) of securities using the 

Web bulletin boards and push technology.  DPOs thus far have typically involved 

modest amounts of capital sought essentially by small issuers.  However, the 

ease of creating Web sites will encourage the growth and maturity of the DPO as 

the digital marketplace evolves.  The increased role of the Internet in the 

issuance of new securities has been accompanied by efforts of federal and state 

regulators to adapt existing rules to fit this dynamically changing marketplace.  

To assess these developments, a brief overview of the regulatory framework is in 

order. 

B.          The Regulatory Framework For Cybersecurities. 

1.   Federal Regulation. 

Federal regulation over issuance of new securities in the United States lies 

primarily in the Securities Act of 1933 (the “1933 Act”).314[9]  The 1933 Act 

                                                 
314[9]15 U.S.C. §77a et seq. 



generally requires registration with the Securities and Exchange Commission 

(“SEC”) of securities that are publicly offered.  Regulation over trading in already-

issued securities lies primarily in the Securities Exchange Act of 1934 (the “1934 

Act”).315[10]  The 1934 Act generally requires registration with the SEC of those 

engaged in the securities business as broker-dealers and registration national 

securities exchanges.  While both Acts address securities fraud, the focus of the 

1933 Act is on securities issuance while that of the 1934 Act is more broadly on 

both issuance and after-market trading.  Narrower in their coverage are the 

Investment Advisers Act of 1940 (“Advisers Act”), which generally affects 

investment advisers having $25 million or more under management or advising 

mutual funds,316[11] and the Investment Company Act of 1940 (“1940 Act”), 

which governs both open and closed-end investment companies that offer their 

securities to the public.317[12] 

Since 1995, the SEC has sought by rule and interpretive release to mesh all of 

these Acts and the regulatory framework built up around them with the new world 

of electronic networks.  Its efforts produced two October 1995 interpretive 

releases and a 1996 concept release, which constitute its principal guides to 

issuers and attorneys regarding delivery of information on securities by electronic 

means.318[13]  While the foregoing releases reflect an SEC effort to encourage 

                                                 
315[10]15 U.S.C. §§78a et seq. 

316[11]The Advisers Act is 15 U.S.C. ¶¶80b-1 et seq.  The Advisers Act also 

covers investment advisers; regardless of size, who are not regulated by the 

state where its principal place of business is located.  Advisers Act, §203A(a)(1), 

15 U.S.C. §80b-3a(a)(1). 

317[12]The 1940 Act is 15 U.S.C. §§80a-1 et seq. 

318[13]SEC Release No. 33-7233, 34-36345 (Oct. 6, 1995) (“Release 33-7233”) 

and SEC Release No. 33-7234, 34-36346 (Oct. 6, 1995) (collectively, the 

“October Releases”); and SEC Release No. 33-7314, 34-37480 (July 25, 1996).  

The SEC also issued Securities Act Release No. 33-7288 (May 9, 1996) 

(“Release 33-7288”) which sets forth criteria to be used in determining whether 



electronic delivery of information to investors, they also reflect a residual 

regulatory preference for paper delivery and a preference for directed Internet 

communication (e-mail) over Web site postings.  The SEC also published in 1998 

an interpretive release on the application of U.S. federal securities laws to 

offshore offering and sales of securities and investment services over the World 

Wide Web.319[14] 

a.             Importance of Consent of the Recipient to Electronic Transmission of 

Information. 

The core of the 1933 Act lies in its requirement that the issuance of securities to 

the public be accompanied by disclosure of specified types of material 

information to potential investors.  This has traditionally been accomplished by a 

printed registration statement and prospectus filed with the SEC and provided to 

investors.  SEC has analogized electronic distribution of information under the 

1933 and 1934 Acts to the print medium, stating that it “would view information 

distributed through electronic means as satisfying the delivery or transmission 

requirements of the federal securities laws if such distribution results in the 

delivery to the intended recipients of substantially equivalent information as these 

recipients would have had if the information were delivered to them in paper 

form.”320[15]  However, unlike information transmitted in paper form, an issuer 

must obtain the investor’s informed consent to the receipt of information through 

                                                                                                                                                 
information transmitted electronically by broker-dealers, transfer agents and 

investment advisers can be deemed equivalent to the same information when 

transmitted by paper. 

319[14]SEC Release No. 33 �7516, 34 �39779, IA �1710, IC �23071 (Mar. 23, 

1998) (“Release 33-7516”). 

320[15]Release 33-7233, Section II.A.  Compare the U.K.’s Investment 

Management Regulatory Organization Limited (“IMRO”), Notice to Regulated 

Firms (May 1997):  “[A]ny advertisement which is place on the Internet must 

provide the same information as that which would be required if that 

advertisement were put out in printed form.” 



the Internet.  Moreover, the SEC makes such consent revocable at any 

reasonable time before electronic delivery of a particular document has actually 

commenced.321[16] 

b.             Importance of Timely Notice, Effective Access, and Reasonable Assurance 

of Delivery of Information. 

Electronic disclosure of information must provide adequate and timely notice to 

investors, afford effective access to the information, and give reasonable 

assurance that the information in fact has been delivered.  For example, merely 

posting a document on a Web site will not constitute adequate notice, absent 

evidence of actual delivery to the investor.322[17]  Separate notice by two paper 

methods �letter or postcard �or a directed Internet message (e-mail) can satisfy 

such actual delivery requirements.323[18]  If an investor consents to electronic 

delivery of the final prospectus for a public offering by means of a Web site, but 

does not provide an electronic mail address, the issuer may post its final 

prospectus on the site and mail the investor a notice of the location of the 

prospectus on the Web along with the paper confirmation of the sale.324[19] 

It is also necessary that investors have access to required disclosure 

“comparable” to postal mail and also have the opportunity to retain the 

information or have ongoing access equivalent to personal retention.325[20]  A 

document posted on the Internet or made available through an on-line service 

should remain accessible for so long as any delivery requirement under SEC 

rules applies.  If a preliminary prospectus is posted on a Web site, it should be 

updated “to the same degree as paper.”326[21]  The SEC requires issuers to 

make paper versions of their documents available where there is computer 

                                                 
321[16]Release 33-7233, Example 5. 

322[17]Id., Section II.B. 

323[18]Id. 

324[19]Release 33-7233, Example 10. 

325[20]Id., note 22. 

326[21]Id., note 26. 



incompatibility or computer system failure or where consent to receive 

documents electronically is revoked by the investor.327[22] 

Issuers should have reasonable assurance, akin to that found in postal mail, that 

the electronic delivery of information will actually occur.  The delivery 

requirements can be satisfied by the investor’s informed consent to receive 

information through a particular electronic medium coupled with proper notice of 

access.328[23]  Sufficient evidence of delivery can also include (1) an electronic 

mail return receipt or confirmation that a document has been accessed, 

downloaded or printed; (2) the investor’s receipt of transmission by fax; (3) the 

investor’s accessing by hyperlink of a required document; and (4) the investor’s 

use of forms or other material that are available only by accessing the 

document.329[24] 

Practical questions can arise in determining whether an e-mail delivery has 

actually taken place.  Unlike mail sent via the U.S. Postal Service, posting an e-

mail message does not yet raise a legal presumption that it was received.  In 

most states and for federal purposes, a letter is presumptively received if it is 

deposited in the mails with full postage prepaid.330[25]  Accomplishing proof of 

receipt of e-mail can be achieved in much the same way as a receipt which the 

recipient of a registered letter signs upon delivery.  The e-mail recipient can hit a 

reply button upon receipt of the electronic document, evidencing that receipt 

                                                 
327[22]Id., Section II.B.  The Commission permits an offering to be limited 

entirely to persons that consent to receive a prospectus electronically, but if it is 

not so limited, a paper version of the prospectus must be given to broker-dealers 

to be made available to investors who do not have on �line access.  In addition, 

SEC Rule 174 requires that an issuer in a public offering make paper versions 

available to after-market purchasers. 

328[23]Release 33-7233, Section II.C. 

329[24]Id. 

330[25]See “Compliance Navigator:  Electronic Delivery of Prospectuses,” 7 

INTERNET COMPLIANCE ALERT No. 7 (Apr. 6, 1998), 7. 



occurred.  Institutions selling securities, particularly mutual funds, are concerned 

over identifying the true identity of a customer who gives electronic consent to 

delivery of a prospectus or other disclosure documents over the Internet.  Such 

concerns have helped stimulate the creation of new systems to verify the delivery 

of electronic materials and their opening by recipients, such as the 

“Prospectus.Net” service offered by InUnity Corp. 

2.   State Regulation. 

The role of the states in the issuance of new securities has changed in the past 

few years for reasons having nothing to do with the Internet.331[26]  As a result 

of 1996 Congressional action, when an issuer is listed or authorized for listing on 

the New York Stock Exchange or American Stock Exchange, or is included or 

qualified for inclusion in the Nasdaq National Market System, the states’ role in 

requiring qualification of the securities has been largely preempted.332[27]  

Congress also preempted prior state regulation of those security issuances which 

are exempt from 1933 Act registration as being private offerings.333[28] This 

deprived the states of authority over private placements, including those made in 

reliance on SEC Rule 506 in Regulation D; however, the states retained authority 

to regulate most other kinds of exempt small offerings, particularly those under 

SEC Rules 504 and 505.334[29]  (States also retained their authority to regulate 

                                                 
331[26]As discussed in more detail below, however, direct securities offerings 

over the Web by issuers are often small offerings by small companies.  See 

subsection II.C.5 below. 

332[27]The National Securities Markets Improvement Act of 1996 (“NSMIA”) 

expressly preempted state laws in this respect.  1933 Act §18(b)(4)(D), 15 U.S.C. 

77r(b)(4)(D), added by NSMIA §102(a). 

333[28]NSMIA preempted regulation over issuance of securities under 

exemptions promulgated under Section 4(2) of the 1933 Act (the exemption for 

private offerings) 1933 Act §18(a), 15 U.S.C. §77r(a) added by NSMIA §102(a). 

334[29]Rules 504 and 505 both are based on the SEC’s authority under 

Section 3(b) of the 1933 Act to adopt conditional exemptions for offerings not 



broker-dealers within their jurisdiction, which exists notwithstanding the 1934 

Act.) 

With the arrival of the Internet, a principal focus of state regulators has been on 

jurisdiction.  Application of state “blue-sky” laws has traditionally been based on 

location, i.e., the laws of a given state seek to regulate transactions occurring 

within the state’s boundaries.  Section 414(a) of the Uniform Securities Act 

(“USA”) thus provides that its jurisdiction reaches all persons offering or selling 

securities when “(1) an offer to sell is made in this state, or (2) an offer to buy is 

made and accepted in this state.”335[30]  As discussed later in more detail, 

determining whether any event takes place “in” and “within” a given jurisdiction 

raises new questions in the online world, since anyone with a PC and modem 

can access a Web site anywhere on which a securities offering is posted.336[31]  

State regulators have sought to enhance marketing on the Web by creating 

jurisdictional safe harbors.337[32]  However, they have not yet adopted separate 

                                                                                                                                                 
exceeding $5 million.  See discussion of “SCOR” offerings infra at notes 55-57 

and accompanying text. 

335[30]Uniform Securities Act §414(a); see, generally, 1 J. LONG, BLUE SKY 

LAW (1997 rev.) (“Long”) §3.03; emphasis added.  In Diamond Multimedia 

Systems, Inc. v. Santa Clara County Superior Court (99 C.D.O.S. 84 (Calif. Sup. 

Ct. 1999), the California Supreme Court held that Section 25400(d) of the 

California Corporations Code, which prohibits a person offering to purchase or 

sell a security “in this state” from making a misleading representation or 

omission, applies whether the representation or omission occurs in California or 

elsewhere.  Congress in October 1998, passed legislation which requires all 

securities fraud cases against New York Stock Exchange or NASDAQ/MNS 

listed securities to be brought in federal courts, but the legislation is not 

retroactive Pub. L. No. 105-33. 

336[31]See Subsection 5.B., infra. 

337[32]See Subsection 5.C.2, infra. 



rules or interpretations dealing with what kind of electronic delivery will satisfy 

existing disclosure requirements under their blue-sky laws. 

3.   Self-Regulation:  the National Association of Securities Dealers (“NASD”) and 

New York Stock Exchange (“NYSE”). 

a.             Advertising Rules. 

The NASD’s regulatory arm (NASDR) has taken a number of positions with 

regard to using Web Sites to advertise cybersecurities.  It advised member firms 

that dealer-only materials concerning an issuer should not be posted on a Web 

site unless the member firm can limit access to registered representative.  

Typically, these areas are password protected and may incorporate restrictions 

on access and use comparable to the guidance found in the private placement 

no-action letters.338[33]  The NASDR also advised that banner ads which do no 

more than name the fund group and directly link the user to the home page of the 

fund group do not need additional disclosure in the communication.339[34] 

The NASDR warned, however, that if a banner advertisement offered specific 

products or services, additional disclosure may be required to comply with 

applicable standards.  Specifically, NASDR cited language or graphics that relate 

to desirability of owning a particular fund or funds (e.g., , “ABC Funds - 

Outstanding Performance and Expert Money Management”) would require that 

the claim be both true and substantiated on the home page itself to provide 

sound basis for the reader to evaluate the claim.  Likewise, language promising 

success or that exaggerate past performance are forbidden.  The NASDR 

described one example of a problematical graphic as “a line graph and an 

                                                 
338[33]See Lamp Technologies, Inc., SEC No-Action Letter (available May 29, 

1997); IPONET, SEC No-Action Letter (available July 26, 1996) (password 

protected access to private placement materials by pre-qualified persons not 

deemed to involve general solicitation or constitute a public offering). 

339[34]Ask the Analyst, NASD REGULATOR & COMPLIANCE ALERT 

(June 1997), 1.  In reaching this result, the NASDR made an analogy to 

envelopes used by fund groups for printed materials. 



unwavering, upward trajectory.”340[35]  NASDR rules allow an investment 

adviser to a mutual fund to post recent portfolio purchases and sales.341[36] 

b.             E-Mail Issues. 

The NASDR has viewed e �mail as falling under existing rules applicable to 

communications.  Accordingly, e �mail can constitute advertising (for instance, a 

bulletin board or web posting), sales literature (for instance, e-mail to a firm's top 

customers or “cold calling”), or correspondence (for instance, customer service 

response to individual customer).  However, “chat” between customers of a 

member would not constitute communication of the member firm.  Recognizing 

the growing use of e-mail communications, both the NYSE and the NASDR 

sought and received SEC approval of rule changes regarding supervision and 

review of communications with the public which allow more flexibility with respect 

to pre-use review requirements, particularly correspondence.342[37] Through the 

end of 1997, the New York Stock Exchange required that all electronic and 

written correspondence of registered representatives be reviewed before being 

sent.  NASD members had to review such correspondence after it was sent.  

More liberal e �mail rules were proposed in 1997 by the New York Stock 

Exchange and the National Association of Securities Dealers.  The changes were 

intended to allow firms like Prudential to review fewer e-mail messages, provided 

they establish certain compliance guidelines and employee educational 

programs.  The SEC approved the rule proposals on December 31, 1997, 

                                                 
340[35]Id. 

341[36]Munder Capital Management, SEC No-Action Letter (available May 17, 

1996). 

342[37]See SEC Release No. 34-39511 (December 31, 1997) (NYSE) and SEC 

Release No. 34-37941 (November 19, 1996) (soliciting comments) and NASD 

Notice to Members 96-82 (December 1996) (proposed changes to NASD Rule 

3110).  Both the new NYSE and NASDR rules incorporate by reference the 

Commission's books and records requirements under Rules 17a-3 and 17a-4 of 

the Securities Exchange Act of 1934, as amended. 



effective February 15, 1998.343[38]  As a result, supervisors at NYSE member 

firms are no longer compelled to review all e-mail messages by registered 

representatives before they can be sent to customers.  However, some broker-

dealers have decided to continue to maintain a close watch over e-mail 

communication between their registered representatives and their 

customers.344[39] 

The NASDR has cautioned member firms that they “must not link to a site that 

the member knows contains misleading information about the member's products 

or services.”  It has also warned member firms to exercise the same care in 

choosing links as they would in “referring customers to any outside source of 

information.”345[40] 

c.             Linking to Other Websites. 

It has given some guidance to NASD members on their responsibility for the 

content and filing under NASD Conduct Rules of information contained in a third 

party's Internet site to which the member firm has linked.  The NASDR would not 

hold a member responsible for the “content or filing” with the NASDR of 

information contained in an independent third party's Web site, provided certain 

conditions are met.  First, the hyperlink must be continuously available to 

investors who visit the member's site.  Second, the member must have no 

discretion to alter the information on the third-party site.  Third, investors must 

have access to the hyperlinked site whether or not it contains favorable 

information about the member.  Finally, if the linked site is updated or changed 

by the third party, investors would nonetheless be able to use the hyperlink. 

                                                 
343[38]SEC Release Nos. 34-39510 and 34-39511 (December 31, 1997). 

344[39]E. Hubler, Brokerage Cops Wary of Cyberspace, NEW YORK TIMES 

(Apr. 12, 1998), BU-4. 

345[40]NASD COMPLIANCE & REGULATORY ALERT (April 1996).  Cf. Charles 

Schwab & Co., Inc., SEC No-Action Letter, fn. 1 (available November 27, 1996) 

(although not the subject of the no-action request, broker should consider the 

extent to which it may be responsible for content provided by a third party). 



For this purpose, the NASDR defined an “independent third party” as a party that 

is independent of the member and its affiliates, and whose services are not 

procured by the member of any of its affiliates to develop or provide the 

information on the third-party site.346[41] 

C.          Public Offerings of Securities on the Web. 

1.   General Considerations. 

Apart from liberalized notice, access and delivery requirements (subsection II.B 

above), a securities offering in cyberspace remains generally subject to the 

regulatory scheme that predates the advent of the Internet.  For example, if an 

offering is required to be registered under the 1933 Act, there is a ban on 

publicity that might condition the market, such as publication of bullish 

                                                 
346[41]Additional qualification to the interpretive guidance include: 

(i) Knowledge of False or Misleading Information.  The NASDR said that the 

member firm nay not establish a hyperlink to a site that the member knows or 

has reason to know contains false or misleading information about the member's 

products or services. 

(ii) Third Party is a Member Firm.  If the third party is itself a member firm, 

then the third party member firm would be responsible for the filing and contents 

of its site. 

(iii) Suspension or Termination of Link.  If a member suspends or terminates a 

hyperlink, the member must be prepared to demonstrate that the suspension or 

termination was due to mechanical or technical difficulties and not the 

presentation of unfavorable information (or the absence of favorable information) 

about the member's products or services. 

(iv) In  footnote 3 of its letter to the ICI, the NASDR expressly stated, “we are 

not commenting on a member's possible responsibility to suspend or terminate a 

hyperlink when it comes to the member's attention that the hyperlinked site 

contains false or misleading information.” 



information on the issuer’s Web site.347[42]  Moreover, the issuer or underwriter 

must not violate “quiet period” restrictions by hyperlinking a preliminary 

prospectus to research reports or other information that are not found in the 

registration statement.348[43]  Once the registration statement is filed with the 

SEC, however, there are no restrictions on oral offers other than normal antifraud 

restrictions.349[44]   

The Internet has introduced a special question unique to the medium:  what is 

the impact of having a prospectus posted on the issuer’s own Web site?  Will 

other materials on the site be deemed incorporated in the prospectus?350[45]  

Thus, assume an issuer posts its public offering on its home page.  The home 

page may contain links to press releases or bulletins put out by the same issuer 

over recent months, relating to new products or market developments.  These 

are made accessible within the website by hypertext links.  As of early 1999, the 

SEC had still to address the question as to how much, if any, link-accessible 

information on an issuer’s Web site will be deemed part of the filed prospectus.  It 

has, however, taken a no-action position that mere identification of an issuer’s 

Web site in its registration statement, without more, will not be deemed to 

incorporate the information from the site into the registration statement.351[46]  

                                                 
347[42]Section 5(c), 1933 Act, 15 U.S.C. §77e(c).  However, SEC Rule 135 

allows limited announcements on the Internet of upcoming offerings prior to filing 

of a registration statement.  See also the discussion of electronic roadshows 

during the period prior to effectiveness of the registration statement at 

Subsection II.C. 5, infra. 

348[43]Release 33-7233, Example 16.  Such a hyperlink could violate Section 

5(b)(1), 1933 Act. 

349[44]However, such offers are subject to liabilities and antifraud prohibitions 

under 1933 Act Section 12(2), 15 U.S.C. §77l(2). 

350[45]Id.   

351[46]Compare Baltimore Gas and Electric Co., SEC No-Action Letter (Jan. 

1997) and ITT Corp., SEC No-Action Letter (Dec. 6, 1996). 



Until the matter is clarified, it is advisable for issuers both (1) to avoid any direct 

link from the prospectus page to any subpage within the site, and only link the 

prospectus back to the home page, and (2) to include a disclaimer next to any 

part of the site containing information relating to new products, the market or the 

status of its operations. 

After a registration statement becomes effective, the Web site containing the final 

version of the prospectus can be hyperlinked to other sales literature.  

Tombstone advertisements under SEC Rule 134 and other advertisements under 

SEC Rule 482 need not be accompanied or preceded by a prospectus and 

hence may be delivered electronically without raising issues under the 1933 

Act.352[47]  The listing of a Website address within a published tombstone is 

permitted under Rule 134.353[48]  In fact, the issuer or underwriter can mail 

sales literature to persons for whom delivery of the prospectus via the Web site 

was effective, so long as notice of the availability of the final prospectus and its 

Web site location accompanies or precedes the sales literature.354[49]  To give 

the investor the opportunity to access the final prospectus online, the issuer or 

broker can post sales materials with prominent hyperlinks to the prospectus 

embedded at the top of the first page of each page of  the sales 

materials.355[50]  Another approach is to place two different hyperlinks on a 

Web page, with one linking to the prospectus and the other to the sales 

materials, both clearly identified and in close proximity.356[51] 

                                                 
352[47]See Release 33-7233, Questions 18 and 41. 

353[48]Id., Question 19. 

354[49]Release 33-7233, Example 17.  The notice of the location of the Web Site 

should be in forepart and clearly highlighted.  Supplemental sales literature that 

must be accompanied or preceded by a prospectus can be made available if 

prior or at the time of delivery a statutory prospectus is made available.  See 

SEC Rule 34b-1. 

355[50]Id., Question 35. 

356[51]Release 33-7233, Questions 14 and 15. 



2.   Underwritten Offerings Over the Internet. 

a.             Evolution of Web-Based Underwritings. 

Underwritten offerings using the Web to broaden their reach have been typically 

filed on SEC Form S-1, S-2 or S-3, and hence been exempt from qualifying 

under state blue-sky statutes.357[52]  (However, state qualification is required 

where the offering is made by means of the Regulation A (“Reg A”) exemption 

from 1933 Act registration or by a “small business issuer” on SEC Forms SB-1 or 

SB-2.358[53])  The first online posting of a conventional firm commitment 

underwriting occurred in 1996, when Solomon Brothers created an Internet site 

for the initial public offering of Berkshire Hathaway’s new Class B stock.  The site 

was only used to create interest, since the Berkshire Hathaway prospectus itself 

could not be seen on the Web site and was only obtainable by directly contacting 

the underwriters by telephone or mail.  In the subsequent 1996 public stock 

offering of Yahoo!, the viewer could download the Yahoo! prospectus directly 

from the Web site.  However, orders for shares could not be made on the Web.  

Orders could only be placed by contacting the underwriters by phone or mail or 

through another broker-dealer. 

The same year, the regional firm ABN Amro Chicago Corp. led a syndicate which 

posted $500 million of GMAC’s “Smart Notes” on ABN Amro’s Web site 

(www.direct-notes.com).  The prospectus for the GMAC notes could not be 

directly downloaded; however, the viewer did not have to resort to phone or mail, 

but could make a request directly on-screen that a prospectus be mailed.  The 

Internet has also been used within a debt underwriting syndicate to facilitate the 

exchange of information among syndicate members.  In 1998, a product called 

IntraMuni was introduced allowing members to view or retrieve on the Web 

documents related to a $110 million hospital development deal.  The result is to 

                                                 
357[52]1933 Act §18(b)(4)(D), 15 U.S.C. 77r(b)(4)(D) added by NSMIA §102(a). 

358[53]Reg. A and Forms SB-1 and SB-2 are promulgated pursuant to the small 

offering exemption in Section 3(b) of the 1933 Act and hence are not made 

exempt by NSMIA from state qualification requirements. 



greatly reduce the printing costs of a negotiated debt deal.359[54] According to 

the Bond Market Association, 26 electronic bond trading systems were active, 

compared to 11 in 1997.360[55]  More importantly, electronic trading has gained 

a foothold in the municipal bond market.  New systems allow underwriters to bid 

electronically for individual maturities of new bond issues, instead of the 

traditional practice of having entire issues awarded to underwriters on the basis 

of the best overall bid.361[56]  The anticipated impact is to give greater 

opportunity to smaller broker-dealers and lower borrowing costs for the issuers 

as a result of the increased competition.362[57] 

Wit Capital Corp., which had initiated and then abandoned the concept of bulletin 

board trading on the Internet,363[58] by 1998 had become a discount brokerage 

firm which now provided opportunities for underwritten IPOs to be posted on its 

web site (www.witcapital.com).  Wit Capital then became the first “e-manager” of 

an otherwise standard public offering on Form S-1.  In 1998, an IPO offering co-

managed by J. P. Morgan, Bear Stearns and Volpe Brown Whelan listed Wit 

Capital as “facilitating on-line distribution” of the shares.364[59]  Wit Capital even 

brought in a former Vice-Chairman of Salomon Smith Barney as the Wit 

Chairman.365[60]  It also brought in large investors such as Mitsubishi Capital 

Corporation and was reported affiliating itself with a loose group of online 

brokerages that accounted for 30% of the online trading market to participate on 

                                                 
359[54]R. Whalen, PNC Capital Markets First To Use Web-Based IntraMuni For 

Deal, SEC IND. NEWS (Jun. 29, 1998), 14. 

360[55]Bond Market Turns Toward E-Trading, Survey Shows, SEC. IND. NEWS 

(Nov. 30, 1998), 10. 

361[56]Id. 

362[57]Id. 

363[58]See notes 6-7, supra. 

364[59]SEC File No. 33 �60837, prospectus at 45 �46. 

365[60]P. Truell, Investment Maverick Navigates the Internet, N.Y. TIMES (Nov. 

9, 1998) C-1. 



a group basis in IPO underwritings by larger firms.366[61]  Other online firms 

have also begun to receive slots in the underwriting syndicates of IPOs, 

particularly those involving Internet-related issuers.  Such issuers like to have a 

portion of their shares sold to online investors, who they perceive as enthusiastic 

over IPO products and as likely to lend some extra “oomph” to an 

offering.367[62] 

b.             The “Dutch Auction” Process. 

An important advance in 1999 may be the “dutch auction” system currently being 

developed by a new venture of William Hambrecht, co-founder of Hambrecht & 

Quist.  The system would allow institutions, professionals and individual investors 

to enter bids at a fixed price on a confidential basis on the Internet for a certain 

number of shares being publicly offered.  The total of all the best bids which, in 

the aggregate, cover the minimum number of shares being offered would then 

win the right to purchase such shares pro rata at the lowest of the best bids.  For 

example, assume one million shares are offered and the best of the total bids 

equaling one million shares range from 15 to 20.  (All bids under 15 would be 

eliminated.)  All of the one million shares would be sold at 15 to those who had 

15 or higher.  At present, the Hambrecht dutch auction is not truly a DPO, but 

rather a species of firm underwriting.  The SEC currently requires the firm to treat 

the bids as indications of interest and to take title to the registered securities 

before promptly confirming their resale to the successful auction bidders.  

Accordingly, the firm is “at risk” in much the same way as the traditional 

underwriter. 

3.   Conducting “Roadshows” Over the Internet. 

Underwritten public offerings have traditionally been preceded by a “roadshow.”  

The roadshow involves presentations made by the issuer and its underwriters to 

large investors, institutions and analysts.  It is conducted between the filing of a 

                                                 
366[61]Id. 

367[62]R. Buckman, Internet Brokerage Firms Click Into Online Stock 

Underwriting, WALL ST. J. (Jan. 28, 1998) C-1, C-28. 



registration statement with the SEC and the time the registration becomes 

effective.  In the presentations, the issuer’s management and the underwriters 

explain the issuer’s business and industry as well as the offerings and respond to 

questions.  Beginning in 1997, the SEC opened the door for underwriters and 

issuers to conduct “roadshows” over the Internet. 

The Internet raises several unique roadshow issues.  The 1933 Act prohibits the 

transmission of any “prospectus” relating to a security being publicly offered 

unless it is the same preliminary prospectus on file with the SEC.368[63]  

“Prospectus” is broadly defined in the 1933 Act to include any “prospectus, 

notice, circular, advertisement, letter, or communication, written or by radio or 

television, which offers any security for sale or confirms the sale of any 

security.”369[64]  Accordingly, no written material can be distributed in a 

traditional “oral” roadshow other than copies of the preliminary prospectus.  The 

question arises whether an electronic “roadshow” is like a written, radio or 

television communication, and hence an impermissible “prospectus” under the 

1933 Act.  Through several no-action letters, the SEC has carved out an 

interpretation of “prospectus” that differentiates virtual roadshows from radio and 

television and there by allows them to be legally conducted on the Internet. 

First, in March 1997, the SEC agreed to take no action against closed-circuit 

video roadshows, so long as they were transmitted solely to subscribers who 

consist principally of registered broker-dealers and investment advisors and all of 

whom would receive a copy of the preliminary prospectus before receiving the 

video transmission.370[65]  In so doing, SEC agreed with the position that 

because no written material was to be generated in the transmission, only 

pictures and oral presentations, no “prospectus” would be involved.  The same 

rationale was at the core of another SEC position in September, 1997, allowing 

                                                 
368[63]Section 5(b) of the 1933 Act prohibits use of any “prospectus” that does 

not meet the requirements of Section 10 of the 1933 Act. 

369[64]1933 Act Section 2(11), 15 U.S.C. §77b(11). 

370[65]Private Financial Network, SEC No-action letter (March 12, 1997). 



public offering roadshows by Internet.371[66]  The SEC agreed that such a 

virtual roadshow would not constitute a 1933 Act “prospectus” where the 

following format was used: 

(1) A Web site for roadshows regarding public offerings would be 
established, with a posted index of those available for viewing by qualified investors and 
by the underwriting investment banks.  The roadshows would be indexed by offering 
company, underwriter and industry classification. 

(2) To view an online roadshow, a qualified investor would be 
required to contact an institutional salesman or the syndicate department at one of the 
underwriters.  The qualified investors would be typical of those customarily invited to 
attend live roadshows (e.g., registered broker/dealers and investment advisers).  An 
access code be required to view the roadshow on the Internet, a log would be maintained 
of who specifically received the access code.  The access code for each roadshow is 
changed each day and each qualified investor will be allowed to view a roadshow one 
day only. 

(3) The Internet roadshow would be exactly the same as the live show.  
The live roadshow would be filmed in its entirety, including the filming of all questions 
and answers.  The Internet version of the roadshow would present the charts and oral 
presentation at a similar speed as the live roadshow.372[67] 

(4) A large and obvious button reading “PRELIMINARY 
PROSPECTUS” would be continuously displayed throughout the roadshow.  A viewer 
would simply click on the button to access the preliminary prospectus on file with the 
Commission to view it in its entirety. 

(5) Before accessing the roadshow, a potential viewer would be 
required to agree to a broad disclaimer and statement to the effect that copying, 
downloading or distribution of the material is not permitted, that the roadshow does not 
constitute a prospectus and that there was no any regulatory approval of the securities 
being offered. 

                                                 
371[66]Net Roadshow, Inc., SEC No-action Letter (Sept. 8, 1997). 

372[67]If information were to change between the time the road show is filmed 

and throughout the period the road show is available on the website, the display 

would include a periodic crawl providing a synopsis of such changes.  The crawl 

would also advise the viewer to contact the appropriate institutional salesman for 

further information about such changes. 



(6) The viewer would be informed by a periodic crawl across the 
screen or by prominent text of the importance of viewing the filed prospectus, which is 
available by clicking a button the screen. 

In late 1997, the online investment news service Bloomberg gained SEC 

permission for its Internet roadshow presentations.373[68]  The Bloomberg 

presentations also limit access to persons who have been authorized by the 

underwriters to view the roadshow.  The difference in Bloomberg’s roadshow 

from that of Net Roadshow lies in its simultaneous broadcast:  the viewer can 

participate in the Bloomberg roadshow presentation on an interactive basis by 

sending questions which are fielded by an online monitor who can present the 

question to representatives of the issuer.  This moves a step beyond the 

rebroadcast that occurs in earlier online roadshows.  In addition, in the 

Bloomberg roadshow, allows the preliminary prospectus to be called up on the 

viewer’s screen or downloaded at any time. 

Because roadshows traditionally have not been available to average investors, 

but only to securities professionals and sophisticated investors, the main impact 

of Web-based presentations will probably be to reduce the number of locations 

where such live presentations are made, thereby saving expenses of the issuer.  

However, the ready availability of roadshows, together with increased availability 

of financial information, analysis and tools to the individual investor, raise the 

question whether it makes regulatory sense to continue to deny the individual 

investor the ability to “attend” a virtual roadshow.374[69]  SEC Chairman Arthur 

Levitt, Jr. has observed that “technology is a powerful tool in helping establish a 

`level playing field’ for all investors, large and small.”375[70]  Assuming the 

Chairman is correct, it is arguable that there is no reason to restrict the type of 

                                                 
373[68]Bloomberg, L.P., SEC No-Action Letter (Dec. 1, 1997). 

374[69]See Section IV, infra. 

375[70]Investor Protection in the Age of Technology, Remarks by Chmn. Arthur 

Levitt Jr., SEC, Salt Lake City, Utah (Mar. 6, 1998) (available at 

www.sec.gov/news/speeches/spch205.txt). 



information available at a roadshow �which consists of more recent information 

and projections not contained in the prospectus �to more affluent and powerful 

investors.  This barrier may be lifted as the Internet evolves further:  one venture 

firm was reported in 1998 as being prepared to seek a no-action letter from the 

SEC that would allow retail investors access to roadshows via the 

Internet.376[71] 

4.   Mutual Fund Offerings Over the Internet. 

Open-end mutual funds are engaged in a continuous offer to sell and offer to 

repurchase their shares.  They now are able to offer their shares on the Internet 

under the same SEC guidelines that apply to other issuers.377[72]  However, a 

few aspects of the new rules are peculiar to open-end funds.  For instance, fund 

information may be presented on-screen in a sequence different from that 

prescribed under SEC Form N-4A and yet still satisfy the form.378[73] 

The regulatory arm of the National Association of Securities Dealers, NASD 

Regulation (“NASDR”) has adopted special advertising rules applicable to mutual 

funds.  In 1995, the word “electronic” was added to definitions of advertising and 

sales literature under what are NASDR rules dealing with public 

communications.379[74]  NASDR policy allows banner ads on the Internet which 

do no more than name a fund group and link the viewer to the fund group’s home 

page.380[75]  However, where the banner ad offers specific services or products 

                                                 
376[71]Direct IPO Eyes Retail WebRoad.Shows, INTERNET COMPLIANCE 

ALERT (Mar. 9, 1998), 1. 

377[72]See discussion of the October 1995 interpretive releases and the 1996 

concept release, particularly Release 33-7233, notes 13-24, supra and 

accompanying text. 

378[73]See Release 33-7233, Question 51. 

379[74]See NASD Notice to Members 95-74 (Aug. 1995), approved in SEC 

Release No. 34-36076 (Aug. 9, 1995). 

380[75]NASD REGULATORY & COMPLIANCE ALERT (June 1997). 



or stresses the desirability of a fund, there must be an accompanying 

prospectus.381[76] 

5.   Direct Public Offerings (“DPOs”). 

As discussed earlier, a DPO involves an offering without a broker-dealer 

intermediary.  Instead, the issuer sells its own securities directly to investors in 

what is, in effect, a “best-efforts” offering.  The DPO will typically involve an 

escrow into which the proceeds from a minimum level of sales must be deposited 

in order for any funds to be released to the issuer.  Direct offerings have been 

around for many years before the Internet, although only a relatively small 

number were made.  The World Wide Web is changing the DPO landscape 

because it enables the issuer to access so many potential investors so rapidly.  

Dozens of sites for DPOs on the World Wide Web �most of them generated 

since mid-1996 �demonstrate the online approach to corporate finance. 

a.             Regulatory Considerations. 

Most DPOs on the Web have used either SEC Form 1 �A promulgated under 

SEC Reg. A, which provides an exemption from full-blown registration for stock 

offerings that do not exceed $5 million, or a state securities form available for 

offerings not over $1 million.  The state form, U-7, has been approved by the 

North American Securities Administrators Association (“NASAA”) and is called 

the Small Corporate Offerings Registration or “SCOR” form.  It is a 50-question 

form designed to be understood by the average lay person and is accepted in 

every state except Alabama, Delaware, Hawaii and Nebraska. 

Offerings made on Form U �7 are exempt from SEC registration by virtue of SEC 

Rule 504 under Regulation D, which exempts offerings directly by issuers (but 

not resales) of not more than $1 million.382[77]  In May 1998 the SEC proposed 

changes to Rule 504 which could inhibit its role as a means to raise capital by 

                                                 
381[76]Id. 

382[77]It should be noted that Form U �7 cannot be used for firm commitment 

underwritings, because they involve resales. 



placing new constrains on resale of the securities.383[78]  Thus, securities 

issued pursuant to the rule could not be resold until either the holding period 

required by SEC Rule 144 had been satisfied (generally one year) or the 

securities had been registered under the 1933 Act or qualified for some other 

exemption.384[79] 

In any event, the states impose various requirements on use of U-7 for offers 

within their jurisdiction.385[80]  For instance, some states require that the issuer 

have equity capital of a certain percentage of the total capital being raised.  Most 

states limit the costs and expenses of originating the capital and require audited 

financial statements for offerings over $500,000.  The SCOR form can also be 

used as part of a Reg. A filing, and some listing services on the Web require that 

listing companies which file under Reg. A incorporate the SCOR form.386[81] 

b.             Examples of DPOs. 

An early DPO made under the Reg. A exemption was located on the Web site of 

“IPO DataSystems” (www.ipodata.com/dpo.html).  The issuer, “Interactive 

Holdings Corporation” (www.thevine.com/ihchome.htm), sought to sell its own 

stock directly by allowing the downloading of an offering circular and a 

subscription agreement.  The offering circular on the Web site, however, was not 

the “official offering circular” filed with the SEC.  That document had to be 

obtained by request made via fax, phone, e-mail or regular mail.  Other DPO 

sites, such as that for “Pyromid Inc.,” allow the offering document to be viewed 

online and downloaded by the viewer (www.pyromid.com/pyromid/ offcirc.html).  

Pyromid made what it calls “technologically advanced” portable outdoor cooking 

systems for campers, hikers and other outdoor enthusiasts, and its Reg. A 

                                                 
383[78]SEC Rel. No. 33-7541 (May 21, 1998). 

384[79]Id.  On holding periods, see SEC Rule 144(d). 

385[80]For discussion of jurisdictional issues related to state blue-sky regulation, 

see Subsection V.C. infra. 

386[81]See discussion of Angel Capital Electronic Network, notes 81, 84 �85, 

infra and accompanying text. 



offering circular covered a minimum-maximum best efforts offering between 

about $3 million to $5 million. 

Another site that allowed direct downloading of a prospectus was that of Dechtar 

Direct, Inc. (“DDI” at www.dechtar.com).  DDI’s prospectus, placed on the Web in 

February 1997, stated that it was the “largest advertising company in North 

America specializing in the adult entertainment and adult mail-order industries.”  

Among its services were providing catalog lead generation and response 

services.  DDI’s offering was the first Web DPO to combine a secondary offering 

of already outstanding shares by selling stockholders with new shares offered by 

the issuer.  Its offering was also unusual because it was done by means of a 

registration statement on SEC Form SB-2, rather than using one of the 

exemptions such as Reg. A or Form U-7.  Form SB-2 had to be used because 

the foregoing exemptions are not available for secondary sales by existing 

stockholders.387[82] 

A Web-posted DPO must take steps to avoid problems under state blue-sky 

laws.  If an offering document can be read and downloaded directly at the site, 

the issuer should install a “screen” to prevent making offers to residents of those 

states in which the offering has not been qualified.  This procedure allows the 

offering to meet the states’ blue-sky exemptions discussed in Subsection V.C. 

below.388[83]  At DDI’s site, for example, the viewer is presented with a screen 

that lists all 50 states as well as various foreign countries.  The viewer first clicks 

in the state of residence from this list, and access to the prospectus and 

subscription material is only granted if the offering has been qualified in that 

state. 

                                                 
387[82]Real Goods Trading Corp., whose secondary trading bulletin board is 

discussed later in subsection III.G (see notes 206-207 and accompanying text), 

subsequently filed an SB-2 in the summer of 1997 which also included a 

secondary offering by the controlling shareholder.  SEC Registration No. 33-

30505. 

388[83]See notes 262-267 infra and accompanying text. 



Possibly the most ambitious DPO to date is the $100 million offering of 

Technology Funding Venture Capital Fund VI, LLC (“Tech Funding”) 

(www.techfunding.com).  Tech Funding also linked its site to the Direct Stock 

Market, one of the interface sites between DPO issuers and investors discussed 

below and its prospectus located on the SEC’s EDGAR database (www. 

sec.gov/Archives/edgar/).  Tech Funding filed on Form N-2, using a wholly-

owned broker-dealer subsidiary to assist in the offering without being paid any 

sales commission, and its registration became effective in December 1997.  

Unlike most other DPO issuers, Tech Funding is not seeking to develop a public 

or secondary market for its shares.  Instead, share transfer will be subject to the 

control of the Fund managers.  The Fund will be a nondiversified investment 

company under the 1940 Act. 

Tech Funding’s offering is also notable for dealing with the question of selling 

shares on credit.  Normally, sales of securities which do not contemplate prompt 

payment within three business days are governed by the SEC’s margin 

restrictions.  Five months after its offering was first posted, Tech Funding ‘s 

investment manager and sole distributor received an exemptive order from the 

SEC to accept payment for its fund shares over the Internet by means of credit 

card.389[84]  The staff approval stressed that the credit card purchases would be 

allowed only through the Internet, a prominent warning would be displayed on the 

Fund’s Web site to dissuade investors from carrying a balance on their cards as 

a result of a purchase of the Fund’s shares and to show how related interest 

costs could exceed any increase in share value, and the distributor’s employees 

would not be compensated on the basis of shares sold. 

c.             Giving Away Free Stock on the Net. 

One of the unique by-products of the Web is the giving away of free securities to 

online viewers.  One of the first of the breed was that of Travelzoo.com.  This 

online travel service, located in the Bahamas, began giving away its stock in the 
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summer of 1998.  Travel.zoo limited visitors to its site to no more than three free 

shares each, which shares are held electronically in the Bahamas.390[85]  

Travelzoo.com claims that it will benefit from giving away free stock, because it 

will attract so many “hits,” or visitors, that advertisers and others will find its site 

to be an attractive venue.  Travelzoo.com was followed by other free stock 

programs including E-Compare.  In January, 1999 the SEC in a no-action letter 

took the rather strained position that viewers, merely by clicking on to the issuer’s 

Web site, were passing “value,” and hence consideration, to the issuer; 

accordingly, the staff said such giveaways had to be registered under the 1933 

Act.391[86]  The reasoning of the staff is somewhat debatable, since a 

netsurfer’s time and effort is minimal in visiting sites.  Certainly the staff’s position 

violates the “no harm, no foul” principle.  The greater problem for “giveaway” 

issuers is how to satisfy the corporate law in those states that require shares to 

be issued for “consideration.”  The shares might be illegally issued in such 

jurisdictions (viz:  Delaware) and the directors exposed to shareholder action. 

d.             New Intermediaries in Cyberspace. 

Direct public offerings have not been a smashing success on the Web.  Some 

commentators believe that the base must be broadened and the number of 

households with Internet connection substantially increased in order to support 

general securities offerings.392[87]  To the extent “success” in a DPO is defined 

as reaching the minimum amount of sales required to close escrow and release 

funds to the issuer, a minority of all DPOs have achieved success.  Even fewer 

                                                 
390[85]D. Frost, Internet Firm Giving Away Its Stock, S.F. CHRON. (July 29, 

1998), B-1. 

391[86]See the following two No-Action Letters:  Vanderkam v. Sanders, 

(Jan. 27, 1999) and Simplystocks.com (Feb. 4, 1999).  A different situation was 

presented by American Brewing Co., SEC No-Action Letter (Jan. 27, 1999), 

because the “free” shares actually required purchase of the issuer’s product. 

392[87]E. Hubler, An Ex �Regulator Talks About The Internet, SEC IND. NEWS 

(Dec. 2, 1996), 1, 2. 



have sold the maximum amount of a minimum-maximum range.  These results 

may improve over the longer term as more DPOS are assisted by the new kinds 

of on-line intermediaries that have sprung up on the Web.393[88] 

Even though DPOs do not use traditional underwriters, they have spawned a 

new type of financial intermediary.  The new model is a Web site designed to 

develop databases of potential investors in new stock offerings which can be 

linked on site to new DPOs.  For example, “Internet Capital Exchange” 

(www.inetcapital.com/), operated by Internet Capital Corp. (“ICC 1”), was one of 

the first Web startups to attempt to connect various DPO issuers with potential 

investors.394[89]  To register with ICC 1’s “exchange,” a viewer would be 

required to first fill out a questionnaire giving certain personal information.  

Completion of the questionnaire would allow access to the “Roadmap to a Direct 

IPO,” which would include a description of SEC forms suitable for public offerings 

of newer and emerging companies.  Upon completing personal registration, the 

participant would be entitled to be notified by e �mail of new offerings which are 

legally offered in the viewer’s state of residence.  The Internet Capital Exchange 

system for secondary trading of already-issued securities was to be based on its 

bulletin board.  Access to the board would permit the participant to find posted 

sell offers, select one to accept, or post the viewer’s own offer to buy. 

Internet Capital Exchange initially offered its service without any SEC clearance.  

It disclaimed on its Web site being a broker/dealer, investment advisor, or being 

registered with the SEC or any state blue-sky agency, and disclaimed having 

evaluated or investigated any company listed on the site or endorsing any such 

company.  Nevertheless, its assured its audience that modern technology is 

creating fantastic opportunities “to realize the American dream of success and 
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394[89]This provider is called “ICC 1” to differentiate it from another provider with 

the same name (“ICC 2”) discussed below in Section III at notes 210-215 and 

accompanying text.  ICC 1, like ICC 2, had earlier sought to expand the bulletin 

board approach to provide trading in stocks of other issuers. 



independence” and that Internet Capital is “bringing these opportunities directly 

to you.” 

The SEC stepped in and informed ICC 1 that it could not operate the bulletin 

board until it requested a no-action letter, feeling the site would be involved in 

active solicitation and conducting business as an underwriter.395[90]  In its 

subsequent request for a no-action letter from the SEC, ICC 1 specified the 

conditions which would govern its operations in order to avoid registration as a 

broker-dealer.396[91]  The conditions included the following: 

(1) ICC 1 would charge only a flat fee, not contingent upon the 
success of the offering, to issuers to provide a Web site for facilitating the 
issuer’s online securities offering. 

(2) ICC 1’s service would be provided for issuers of registered 
offerings as well as Reg. A and SCOR offerings.  ICC 1 would not provide this service 
for securities to be issued pursuant to Rule 505 or 506 of the Act. 

(3) ICC 1’s Web site would support a grouping of individual corporate 
bulletin board areas or “corporate listings.”  An individual logged on to the site could 
elect to visit any corporate bulletin board area where a tombstone, preliminary offering 
document, or final offering document can be viewed regarding a specific company.  Each 
corporate bulletin board area would remain autonomous and operate separately from all 
of the other corporate areas; only offerings and information pertaining to that specific 
corporation would be displayed in its bulletin board area. 

(4) “Tombstone” advertisements on the site would meet the 
requirements of SEC Rule 134, and the red herring prospectus would meet the 
requirements of SEC Rule 430.  Such “tombstone” advertisements and the red herring 
prospectus would set forth the names of the issuers. 

(5) The distribution of the “tombstone” advertisement and the red 
herring prospectus would be in accordance with Release 33-7233.397[92]  There would 
be no “hot links” between the Web site and any other corporate marketing information or 
a corporation’s home page. 
                                                 
395[90]II INTERNET COMPLIANCE ALERT No. 2, 1 at 16 (1998). 

396[91]Internet Capital Corp., SEC No-action Letter (Dec. 18, 1997, revised 

Dec. 24, 1997). 

397[92]See notes 13-15, supra, and accompanying text for description of SEC 

1933 Act releases. 



(6) The order in which issuers were to be displayed within ICC 1’s site 
would be determined by objective criteria (either alphabetically by name of issuer, or 
sequential by date of listing).  A disclaimer will state that the order of presentation in no 
way constitutes any judgment by ICC as to the merits of a particular offering.  The site 
would link to any “tombstone” advertisement or any red herring prospectus the 
disclaimers required under SEC Rule 134(b)(1) and (d), respectively.398[93] 

(7) Once an issuer were to receive notice that its registration is 
effective, ICC 1 would post the final offering document on its Web site.  Only the final 
offering document will contain the subscription documents necessary to purchase the 
offered securities. 

(8) The Web site would contain a disclaimer that ICC 1 is an 
underwriter of the securities or is acting as a broker-dealer or agent of the issuer, and in 
fact would not function as an underwriter or a broker/dealer, but merely act as a delivery 
mechanism for an issuer. 

(9) ICC 1 would not receive any commission nor take compensation of 
any kind based on the sale of any securities.  Instead, its one-time flat fee (the “Listing 
Fee”) would cover such items as development of the software, use of the software 
                                                 
398[93]These state: 

 “A registration statement relating to these securities has been filed with 

the Securities and Exchange Commission but has not yet become effective.  

These securities may not be sold, nor may offers be accepted, prior to the 

time the registration statement becomes effective.  This (communications) 

shall not constitute an offer to sell or the solicitation of an offer to buy, nor 

shall there by any sale of these securities in any state in which such offer, 

solicitation, or sale would be unlawful prior to registration or qualification 

under the securities laws of any state.” 

*  *  *  * 

 “No offer to buy the securities can be accepted and no part of the 

purchase price can be received until the registration statement has become 

effective; and any such offer may be withdrawn or revoked, without 

obligation or commitment of any kind, at any time prior to notice of its 

acceptance given after the effective date.  An indication of interest in 

response to this advertisement will involve no obligation or commitment of 

any kind.” 



platform, design and graphics work and technical consulting regarding the listing and 
access to the ICC 1 system.   The Listing Fee would be independent of the number of hits 
to the Web Site after listing, or success of the offering. 

(10) ICC 1 would not receive, transfer, or hold funds or securities, nor 
provide information of any nature regarding the advisability of buying or selling 
securities. 

(11) A viewer seeking to access ICC 1’s corporate listing areas would 
first have to go through a registration process involving disclosure of key information 
about the viewer and issuance of a selected log-on name and password required for 
required for further access to the Web site.399[94] 

(12) Viewers would be given the opportunity to download a prospectus 
electronically or request that the issuer deliver a printed copy of the prospectus, and 
ICC 1 would have no contractual liability for improper prospectus delivery.  Instructions 
for sending the proper funds and subscription information to the issuer or its agent will be 
contained in the prospectus.  Subscription agreements would be included in the file 
delivered with the prospectus.  No subscription agreements could be accessed without 
delivery of a prospectus. 

(13) After electronic delivery of a prospectus, ICC 1 would have no 
further involvement in the transaction, such as negotiations regarding prospective 
purchases, record keeping of completed transactions or any reporting requirements of the 
issuer. 

(14) ICC 1’s Web site would be structured so as to preclude any 
solicitation or viewing of an offering document by persons in states where the securities 
were not qualified for sale. 

Based on the foregoing methods and procedures described, the SEC said it 

would not require ICC 1 to register as a broker-dealer pursuant to Section 15(b) 

of the 1934 Act.400[95]  The SEC specifically expressed no view on whether 

ICC 1 would be acting as an “underwriter” within the meaning of the 1933 Act nor 
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400[95]Internet Capital Corp., SEC No-action Letter (Dec. 18, 1997, revised 

Dec. 24, 1997).  Also see discussion of blue-sky exemption for Web offerings in 

subsection V.C.5, infra. 



whether the prospectus delivery procedures described in ICC’s letter satisfy the 

standards previously articulated by the SEC in the October Releases and 

Release 7288.  ICC by mid-1998 was still in beta test on its website and had no 

DPO’s posted.  Its bulletin board was likewise still in beta test.  The principal 

product being marketed by ICC-1 at the time was a software program for 

preparing and conducting DPOs. 

Another firm proposing an even more extensive role in DPOs made over the 

Internet is First Internet Capital Corp. (“INTERCAP” at www.1stcap.com).  As of 

early 1998, INTERCAP claimed to offer “a fully integrated range of services 

necessary for a company to go public over the Internet via a Reg. A offering.  

Among services described on its Web site were: 

(1) Conducting initial due diligence. 

(2) Drafting offering materials. 

(3) “Making available at a package price a highly competent securities 
attorney” to review and file the offering with the SEC, and to provide “follow-up” until 
the offering is cleared. 

(4) “Making available, at the best price possible, a Big 6 accounting 
firm” to audit the issuer. 

(5) Providing escrow and stock transfer services of Huntington 
National Bank “on a negotiated package basis.” 

(6) “Direct access” to INTERCAP’s list of interested investors. 

(7) Promoting and advertising the issuer’s offering over the Internet. 

For the foregoing services, INTERCAP said it would receive unspecified cash, a 

“moderate contingent fee” to be paid from the proceeds of the offering, plus a 

“small percentage of the company’s stock.” 

Because it was to receive contingent compensation for, among other activities, 

“due diligence” and “promoting and advertising” the offering, INTERCAP would 

appear to fall within the statutory definition of an underwriter under the 1933 



Act.401[96]  Whether it has yet applied to the SEC for a no-action letter is not 

known (an online search of posted no-action letters did not locate any for 

INTERCAP).  INTERCAP may be exposing itself to possible liability for any 

failings on the part of attorneys whom it “makes available [to issuers] at a 

package price.”  Indeed, the attorneys themselves could encounter sticky 

professional responsibility and conflict of interest issues under applicable state 

laws in view of the way they are planned to be brought into the DPO 

transactions. 

Another firm that announced plans to deliver DPO prospectuses to potential 

investors is Virtual Wall Street (www.virtualwallstreet.com).  In early 1998, Virtual 

Wall Street reportedly was negotiating an alliance with Standard & Poor’s.402[97]  

It plans to offer prospective investors due diligence on DPO issuers.403[98]  The 

potential liability undertaken by Virtual Wall Street to Web investors in offering 

due diligence on thinly-capitalized issuers is difficult to predict, because liability 

would be affected by whatever cautionary language, disclaimers and waivers can 

be built into the Web site and made legally effective on investors.  In any event, 

Virtual Wall Street said it would seek its own no-action letter from the SEC, 

stating that it is reluctant to rely on the ICC 1 letter.404[99] 

Some Web sites are less proactive, and simply provide centralized links to DPO 

issuers without additional services such as databases of investors.  The utility 

and potential profitability of such sites is dubious, because the linking service 

offered is narrow, and there are better ways to access DPOs.  Few of these 

limited sites have lasted long with such limited services.  For example, in 1996 a 

viewer could have logged on to “SCORnet” (scor-net.com) to find lists of issuers 

who filed using Form U �7, SEC Reg. A or who had registered on SEC Form SB 
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�2.  “SCORnet” also contained a list of prospectuses of a number of issuers 

listed by state.  However, in June 1997 SCORnet was merged into “Direct Stock 

Market Incorporated,” with its Web address changed 

(www.directstockmarket.com).  Direct Stock Market by early 1998 was hosting 

electronic road shows and seminars (in which “full streaming video and audio” 

could be presented together with presentations by issuers while taking questions 

from the audience through a chat window), and lists public and private offerings 

which are accessible on �line only by registered viewers.  In 1998, Direct Stock 

Market used “push” technology to send notices of new public and private 

offerings to its subscribers, and said it had requested a no-action letter from the 

SEC to allow it to operate an electronic bulletin board for secondary transactions. 

A prospective Web investor will quickly discover that a substantial proportion of 

the companies using the Web to offer their securities directly to the public are in 

some phase of consumer goods or services, whether beer, health products, or 

outdoor cooking devices.  These kinds of issuers probably have the best chance 

to succeed with unassisted DPOs, because they already have some built-in 

“constituency” of consumers who are familiar with their products and therefore 

might be receptive to their stock.  DPO issuers who start with just a new product 

or technology, in contrast, are in a weaker position so far as reaching potential 

investors.  The picture may change with the maturation of Web sites that assist 

DPOs by developing databases of potential investors whom issuers can solicit.  

Over time, we can expect to see such investor groups divided and subdivided 

accordingly to the types of industries they prefer.  This will allow more “targeting” 

in the DPO process. 

D.          Nonpublic Internet Offerings. 

The notion that the World Wide Web can provide a home for private placements 

exempt from 1933 Act registration may at first sound counter-intuitive.  However, 

there is no reason that the Internet should be an impossible arena for private 

placements simply because of its global reach.  If that potential reach can be in 

fact limited to a discrete group of sophisticated investors by screening and 



monitoring technology, the group would be akin to a small restricted club located 

inside a giant hotel.  The SEC has for over a decade sanctioned the use of the 

Reg. D private offering exemption by pre-qualification of groups of accredited 

investors who would respond to extensive solicitations by furnishing extensive 

financial data.405[100]  In a similar vein, the SEC has taken the position that the 

pre-qualification of a number of accredited or sophisticated investors on a Web 

site and electronically notifying them in a secured manner of subsequent private 

placements would not involve a “general solicitation,” and therefore would allow 

the building of investor data-banks for private offerings under SEC 

Regulation D.406[101] 

An early example of a pre-screened investor data bank is “IPOnet” 

(www.zanax.com/iponet), which has billed itself as “the only Internet site cleared 

by the United States Securities and Exchange Commission to sell new Public 

and Private securities online.”  This is partly true, since IPOnet did receive a no 

�action letter with respect to IPOnet’s method of facilitating private offerings 

under Reg. D.407[102]  However, IPOnet was not alone in obtaining SEC 

authorization for an investor data bank for private placement.408[103] 

Under the SEC’s no-action letter, IPOnet’s site can post notices of Reg. D 

offerings which only the accredited investors could access.  IPOnet identifies four 

distinct investor types, primarily based upon availability of applicable exemptions 

under the securities laws, i.e., “General Member,” “Accredited Investor,” 

“Sophisticated Investor,” and “Foreign Investor.”  Virtually anyone can apply for 
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the category of General Member.  A General Member receives an e �mail notice 

in turn every time IPOnet posts a new offering.  The e �mail notice will be hot-

linked to an announcement on the Web site.  Only certain viewers can qualify as 

an Accredited Investor.  IPOnet requires completion  of an “Accredited Investor 

Questionnaire” to determine whether the person meets the standards for 

participation in a non-public offering under federal or state exemptions.409[104]  

Instead of income or net worth tests of the type required for accredited investors, 

a Sophisticated Investor must have a history of venture capital and restricted 

investments.  Finally, to qualify as a Foreign Investor, a viewer must show facts 

sufficient to establish identity as a non-U.S. resident.  The intention here is to 

establish a database of persons who might be eligible to participate in an 

offshore offering under SEC Regulation S. 

IPOnet also provides for the sale of securities to viewers through an affiliated 

NASD member firm.  Once an IPOnet viewer opens a participating brokerage 

account with the NASD firm, he or she may make “electronic indications of 

interest” directly through the Web site.  This allows the viewer to purchase 

publicly offered securities by electronic confirmation of their purchases on the 

effective date.  No IPOnet member can obtain access to private placements or 

private placement memoranda except by completing either the Accredited, 

Sophisticated or Foreign Investor questionnaires.410[105] 

Over a year after IPOnet began operating, a non-profit entity called Angel Capital 

Electronic Network approached the SEC with the concept of a Web listing service 

that would be operated by a group of educational institutions and other non-

profits.  Like IPOnet, Angel Capital represented that it planned to list on its 
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homepage small offerings exempt from registration under either Reg. A or SEC 

Rule 504.411[106]  It would only allow “accredited Investors” meeting the criteria 

of Reg. D to participate412[107] would have to register on the Web site in order 

to access an offering circular in Form U �7.  “Solicitation of interest” documents 

by which issuers could “test the waters” for an offering pursuant to Reg. A would 

also be listed.  To register as an “accredited investor” and receive a password to 

access Reg. D private placements, a viewer would be required to certify to 

financial and other qualifications necessary to accredited investor status.  If such 

an accredited investor wished to purchase stock of a small company listed on the 

site, the investor would contact the issuer directly.   

Angel Capital represented that no trading would take place on the “network” 

operated by the member institutions, and no employee of the  site would 

participate in any sales transaction.  However, accredited investors would be 

able to use a search engine within the Web site to help find the types of 

companies in which they would be interested.  The search engine would also be 

able to notify an investor via the Internet if a company that listed its securities on 

the site has characteristics that would correlate to that particular investor’s 

interests.  A major difference between IPOnet and Angel Capital is that investors 

registered on Angel Capital’s site would be able to view all the deals on the site, 

not just the ones that were posted after they joined.  The SEC determined that 
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the Angel Capital group would not have to register as a broker-dealer or as a 

national securities exchange. 

By early 1998, Angel Capital Electronic Network had gone online with the home 

page acronym “ACE-Net” (ace-net.sr.unh.edu).  The site provides online 

questionnaires for both prospective investors and prospective issuers.  The latter 

must use a SCOR or U-7 Form for either a Rule 504 or a Reg. A offering (with 

additional informational requirements in the case of Reg. A). 

Another example of a site generating a data bank of potential investors for 

exempt securities offerings, including private placements, is “INVBank” 

(www.invbank.com/).  INVBank aims to help issuers involved in both private and 

public exempt transactions contact appropriate persons in its data base.  It lets 

viewers register at one or both of two levels:  (1) ”SAVVY INVESTOR,” or 

(2) member of the “INVestor’s CIRCLE for Accredited Investors.”  The INVestor’s 

CIRCLE is limited to those who would qualify as “accredited investors” under 

Regulation D.  Their registration allows them to occupy a position in INVBank’s 

“Private Placement Arena” and review various Reg. D offerings.  A SAVVY 

INVESTOR does not have to meet the qualifications of an accredited investor.  

The SAVVY INVESTOR is able to access a list of companies planning to make 

public offerings and allowed to give any company feedback and to submit 

indications of interest.  By clicking a link to any such issuer, the SAVVY 

INVESTOR receives a short and bullish description of the issuer’s business. 

The same principles that allowed building a secured base of accredited investors 

for IPOnet have been invoked in the case of private investment funds:  If a hedge 

fund were deemed to be making a public offering on the Internet, it would not 

only be subject to registration of the offering under the 1933 Act, but would have 

to register as an investment company under the 1940 Act.  The SEC in a no-

action letter agreed that an operator could post information regarding funds on a 

home page and other linked pages on the World Wide Web that is password-

protected and accessible only to subscribers who are predetermined by the 

operator to be accredited investors.  The private funds could post descriptive 



information and performance data on the site.  There would be a 30-day wait 

after an investor became qualified before he would be allowed to purchase 

securities in a hedge fund.413[108] 

In the spring of 1998 a venture capital site for the smaller investors leapt onto the 

Web.  Called “Garage” after the Silicon Valley dream in which companies start in 

a garage and become powerhouses, Garage plans to admit potential venture 

investors into membership which will allow them to invest seed capital in new 

companies whose business plans have been vetted by Garage’s staff.414[109]  

Garage sought to activate its full services only after broker-dealer registration 

was completed in the second half of 1998.  

Another form of exempt offering is one made pursuant to SEC Rule 144A.  Rule 

144A facilitates a private placement of debt securities by a U.S. issuer (or equity 

or debt securities of a foreign issuer traded offshore by allowing securities that 

are sold to “qualified institutional buyers” (such as pension and mutual funds with 

at least $100 million under management or broker-dealers with at least a $10 

million securities portfolio) to be exempt from registering the securities under the 

1933 Act even though the securities are resold quickly to other qualified 

institutional buyers. 

Because there are no holding periods required as among such purchasers, the 

Rule 144A market takes on certain aspects of a public market, and Rule 144A 

offerings are in some ways similar to public offerings, with preliminary offering 

memoranda being circulated to purchasers and “roadshows” often conducted 
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before the offering material is finalized.  Such roadshow-type presentations to 

sophisticated investors have been a marketing tool under Rule 144A. 

Accordingly, in 1988 the SEC pushed the Internet envelope for Internet 

exemptions further by allowing roadshows for offerings made under Rule 

144A.415[110]  The SEC’s no-action position was conditioned on the issuer 

taking each of the following steps:  (1) denying access to its Web site for viewing 

of a particular road show to all persons or entities, except those institutions for 

which the seller has confirmed its reasonable belief regarding their qualified 

institutional buyer status; (2) assigning confidential passwords to each qualified 

institutional buyer which will be unique to a specific road show, and expire no 

later than the date of termination of the related offering; (3) receiving confirmation 

from each seller that such seller is a qualified institutional buyer within the 

meaning of Rule 144A(a)(1), there exists an adequate basis for such seller’s 

representations of its “reasonable belief” that each entity to which it has assigned 

a confidential password is a qualified institutional buyer, and the offering to which 

the particular road show relates is not subject to registration under the 1933 Act; 

(4) having no actual knowledge, or reason to believe, that a seller is not a 

qualified institutional buyer, any of the entities to which the seller has assigned a 

confidential password is not a qualified institutional buyer or the securities 

offering to which a particular road show relates is subject to registration under the 

1933 Act; and (5) not being an affiliate of any seller or issuer of a security that is 

the subject of a particular road show. 

Additional Internet use by large and sophisticated institutions involves the 

paperless syndication of loans by groups of lenders.  IntraLinks, Inc. 

(www.intralinx.com) is a New York-based firm operating networks that bring 

together large financial institutions, using Lotus Notes technology and security 

and encryption protocols.  The issuer pays a fee to have information on a specific 

loan transaction posted.  Access is free to investors.  Banks who are chosen for 

a loan syndication receive a password and user identification that enable them to 
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log onto the lead bank’s page at the IntraLinks site.  They can access details of a 

syndication in real time.  Royal Bank of Canada led one of the first “cyber-

syndications in early 1996.416[111]  Bank of America took the Internet loan 

syndication one step further in September 1997 when it used IntraLinks to 

syndicate a refinancing of National Semiconductor.   Unlike prior loan 

syndications which used IntraLinks on the Internet alongside traditional paper 

syndication systems and paper documentation, the National Semiconductor deal 

was paperless.  It was syndicated entirely over the electronic service.417[112] 

III.            Secondary Trading of Securities in Cyberspace. 

A.          Discount Broker �Dealers. 

Even before the Internet was a medium used for issuing new securities, it had 

been discovered as a new dimension for secondary trading in already-issued 

securities.  Small discount brokerage firms were the first to offer full online 

trading services and research to account holders in 1995.418[113]  By October 

1996, investors checked stock prices electronically and obtained other 

information from the NASD Web site 2.1 million times in just one day.419[114]  It 

was estimated that in 1966 there were 1.5 million online accounts.420[115]  In 
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1997, the number had grown to almost three million.421[116]  It is predicted that 

online accounts will soar from about four million in 1998 to 25 million by 2003.  

Full-service brokerage firms are expected to account for about one-third of that 

figure, compared with almost none in 1998.422[117]  Internet-based trading 

accounted for 17% of total retail sales in 1997 according to one survey, with that 

figure expected to increase to 30% by the end of 1998.423[118] 

Over eighty brokers are now offering some form of electronic trading as of early 

1999.424[119]  The most prominent are Charles Schwab & Co., which offers full-

service cyberbrokerage through its StreetSmart and other systems, and E*Trade.  

As of March 1997, Schwab had 700,000 active on �line accounts and $50 billion 

in on �line customer assets,425[120] and by December 1997, Schwab’s sales by 
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means of electronic trading for the month for the first time were more than half 

the firm’s total retail sales.426[121] 

Online firms allow investors to have access to their portfolios 24 hours a day and 

to place orders anytime.  Online brokers typically have provided news and stories 

about the investor’s portfolio holdings, free quotes on stocks, bonds, and mutual 

funds, some even send an e �mail at the end of the day with closing quotes for 

an entire portfolio.  Assets managed by on �line investors are predicted to grow 

from over $100 billion today to $524 billion in 2001 and account for more than 8% 

of the total assets held by small investors.  Apart from actual trading in securities, 

the Boston Consulting Group predicts that firms with institutional clients will 

perform increasingly complex analysis and create increasingly complex financial 

instruments.427[122] 

A spur to online brokerage has been the proliferation of links between broker-

dealers and other Web-based services.  For example, the Web site of the 

newspaper USA Today, gives viewers direct links from its “Marketplace” page 

(www.usatoday.com/marketpl/finan.htm) to six on �line brokerages such as 

E*Trade and Accutrade.  USA Today receives a flat fee for each order received 

by the brokerage firms.428[123]  Because of the fee, USA Today arguably might 

fall within the definition of a “broker” under the Securities Exchange Act of 1934 

(“1934 Act”) and be required to be registered as such.429[124]  However, the 

SEC issued a no-action position in 1966 effectively allowing online access 

services, such as America Online or CompuServe to connect viewers to broker-
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dealers without their own registration as broker-dealers, even though the access 

service receives a flat fee for each order transmitted through an icon on the 

Website menus to licensed broker-dealers.430[125]  To satisfy the SEC 

exemption, certain conditions must be met:  viewers may use the access service 

or link to reach a licensed broker-dealer by clicking an icon and then open a 

brokerage account, but the access provider must not take any part in the 

licensed broker-dealer’s services other than by routing messages.431[126]  

Moreover, such access providers must not to handle any customer funds or 

securities, effect clearance of trades or extend credit to any customer in 

connection with a purchase of securities.  The “nominal” flat fee paid by the 

broker-dealer to the online access service for each order transmitted may not 

vary depending upon the number of shares, value of the securities involved or 

the successful execution of the trade.432[127]  Assuming USA Today follows a 

similar format, it would also avoid having to register as a broker-dealer.433[128] 

Charles Schwab and E*Trade are aggressively expanding online trading outside 

the U.S.  E*Trade has launched an Australian service and signed a licensing 

agreement to cover expanded services in Germany and Central Europe, 

partnering with Deutscheland AG and Berliner Freivekehr Group.  Schwab is 

upgrading its United Kingdom electronic system, where E*Trade has yet to sign a 

deal.434[129]  Stockhouse, a highly robust site at www.stockhouse.com, is in 

effect a giant cybersecurities mall that not only links the viewer to a multitude of 

the discount brokerage firms, but also provides links with 51 stock markets 
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around the world.  These include the New York and American Stock exchanges, 

Nasdaq, and major foreign markets such as the London, Tokyo, Korea, Madrid, 

Oslo, Paris and Frankfurt exchanges.435[130] 

B.          Full Service Broker-Dealers. 

As discussed at the start of this survey, full-service brokerage firms have been 

slower to accept online trading.436[131]  Of the top five securities firms as 

measured by number of brokers, only Morgan Stanley Dean Witter & Co’s 

subsidiary, Discover Brokerage Direct,” ranked in the top 10 on-line brokers as of 

mid-1998.437[132]  Dean Witter, the number one firm, acknowledged the 

potentialities of the Web in December 1996, when it acquired a fledgling San 

Francisco-based Internet discount broker, Lombard Brokerage and changed the 

name to Dean Witter Lombard’s.  The Dean Witter deal for Lombard reportedly 

upset some of Witter’s brokers, who were unhappy about going toe �to-toe with 

an affiliated discounter.438[133]  But by 1998 Discover Brokerage Direct had 

even extended its services to allow trading in Treasury Bonds online 24 hours a 

day.439[134]  Other full-service brokers, who had largely stayed back from online 

trading, by 1997 were looking at the use of client-broker e-mail as a tool to 

significantly improve productivity.440[135]  An officer of Raymond James & 

Associates was quoted as saying that while most full-service firms found 
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electronic trading in complete opposition to their mission, “now we’re not so 

sure.”441[136]  At the annual conference of the Securities Industry Association in 

November 1997, IBM’s chairman challenged the industry to move fully onto to 

the Internet, asserting that firms with well-established names ran a risk of losing 

their advantage if they waited too long to enter cyberspace.442[137]  Merrill 

Lynch had indicated that it expected to offer electronic trading in the fall of 1998; 

however, it did not believe that Internet trading was “one of the highest-rated” 

services by its clients.443[138] Merrill then backed off from cyber-trading, 

asserting that it encouraged investors to trade too much at the expense of long-

term returns.444[139]  As earlier discussed, Merrill finally edged into its version 

of Internet-based trading in March 1999.445[140] 

One of the significant concerns of the full-service securities firms in exploring use 

of the Internet has been the question of how and when to monitor e-mail between 

brokers and clients.  Prudential Securities announced in 1997 a system of e-mail 

for its customers to send orders to its brokers, who would then arrange for 

execution or contact the customer.446[141]  It also introduced a live internal e 

�mail network, in order to allow compliance personnel to review and archive e 

�mail in a paperless environment.447[142]  New e-mail surveillance products 

were introduced that aimed at providing a practical way to filter and review e-mail 
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for potential sales practice violations.448[143]  The new NASDR and NYSE rules 

which relax the monitoring of e-mail may help ease the institutions’ concerns on 

this point.449[144] 

PaineWebber, a full-service brokerage, had deferred its entry into online trading 

for its customer base.  However, it has introduced electronic order entry and 

account access for clients of its Correspondent Services Corp. clearing 

unit.450[145]  The firm discovered that Web use was not confined to the young 

and less affluent sector; indeed, it learned that 38% of its wrap-fee account 

holders who used PaineWebber’s online account information service either 

already maintained an online trading account elsewhere or intended to do so 

within a year.451[146] 

Security has been a sensitive issue for the full-service brokerage community in 

use of the Internet for issuance of securities, secondary trading and furnishing of 

financial information.  A perceived impediment to their entry into online trading 

has been concern over the ability of hackers to break into their computers and 

those of their customers.  Software and systems developers as well as major 

brokerage firms have been making large investments to address security issues.  

One security system developed for money management clients has been 

marketed by Tradeware (www.tradeware.com).  It is designed to encrypt the 

FIXlink product discussed earlier (subsection III.B.), using a U.S. Government 

data encryption standard.  Brokers using FIX software will also have available to 

them a more sophisticated encryption method developed by Morgan Stanley. 

C.          Banks and Discount Trading. 
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While most full-service brokers have approached online trading with caution, 

banks have begun to embrace the new technology for their discount brokerage 

affiliates.  Citigroup in October 1997 announced an online brokerage service with 

commissions as low as $19.95 per trade.452[147]  Other banks such as Fleet 

Financial, Mellon and BancOne acquired or forged alliances with online 

discounters.453[148]  Wells Fargo Bank will begin promoting its new online 

brokerage heavily starting in August 1998.454[149]  Customers will be able to 

buy most U.S. stocks, trade about 1,000 mutual funds as well as stock options 

and obtain news, quotes and research.455[150]  BankAmerica was to unveil its 

own Internet investment services in late 1998.  It was to allow customers to trade 

in all U.S. stocks and 1,000 mutual funds and to receive financial news and 

quotes. 

D.          Non-Intermediary Electronic Trading. 

1.   Background of Membership-Type Trading. 

Institutional investors have used extranets to support closed trading systems 

among themselves since the 1970s.  The pioneer was Instinet 

(www.instinet.com), which introduced a closed networked computer system in 

which a group of institutional members, such as (mutual funds and investment 

brokers) could trade large blocks of securities electronically among themselves, 

thereby avoiding brokers in the middle.  Operating outside of the established 

stock exchanges, Instinet has not use the World Wide Web; instead, its members 

use the more limited electronic linking system of the extranet.456[151]  Trades 

are made on an anonymous basis, directly between buyer and seller.   
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In the past few years, other closed electronic services with much broader 

membership bases have started operating, such as the Island System and the 

Portfolio System for Institutional Trading (“POSIT”).  While Instinet operates by 

simply electronically “hitting” offers posted in an electronic order book, POSIT 

uses a crossing system for batches of orders.  Despite the fact that these 

alternative systems have been limited to institutions, their volume of trading has 

greatly escalated; the SEC estimated in 1997 that they handled almost 20% of 

the orders in Nasdaq securities and almost 4% in New York Stock Exchange-

listed securities.457[152] 

2.   The Market Goes “Retail”. 

Non-institutional investors also want to trade directly online, not through an 

Internet broker.  To help satisfy this pent-up demand, Datek Online created the 

“Island” trading system, which allows investors to place orders directly onto the 

NASDAQ system.  This further democratized the secondary market.  The most 

significant new entry may well be OptiMark, a system featuring a supercomputer 

and patented “fuzzy-logic” algorithms that can allow high-speed matching of buy 

and sell orders on an anonymous basis.  OptiMark first lets buyers and sellers 

express hypothetical preferences along a range of prices and volumes, then 

conducts a search of all buyers’ and sellers’ interest at that instant, and in 1.5 

seconds it returns with a trade at the optimal available price and volume.458[153]  

The OptiMark system bears some resemblance to Instinet, discussed above, in 

the sense that both systems electronically cross buyers with sellers.  But where 

Instinet simply matches orders at a given price, OptiMark matches a variety of 

orders at difference prices and sizes.  By early 1999, OptiMark had been 

embraced by the Pacific Exchange and was contributing to the “electronic 

erosion” of traditional open-outcry auction exchanges. 

3.   Can Extranets Be Replicated on the Web? 
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There is no barrier to adapting the private network approach trading from existing 

extranets to the World Wide Web, provided that security and reliability issues can 

be successfully resolved.  Once these issues are resolved, institutions may move 

to privately-accessed Web sites that will function similarly to Instinet trading.  

One software protocol claiming to have sufficient security to allow institutional 

broker-dealers to trade electronically with one another via the web is Financial 

Information Exchange (“FIX”), which provides a service called “FIXLink.”  FIXLink 

operates on a site (www.tradeware.com) where subscribing money managers 

can receive brokers’ indications of interest, post-trade advertisements and 

brokers’ reports of block-trade fills in FIX protocol over the World Wide 

Web.459[154]  Subscribing broker-dealers can send the same kinds of 

information to targeted institutional customers or all the institutional participants. 

Other institutional trading systems using the Web on a password-protected basis 

include a site operated by Daiwa Securities America for debt instruments:  “The 

Odd-Lot Machine” (www.oddlot.com/).  Daiwa’s site allows institutions to trade 

electronically in U.S. Treasury bills (up to $10 million), notes and bonds ($3 to $5 

million, depending on duration) and strips.  Institutional customers can accept the 

posted prices or enter their own bids by just clicking to the site.  Interdealer 

trading in municipal bonds is also available through a Vermont dealer’s web 

page, using a process of trading similar to the traditional system, except that the 

offers and bid occur in cyberspace �on the Web site �rather than by telephone 

and fax machine.460[155] 

A number of firms have been building electronic trading capabilities to enable 

online transactions in fixed-income securities.  As electronic trading in bonds 

over the Internet becomes increasingly accessible not just to large institutions but 

also to high net worth retail traders, we can expect increasing competition in the 
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bond marketplace.461[156]  Vincent Catalaneo, President of the New York 

Society of Securities Analysts, sees extranets as the next major step in the 

financial services industry and believes they will help reduce concerns over 

security.462[157]  As institutions and the brokerage community become more 

comfortable with the encryption technologies, it will further spur the increase in 

web-based transactions.  Online brokerage firms in the summer of 1998 

indicated they were considering the idea of a common “electronic 

communications network” (“ECN”), or off-exchange trading system.463[158]  

Some believe that ECNs offer the on-line brokers an opportunity to take business 

away from established market makers and stock exchanges.464[159] 

4.   Electronic Trading, Alternative Systems and the Future of Stock Exchanges. 

Entering 1999, the next major impact of the Internet is clearly on the traditional 

stock and option exchanges.  From the inception of cybersecurities, the Internet 

has been used by customers to place orders with on-line brokers, but not as the 

method of execution between brokers or between a broker and an institution.  

Instead, online brokerage firms have executed through either private networks 

such as NASDAQ, extranet trading facilities like Instinet, stock exchanges or 

other means.  The markets are moving inexorably to the completion of all 

brokerage on the Internet.465[160]  Further, it is likely that in the end there will be 
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“straight �through-processing,” in which all aspects of the securities transaction 

and all kinds of products will be marketed, sold and cleared electronically by 

Instinet-type firms.466[161]  This, combined with the ability of customers on the 

buy side increasingly to obtain and analyze data and execute over the Web, will 

tend to further diminish the customers’ sense of loyalty to any given broker. 

Electronic trading is now used in 25% of stock transactions by individual 

investors, and much of this is executed on electronic networks like The Island 

ECN, owned by Datek, and Archipelago.467[162]  Island reported 2.5 billion 

shares traded in 1998, while Archipelago reported 650 million.468[163]  The 

stakes may be raised further by OptiMark, the system discussed above. 

The OptiMark trading system that allows institutions to trade directly and 

anonymously with one another was rolled out on January 29, 1999.  OptiMark 

traded an unknown number of shares of one stock in its Pacific Exchange debut, 

namely 3M Co.  A total of 114 firms, including some of the nation’s largest mutual 

funds and insurance firms, were eligible to trade on the new system, with about 

80 firms on the “buy” side and 34 on the “sell” side.  The systems is potentially 

attractive to large investors because the promised anonymity will allow them to 

buy or sell large blocks of stock without news of a transaction leaking into the 

market and causing prices to move before the trade closes.  Thus, the system 

will compete with the New York Stock Exchange, where human “specialists” 

match buy and sell orders.469[164] 

As electronic trading of all kinds has proliferated, the prices of seats on major 

stock exchanges have plummeted.  In the first half of 1998, prices of seats on 

major exchanges in New York, Chicago, Philadelphia and even London dropped 
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between 10 and 40 percent.470[165]While other factors have played a role, the 

largest concern is the rise of electronic trading.  John Langton, chief executive 

and general secretary of the International Securities Market Association, pointed 

out how technology blurs traditional boundaries and radically alters relationships, 

putting intermediaries under “intense pressure.”471[166]  Speaking at a London 

conference on on �line trading, he said that “[f]und managers now trade with the 

same tools as brokers, brokers buy fund managers to compete with their 

customers and build trading systems to complete with exchanges, exchanges 

demutualize and compete with brokers for investment business.”472[167]  The 

growing competition from the extranets such as Instinet and Island have raised 

concerns over the very existence of the auction markets conducted on exchange 

floors.  Indeed, the chairman of the London International Financial Futures and 

Options Exchange (“LIFFOE”) questioned “whether you’ll even need exchanges 

in the next century.”473[168]  The LIFFOE in fact decided in September 1998 to 

close its trading floors for bonds, index futures, currency contracts and equity 

options.474[169] 

On December 2, 1998 the SEC responded to these dramatic changes by 

approving new rules for electronic communications networks and other screen-

based alternative trading systems (“ATSs”) which included a controversial 

provision requiring larger-volume ATSs, such as Instinet, to publicly display their 

institutional orders.475[170]  At the SEC’s meeting adopting the new regulations, 
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SEC Chairman Arthur Levitt acknowledged the opposition to the institutional 

order display requirement, but said he believed “fundamental fairness dictates 

that all investors be given an opportunity to receive the best price 

available.”476[171]  In adopting the rule, the SEC noted that volume on ATSs 

had significantly increased in recent years, and now accounted for about 20% of 

transactions in Nasdaq securities and 4% of transactions in listed 

securities.477[172]  With ATSs being regulated as traditional broker-dealers, the 

SEC saw regulatory gaps result raising substantial concerns where an alternative 

trading system has significant volume. 

New rules adopted by the SEC change the scheme applicable to exchanges in 

three significant ways.  First, a new regulatory framework allows alternative 

trading systems to choose between registering as an exchange and registering 

as a broker-dealer.  Second, registered exchanges can now to operate as for-

profit businesses.  Under the new scheme, most alternative trading systems, 

which are relatively small, will choose to register as broker-dealers and have 

regulatory requirements substantially similar to what they currently undertake.  

As registered broker-dealers, these alternative trading systems will continue to 

be covered by the oversight of one of the self-regulatory organizations.  Provided 

an alternative trading system has limited volume, it will only have to file a notice 

with the Commission describing the way it operates, maintain an audit trail, and 

file quarterly reports. 

An ATS with substantial trading volume and therefore a potentially significant 

impact on the market, such as Instinet, registered as broker-dealers will need to 

link with a registered exchange or the NASD and publicly display their best priced 

orders (including institutional orders) for those exchange-listed and Nasdaq 

securities in which they have 5% or more of the trading volume.478[173]  
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Alternative trading systems will also have to allow members of the registered 

exchanges and the NASD to execute against those publicly displayed orders.  

Only those orders that participants in an alternative trading system choose to 

display to more than one other participant will have to be publicly displayed.  

Accordingly, the portion of orders hidden from view through “reserve size” 

features in alternative trading systems will not need to be publicly displayed.  To 

monitor the effects of this requirement, the SEC is phasing it in.  Initially 

alternative trading systems will only have to publicly display their orders in 50% 

of the securities subject to this requirements.  Ninety days later, the public 

display requirement will be extended to the remainder of the securities.  

Alternative trading systems will also not be required to provide access to a 

security until the public display requirement is effective for that security.479[174] 

An alternative trading system with 20% or more of trading volume will also have 

to ensure that its automated systems meet certain capacity, integrity, and 

security standards.  This is intended to prevent the system outages – and 

resulting disruption to the market – experienced by some alternative trading 

systems during periods of heavy trading volume.  Such an alternative trading 

system will also have to refrain from unfairly denying investors access to its 

system.  This requirement will only prohibit unfair discrimination among investors 

and broker-dealers seeking access.  The system will be free to establish fair and 

objective criteria, such as creditworthiness, to differentiate among potential 

participants.480[175] 

The SEC at the same time addressed the disparity under which, unlike 

alternative trading systems, registered exchanges and the NASD are required to 

submit all of their rule changes for Commission review.  To avoid this impediment 

to the exchanges’ ability to compete effectively by slowing the development of 

innovative trading systems and the introduction of new products, the first 

temporarily exempts registered exchanges and the NASD from the rule filing 
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requirements so that they may operate – for up to two years – pilot trading 

systems.  During this two year period, the pilot trading system will be subject to 

strict volume limitations.  The operator of the pilot trading system will also have to 

ensure that the trading activity on that system is being adequately surveilled.  

This rule will enhance the registered exchanges’ and the NASD’s ability to 

compete with alternative trading systems registered as broker-dealers and to 

bring innovative trading systems to market. 

The second rule creates a streamlined procedure for the registered securities 

exchanges and the NASD to quickly begin trading new derivative securities 

products.  Under the new rule, if a registered exchange or the NASD has existing 

trading rules, surveillance procedures, and listing standards that apply to the 

broad product class covering a new derivative securities product, the new 

product can be listed or traded without Commission approval.481[176]  Finally, 

the SEC stated that it will work to accommodate, within the existing requirements 

for exchange registration, exchanges wishing to operate under a proprietary 

structure.  This will allow ATSs that are proprietary to register as exchanges and 

for currently registered exchanges to convert to a for-profit structure.482[177]   

The SEC has somewhat levelled the playing field between ATSs and heavily 

regulated traditional markets by the rule allowing exchanges and the NASD to 

develop and operate low-volume pilot trading systems for up to two years before 

seeking SEC approval.  Longer range, the worldwide exchanges will be largely 

on the Internet and stocks will be available 24 hours a day around the world.  It is 

notable that the SEC’s ATS rules will not apply to broker-dealer automated order 

routing systems; nor will they apply to the OptiMark trading system, since 

OptiMark is a facility of the Pacific Exchange and regulated under Pacific 

Exchange rules.  (The NASD is currently looking to move NASDAQ into 

cyberspace and has announced a partnership with OptiMark.)  The NASD 

recently gave its blessing to market makers who want to provide pension and 
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mutual funds with direct access to the NASDAQ.483[178]  Retail investors 

already can access the same through Datek Online, whose Island trading system 

lets investors place orders directly into the NASDAQ system. 

This electronic and online revolution is driving down the value of exchange seats.  

Seat prices in New York have plummeted 32%, from a record high $2 million in 

February to $1.35 million, while a CBOT seat’s value has plunged 52% from a 

year ago.  Online brokers’ commissions also have been cut to shreds, averaging 

under $16 a trade, down from almost $53 in 1996.484[179]  Understandably, the 

NYSE initially refused to let OptiMark use an existing network, the Intermarket 

Trading System, to gain access to the NYSE’s order flow.  (ITS is a data network 

created by Congress in 1975 to connect the NYSE to the seven other U.S. 

exchanges.)  If OptiMark’s orders could not interact with the NYSE’s, it would not 

be able to attract enough investors to get its system up and running.  Under 

pressure from the SEC, however, the NYSE agreed with other exchanges to 

amend the ITS rules so that the Pacific Exchange can send unmatched OptiMark 

orders through ITS to the NYSE.485[180] 

The New York Stock Exchange also revealed in early 1999 that it was seriously 

pursuing a strategy that would allow it to trade the stocks of arch rival Nasdaq, 

where some of the nation’s major technology issues are traded.486[181]  

Officials at the NYSE said that they might become a partner with an electronic 

trading operation that deals in Nasdaq stocks or create their own electronic 

system that would operate side by side with floor traders to offer Nasdaq 

stocks.487[182]  The actions were viewed as a “tacit acknowledgment” on the 
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part of Big Board officials that they need to make a sharper move into the 

growing field of electronic trading in order to secure a larger share of the market 

in high-technology stocks.488[183]   

The NASD’s chief information officer envisions a day—perhaps just a few years 

away—when retail investors will use personalized stock markets to help manage 

their portfolios.  Using advanced software, investors will seek out the securities 

that they want for their portfolios as well as the exchange that offers the cheapest 

execution and the investor’s preferred trading method, Bailar says.  It might be 

an online auction for shareholders who want to trade directly with each other, or it 

might be NASDAQ’s dealer market or a link to the Euromarket.  NASDAQ plans 

to offer them all as an Internet portal site.489[184] 

The European markets are also moving more rapidly toward all-electronic status.  

At the Paris futures exchange, Marche a Terme Internationale de France 

(MATIF), officials began an experiment with screen-based trading on April 1998 

with the thought that, after a year or so, the markets would decide whether 

screens or open outcry were superior.  Within two weeks, the market picked 

electronic trading.490[185]  Europe’s equity exchanges had begun closing floors 

and automating 10 years ago.  For example, the Stockholm Stock Exchange was 

the first to go public and to give member firms remote access.  It has an alliance 

with Denmark’s bourse and is discussing an alliance with Finland and Norway 

and has begun selling its off-the-shelf trading technology to exchanges in 

Australia and elsewhere.491[186] 

Even as they fight for market share, exchanges are trying to turn electronic 

trading to their advantage by obtaining greater revenues from the quotes and 

trades that they generate.  Indeed, a major threat to increased online trading by 

individual investors is the proposed Digital Millennium Copyright Act (“DMCA”) 
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which was approved by the House of Representatives in May, 1988 but failed to 

reach the Senate of the DMCA, would have amended the WIPO Copyright 

Treaties Implementation Act to give stock exchanges intellectual property rights 

over market data generated by the trades that occur under their auspices.  

Online brokers need “real-time” quotes and price information to pass on to their 

online customers.492[187]  While opposition to the bill in 1998 came primarily 

from major discount firms like Charles Schwab & Co., observers expect others in 

the brokerage community to join the opposition in 1999 as they realize the 

potential effects that can result from treating market data as proprietary 

information.493[188]  Brokers have been complaining for some time over the 

level of fees charge by the exchanges for their market data, and the proposed 

anti-piracy provisions could give the exchanges greater leverage to increase 

those fees over time.  Since the Internet has expanded the audience for real-time 

information as exchange-owned property could have a negative impact on the 

growth of cybersecurities.  

E.           The Relationship Between Online Discount Trading and Broker-Dealer 

Obligations Such As Suitability and Reasonable Basis. 

Online discount trading impacts certain broker-dealer obligations, such as those 

of suitability and a reasonable basis for recommendations.  The suitability 

doctrine holds that, when a broker-dealer recommends a security to a specific 

customer, it impliedly represents that it has determined that the security is 

suitable for that customer in the light of the latter’s financial situation and 

investment objectives.494[189]  The requirement that a broker-dealer have a 
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reasonable basis for recommending a given security is a separate but parallel 

duty.  Both duties stem from in the so-called “shingle theory,” which holds that a 

broker-dealer, simply by “mounting his shingle,” impliedly represents that he will 

deal fairly with the public regardless of whether he is compensated as broker or 

as dealer.495[190] 

Thus far, online discount trading has involved minimal contact between the 

discount broker-dealer and the customer as well as an absence of 

recommendations.  Accordingly, there are probably no obligations of suitability or 

reasonable basis, because both suitability and the duty to have a reasonable 

basis involve a trade which has been recommended by the broker-

dealer.496[191]  As a matter both of regulatory interpretation and case law, a 
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broker-dealer has not been held to an obligation to determine whether a 

customer’s investment is suitable for that customer unless the broker-dealer has 

made a specific recommendation of that security to that customer.497[192] 

An investor accessing the Web site of a discount broker normally does not find 

individually tailored recommendations of investments; instead, brokerage Web 

sites contain impersonal, general recommendations to the public at large, much 

like print periodicals that register as investment newsletters.  At least to this point, 

Internet brokers have concentrated on distribution of impersonal information to 

viewers at large, making the medium more akin to generally distributed 
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advertising.  The SEC, in issuing special suitability rules, has generally held that 

distribution of general, impersonal advertising material does not, in itself, give 

rise to suitability obligations on the part of the broker.498[193]  Accordingly, the 

same distinction should probably apply to Web site information. 

However, the SEC and the NASD are yet to provide a specific answer as to 

whether Web site information in itself may constitute a “recommendation to the 

customer” that gives rise to suitability obligations.499[194]  Although NASD Rule 
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2210 contemplates that certain advertising and sales material, including 

generally available electronic communications, may constitute a 

recommendation, the NASD has refrained from providing a formal definition of 

the term “recommendation” as used in Rule 2310.500[195]  The NASD has said 
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prior a suitability notice was “intended only to stress that recommendations may 

be made in a variety of ways, and that the determination of whether a 

recommendation has been made in any given case does not depend on the 

mode of communications.”501[196] 

In the event broker-dealers offer electronic trading as a supplement to traditional 

interactions and relationships with customers, who receive individually-tailored 

recommendations concerning particular securities places orders electronically, 

perhaps traditional suitability analysis would be appropriate.  At the same time, 

the trend in the Internet is toward empowering the individual more than the 

professional.  As discussed below, the Internet is able to provide small investors 

access to information and methods of trading previously available only to 

licensed brokers or investment advisors.502[197]  In the words of SEC Chairman 

Arthur Levitt Jr., 

“One of the tools that is giving investors unprecedented opportunities is the 

Internet.  Information and ideas are flowing constantly over an affordable, 

accessible system �giving individuals the same access to market information as 

large institutions.  The Internet is a supremely powerful force for the 

democratization of our marketplace:503[198] 

F.           Clearing, Back Office Operations and Market Data. 

Internet services available to broker-dealers have not been limited to institutional 

sales or retail activities.  For example, many broker-dealers do not handle the 
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execution or clearing of their customer’s transactions or other “back-office” 

functions.  Instead, such functions are handled by clearing firms.  Over the past 

few years, clearing firms have begun to offer clearing services via the Internet.  

Thus, PaineWebber’s Correspondent Services Corp. provides execution and 

clearing services for about 125 correspondent firms.  It has developed an Internet 

information delivery system which offers account access, market data and other 

services to retail customers of U.S. correspondent firms, which in turn receive 

account information, online forms and broker order entry over the 

Internet.504[199]  Since late 1996, Pershing, National Financial Services Corp., 

BHC Securities and other clearing firms have unveiled Internet services that will 

allow retail brokerage firms and their customers the ability to access account 

information, market data, research and news, as well as to execute trades. 

Access to databases can be made available to broker-dealers via the Internet.  

U.S. Clearing Corp. (“USCC”), a large clearing and execution firm, in 1997 

announced a jointly-operated Internet service with Ernst & Co. for discount 

brokers that would, among other things, provide access to a database of 6,000 

mutual funds.505[200]  USCC also introduced an Internet securities tracking 

system in 1996 through an affiliated discount broker, Quick & Reilly, Inc.506[201]  

In late 1997, E*Trade began to offer its clients online access to mutual fund 

prospectus covering more than 4,000 funds thought a system sponsored.  

InUnity Corp.; the system eliminates delays traditionally experienced in obtaining 

hard copies of fund prospectuses.507[202]  Since the kinds of services that can 
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be made available are endless, providers could enable smaller broker-dealers to 

offer a much greater array of financial services and products than previously. 

G.          Bulletin Boards and Message Groups as Secondary Trading Tools on the 

Web. 

After a small issuer successfully completes its online DPO, its securities still may 

not become eligible for trading on Nasdaq or even in the over �the-counter 

(“OTC”) market maintained by broker-dealers.  As a practical matter, broker-

dealers will not actively make a market in a security if the issuer is not registered 

with the SEC under Section 12(g) of the 1934 Act and is not filing periodic reports 

required by that statute.  Registration under the 1934 Act is only required when 

an issuer has at least 500 recordholders of a class of its securities and at least 

$10 million in assets.508[203]  Because of the small size of DPOs and the 

issuers that use them, 1934 Act registration of the issuers is therefore generally 

not mandated.509[204]  Newly-issued securities will not qualify for listing on 

Nasdaq unless the issuer meets Nasdaq requirements, such as minimum per 

share bid price, minimum public “float” (i.e., proportion of shares owned by the 

public) minimum market value, total assets, total equity and number of 

shareholders.510[205] 

For a DPO issuer, the World Wide Web offers bulletin board trading as an 

alternative (or, in some cases, a supplement) to trading on Nasdaq or in the OTC 

market.  On a Web bulletin board, potential buyers and sellers can post bids and 

offers and contact each other to facilitate transactions.  Bulletin boards started 
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with issuers who had made DPOs and sought to facilitate secondary trading.  

Spring Street Brewing was perhaps the first to attempt a bulletin board for its 

issued securities, but its early encounter with SEC problems ultimately led its 

promoter, Wit Capital, to move away from the bulletin board and become a 

licensed broker-dealer, undertaking to help other issuers establish online 

markets.511[206] 

One of the early boards was that of “Real Goods `Off-the Grind’ Trading System,” 

operated by Real Goods at www.realgoods.com.  Real Goods, which issued the 

stock traded on the board, was in the business of marketing environmentally-

oriented consumer goods such as energy-saving appliances.  It obtained the 

SEC’s first no-action letter authorizing a Web site bulletin board in 1996, allowing 

it to operate a Web page for trading in its own shares.512[207]  The SEC stated 

that Real Goods could operate the site without registering as a broker-dealer or 

investment adviser, on the condition that Real Goods would play no role in 

effecting any transaction, receive no compensation for creating and maintaining 

the system, not receive, transfer or hold funds or securities in connection with 

operating the system, put disclaimers on the site regarding any registered status, 

keep records of all quotes entered, and inform users of the applicability of 

securities laws to offers and sale.513[208] 

Other issuers who proposed their own passive bulletin boards for prospective 

buyers and sellers of their common stock obtained similar no-action letters from 

the SEC.  Thus, “PerfectData Corporation” (www.perfectdata.com/), like Real 

Goods, is a DPO issuer that provides a bulletin board for secondary trades only 
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in its own stock.514[209]  This is accomplished in a subsite called “PerfecTrade,” 

where potential buyers and sellers can post offers to buy or sell and then contact 

each other to facilitate transactions in PerfectData common stock.  PerfecTrade’s  

business is operating an Internet service provider.  Like Real Goods, it does not 

charge any commissions or transaction fees, and its site contains recent trading 

activity and stock quotations on PerfectData common.  The Flamemaster 

Corporation received an SEC no-action letter for a parallel operation.515[210] 

In contrast to the foregoing bulletin boards, which involve trading solely in the 

operator’s own outstanding stock, a company named Internet Capital Corporation 

(“ICC 2,” which is unrelated to ICC 1 discussed earlier in Section II) proposed in 

late 1997 to operate a bulletin board to cover trading in other issuers’ stock.  It 

sought a no-action letter from the SEC authorizing it to operate a “passive” 

bulletin board without being required to register as a broker-dealer, investment 

adviser or national securities exchange.  ICC 2 proposed that its bulletin board 

would only be available to companies whose common stock is either already 

registered under Section 12 of the 1934 Act or who file supplemental periodic 

information and reports in accordance with Section 15(d) of that Act.516[211] 

ICC 2’s Web site would, in addition to its bulletin board, provide access to each 

company’s public SEC filings by hyperlinks to the SEC’s EDGAR database, a 

brief summary of information from the company’s SEC Form 10-K, a directory of 

all of the companies that are listed on an organized exchange such as the New 

York Stock Exchange or NASDAQ, and a periodic ICC 2 newsletter.  ICC 2 

would charge each company on its site a one-time fee for setting up its 
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information and a monthly fee for maintaining its information.517[212]  

Importantly, neither ICC 2 nor any affiliate was to receive any compensation in 

connection with the purchase and sale of any common stock listed on its bulletin 

board.  Its monthly fees to the listed issuers would not be related to the number 

or size of the quotes, expressions of interest or “hits” on a company’s information 

page.  However, ICC 2 would reserve the right to require viewers in the future to 

pay a one-time fee upon their initial registration as a site participant.518[213]  No 

transaction would be effected on the bulletin board itself.  Instead, the board 

would give participants (1) the names, addresses and telephone numbers (or 

other contacts, such as e-mail) of all interested buyers and sellers, (2) the 

number of shares to be involved in a trade, (3) whether the participant is a 

prospective buyer or seller, (4) the proposed price, and (5) the date on which the 

information will be deleted from the bulletin board.  The trades would all be 

effected only by direct contract between participants, and ICC 2 would not 

maintain transaction records.519[214]  Neither ICC 2 nor any affiliate would 

(1) be involved in any purchase or sale negotiations, (2) give any advice on the 

merit of any trade, (3) use the bulletin board to offer to buy or sell securities, 

(4) receive, transfer or hold funds or securities as an incident of operating the 

bulletin board, or (5) directly or indirectly facilitate the clearance or settlement of 

any securities transactions except to refer participants to a bank. 

Among various notifications and disclaimers that ICC proposed to include on the 

site were these: 
(1) a disclaimer that ICC 2 is a registered broker-dealer or securities 

exchange; 

(2) a prohibition against “two-sided quotes,” in which a person indicates 
both a bid at one price and an offer at a higher price; 

(3) a disclaimer that the bulletin board postings are firm offers or quotes or 
that ICC 2 warrants any of the posted information; 
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(4) a warning that the registration requirements of the federal securities 
laws apply to all offers and sales through the bulletin board, hence each 
participants must ascertain the availability of an applicable exemption 
from registration.520[215] 

In issuing its no-action letter allowing the foregoing method of operation to go 

forward, the SEC advised that it would not require ICC 2 to register under the 

1934 Act as a national securities exchange or as a broker-dealer.  In a second 

letter in January 1998, the SEC also advised that it would not require ICC to 

register as an investment adviser under Section 203(a) of the Investment 

Advisers Act of 1940.521[216] 

H.          Membership-Type Trading for the Public. 

The “membership”-type of trading among a closed network that was pioneered 

for institutions by Instinet may soon expand to include individual investors.  Wit 

Capital, which launched the first DPO on the Internet in 1995 and then 

abandoned a bulletin-board type of secondary trading operation in 1996, brought 

out an Instinet look-alike in the summer of 1998.  Called the “Digital Stock 

Market,” the system plans to offer trading in over-the-counter and listed 

securities. (www.witcapital.com).  Like Instinet, the system would allow members 

to view and enter orders based on the “national best bid-and-offer” (NBBO) 

prices.  The NBBO quotes will be drawn from NASDAQ’s National Market 

System.  A Wit Capital subscriber can trade based upon the NBBO quote listed 

in Wit’s system or can contact other subscribers directly and attempt to negotiate 

a better price inside the NBBO spread.522[217] 

IV.            Empowering the Investor:  The Internet Gives Access, Information and 

Service to Individuals. 

Online trading is producing major change in the role of individual investors.  The 

initial impact was in giving individuals the chance to take full responsibility for 
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their investments. They execute their own trades without the aid of a broker.  

They even type in the order �a task formerly done by the broker even in an 

unsolicited transaction.  A subsequent and even more significant change is the 

delivery of information of all kinds by mutual funds, brokers and Web-based 

research firms. 

Because knowledge is power in the field of investing, the more the Internet 

expands the individual investor’s access to vast amounts of information at 

tremendous speed, the more it serves as an empowering tool.  It has also 

become an effective method for providers of investment products to maintain and 

initiate relationships with customers. 

A.          Use by Mutual Funds to Offer Services and Disseminate Information. 

Mutual funds use the Internet in multiple ways, offering investment services and 

distributing information of all kinds.  For example, Fidelity Investments not only 

offers funds and brokerage at its regular Web site (www.fidelity.com), but also 

operates an Internet ‘zine called “@82 Dev.”  The Fidelity Web site featured a 

streaming worldwide stock ticker, research, fund descriptions, customized stock 

quotations, and online trading.  Visitors to “@82 Dev” (named after Fidelity’s 

Boston address) can find book reviews, discussions by Fidelity investment 

managers, plus the streaming stock ticker.  The “Charles Schwab Mutual Fund 

OneSource” subsite on the Charles Schwab homepage (www. Schwab.com) 

offers descriptions of a myriad of fund products and services, comparisons, 

trading and portfolio design.  For online market information, the viewer accesses 

a sub-site called “Market Buzz.”  Schwab in 1997 began marketing its capacity 

for processing fund supermarkets and wrap programs offered by other broker-

dealers and by banks.  By the time it landed its first major contract to clear funds 

for another brokerage firm, Schwab was handling more than 45,000 no-load fund 

transactions a day and had more than $100 billion in third-party no-load 

funds.523[218] 
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American Express Financial Services (www.americanexpress.com/direct/ 

index__b.html), Vanguard Funds (www.vanguard.com) and many other mutual 

funds have similarly gone on the Internet.  Two of the largest firms servicing 

mutual fund shareholders set up Internet-based transaction systems in 1997 for 

shareholders of their fund clients.  First Data Investor Services Corp. in 

Massachusetts and DST Systems in Kansas City began offering both Internet 

Services in 1997.  These services allow shareholders in one of a family of mutual 

funds having the same investment manager to exchange shares among funds in 

the same family.  They can also access account balances and transaction 

histories and portfolio listings on much the same way as shareholders of 

Fidelity.524[219]  Subsequently, a competitor, SunGard Trust and Shareholders 

Systems, announced that it would unveil a similar Net-based system in 

1998.525[220]   

As a result of these sorts of developments, viewers can find an enormous array 

of news and information and different products in mutual funds.  In addition, there 

is a wealth of Websites directed by the media to mutual funds.  Such publications 

as Barron’s (www.barrons.com), CNN (cnnfn.com/yourmoney/mutualfunds/) and 

Lipper Analytical Services (www.lipperweb.com) offer access to daily 

performance reports for funds, daily price data and other information. 

B.          Internet Providers Offer News, Research and Analysis. 

As competition among online discount brokers has intensified, they have offered 

more services than simply electronic execution.  E*Trade, for example, 

remodeled its Website in 1998 into more of a “portal,” which a viewer can enter 

for different kinds of financial information and links to other providers.  E*Trade 

                                                 
524[219]E. Kountz, First Data, DST Offer Internet Transaction Systems, SEC. 

IND. NEWS (Nov. 17, 1997), 16. 

525[220]E. Kountz, SunGard Trust Set to Follow Competitors to the Internet, 

SEC. IND. NEWS (Jan. 26, 1998), 6. 



recently said it will spend $150 million promoting its new site.526[221]  In a 

similar vein, Charles Schwab is pushing the concept of “full service electronic 

investing.”527[222]  Schwab was to introduce moderated chat rooms and 

message boards on its Web site by early 1999, on the belief that such interactive 

features will build a sense of community with its customers.  Topics such as 

mutual funds and specific investment products like Individual Retirement 

Accounts will be covered.  [Schwab to Launch Chat Rooms, Message Boards, 

FIN. NET NEWS (Nov. 2, 1998), 1, 11.]  Thus a new tier of electronic discount 

broker is developing:  one that operates a supermarket of information and data, 

including real-time stock quotes, but which still eschews recommendations. 

Also available on the Web are sophisticated investment research tools which not 

so long ago were available only to institutions and securities professionals.  Now 

almost any investor can become his or her own securities analyst by using free 

or low-cost websites which contain enormous quantities of data and 

sophisticated tools that help to identify and screen securities and design 

portfolios.  By September 1997, the number of such stock-screening sites on the 

Web had risen in just a year from zero to 15.528[223]  For example, Quicken 

Networth (www.networth.quicken.com) allowed, an individual investor to sort 

through some 12,000 different stocks for 19 different variables, including rates of 

growth in earnings or sales, or amount of insider trading.  Another free stock 

screening site, Hoover’s Stockscreener (www.stockscreener.com), displayed 

only 8,000 stocks, but they could be screened for 22 variables with the results 

presented in spread-sheet form. 

Some sites, while not free, nonetheless fall within the reach of most investors.  

For example, “Microsoft Investor” (investor.msn.com/home.asp) which charges 
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$9.95 a month, has an “Investment Finder” program that can evaluate a universe 

of 8,000 companies according to 81 different criteria.  If the viewer asks for 

stocks to be rated by “price ratios,” the “Finder” offers five subcriteria:  price to 

book value; price to earnings, either currently or on several historical bases; and 

price to sales.  Finder’s criteria can be set as high or low as possible, and the 25 

stocks that best fit the criteria will be presented in chart form.  Perhaps the 

richest trove of data among these sites is “Wall Street City” 

(www.wallstreetcity.com).  At $34.94 per month, this analytic tool can tap into as 

many as 40,000 stocks (including foreign issues) using 297 different variables. 

Other sites offer the viewer a mix of market information, financial data and more 

general news, including sports and forums.  An example is Bloomberg Online 

(www.bloomberg.com), which offers a 24-hour-a-day worldwide financial 

information network.  A site featuring information solely about equity securities is 

The Motley Fool (www.fool.com).  Along with articles on investing strategies, it 

displays model portfolios, ideas on specific stocks, message boards and allows 

viewers to share information on stocks.  A viewer can find links to over a 

thousand finance-related sites listed at The Syndicate 

(www.moneypages.com/syndicate).  Zacks has a collection that includes stocks, 

mutual funds and all kinds of material on personal finance at iw.zacks.com.  

Another example of such a “facilitator” is at www.natcorp.com, a Web page 

operated by “National Corporate Services, Inc.”  It features links to stock 

exchanges, self-regulatory organizations, issuer Web sites and other financial 

news.  At the other end of the spectrum are sites like “Plane Business” 

(www.planebusiness.com) which focuses only on the aircraft industry.  They 

furnish individual investors the kind of insight on current developments that was 

formerly only available to institutions.529[224] 
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One firm, Securities Pricing and Research, Inc. (www.spardata.com) offers free 

information on thousands of closely-held stocks, limited partnerships and GICs 

on its website. 

Users also flood bulletin boards and chat rooms on many popular on-line 

investment related sites, including Yahoo Finance, the Motley Fool 

(www.fool.com) and Silicon Investor (www.techstocks.com).  The information put 

out in these chat rooms is hardly in depth and most of it is individual speculation 

or idea-sharing.  Sometimes it can be intentionally misleading, as when short 

sellers post false rumors about stocks that are refusing to drop. 

Typical of the chat rooms or bulletin boards for investors is “Stock-Talk” 

(www.stock-talk.com/).  Stock-Talk claims on its home page to have discussion 

forums covering over 7800 different specific stocks, in addition to two more 

general forums.  The SEC and the National Association of Securities Dealer 

Regulation (“NASDR”) have staffs who monitor the World Wide Web, including 

bulletin boards and chat rooms on a regular basis.  According to Stock-Talk’s 

Webmaster, the NASDR monitoring was so extensive, scanning some 10,000 

pages of the site daily, that it slowed down traffic to the point where the site could 

not function.  Stock-Talk then blocked NASDR’s access to the site, after which 

NASDR agreed to monitor only the “Hot Stocks” and “IPO” sections of the Web 

site.530[225]  Since most of the rumors communicated on Stock-Talk appear on 

these two sections, the NASDR decision is probably a good choice of priorities. 

Some firms, such as Merrill Lynch, specifically prohibit their registered 

representatives from identifying themselves as Merrill employees when they 

participate in an online forum, whether a bulletin board or a chat room.  Merrill 

also monitors forums online to ensure that its name is not being used improperly 

by non-employees.531[226] 
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Investors are also able to use special online services to receive information from 

issuers.  An issuer posts financial information and news on its own Web site, and 

then expands the universe of potential readers by links to a service provider such 

as Reality Online.  Reality Online, which operates “Inc.Link,” can generate up to 

25 pages of enhanced financial content for a given issuer’s Web site.  Inc.Link 

will then link the issuer’s Web site to a detailed profile of the issuer posted at 110 

“hub” sites, which are mostly brokerage firms home pages.  Thus, an investor is 

able to move from a profile of an issuer located at a brokerage site to the issuer’s 

site where there is different material generated by Reality Online, or in reverse 

order.532[227] 

Some new on-line entrants provide investor relations services to micro-cap 

companies that cannot afford expensive outside firms.  Thus, OTC Financial Net 

work (www.ctcfn.com) channels press releases and analyses to what it claims 

are 350,000 “prequalified small-cap individual and institutional investors, brokers, 

analysts and others. 

Hyperlinks are widely-used devices to enhance a broker �dealer’s Web site.  Just 

as Microsoft offers its viewers links to online brokerage firms, brokerage firms 

frequently link to research reports.  In order to shield the linking firm from 

misleading information on someone else’s Web site, disclaimers can be installed.  

Once a user accepts the conditions of the disclaimer, the referring site keeps a 

record of the agreement.  An example is the disclaimer by National Discount 

Brokers at its Web site (www.NDB.com).  National also uses tracking devices 

called “cookies” which monitor how often a given site to which it has a link is 

visited.533[228] 

Other tools can be integrated with financial analysis and execution software.  For 

example, the software maker Intuit, which publishes the most widely-used 
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personal financial management program, has formed online partnerships with a 

number of brokerage firms so that investors can download brokerage account 

and market information into their personal financial program.534[229]  According 

to former SEC Commissioner Richard Roberts, electronic trading by individuals 

on Nasdaq will “increase exponentially for the foreseeable future.”535[230]  

Access to Nasdaq’s Small Order Execution System (“SOES”), coupled with the 

enormous amounts of information available instantly online at little or no cost, 

gives retail customers the ability to trade electronically with the kind of 

information that historically was enjoyed only by institutions.536[231] 

Financial information providers have recently faced increased burdens of 

administering millions of contracts for the use of real-time stock quotes delivered 

over the Internet.  All the information exchanges have different requirements for 

real-time information.  Some require lengthy sign-up procedures in order to 

protect themselves.  For example, Fox News requires a viewer to click 

acceptance on several successive screens which set forth conditions under 

which the real-time information will be furnished.  Under proposed new Article 2B 

of the Uniform Commercial Code (“UCC”), the information providers would 

continue to be required to retain their extensive records showing the viewers’ 

agreement to the terms and conditions.537[232] 

Such online tools and data bases tend to level the playing field not only between 

big and small investment professionals, but between investment professionals 

and dedicated amateurs as well.  Sites such as Microsoft Investor are easy for 

the amateur to use and offer amazing speed.  In providing individual investors 

                                                 
534[229]D. Daragahi, E*Trade Teams Up with Intuit, SEC. IND. NEWS (Nov. 17, 

1997), 5. 

535[230]Electronic Execution:  the Future of Nasdaq, SEC. INC. NEWS (Nov. 17, 

1997), 2. 

536[231]Id. 3. 

537[232]S. Stirland, Net Based Data Rules Still in Progress, SEC. IND. NEWS 

(Aug. 3, 1998), 4. 



the SEC is keenly aware of the extent to which the use of electronic technology, 

including the Internet, enhances the ability of investors to make informed 

investment decisions in a variety of ways, 

“by giving investors information faster; by giving investors information in 

electronic format, so databases can be searched and financial information can be 

analyzed more readily; by reducing disparities between large and small investors’ 

ability to access information; and by helping investors communicate with each 

other and with companies.”538[233] 

In view of the accelerating speed and power of the Internet, it is hardly fanciful to 

project that a bright high-schooler in 2001 A.D. will be better equipped from the 

standpoint of data and tools to analyze securities than a professional was just a 

few years ago.  In fact, some commentators argue that because the Internet 

gives the “average” investor the same access to information once reserved for 

wealthy and sophisticated investors, the “average investors should be treated as 

‘sophisticated’ under the federal securities laws.”539[234] 

C.          Internet Websites As Market Information. 

Almost every company that has issued or contemplates issuing its securities to 

the public has a home page somewhere on the World Wide Web.  These Web 

sites customarily contain news and information about the issuer and its products.  

They also may contain links to current SEC filings, analysts’ reports on the 

company’s securities, or news stories about the company.  Information on an 

issuer contained in a Web site presents a number of concerns that can be 

addressed if precautions are taken. 

The issuer must recognize that it not only will be held responsible for the 

information it generates for the site, but may be accountable for the accuracy of 
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information contained in third-party sites to which the issuer provides hyperlinks.  

Courts have held issuers liable for projections or reports by analysts and others 

where they have distributed or endorsed such materials.540[235]  The issuer 

must also be sensitive to the possibility that information on its site or on linked 

sites will be “forward looking,” and hence eligible for the safe-harbor protection 

that can apply to such information. 

Precautions can minimize the risks in this areas.  An issuer should precede or 

surround a hypertext link with a disclaimer that it makes no endorsement of any 

such linked material, has no control over the material, and neither seeks to affect 

is content nor undertakes to monitor such sites.  All materials generated by an 

issuer should be dated, and the site should contain general cautionary language 

advising viewers that they cannot necessarily rely on older information as a guide 

to future results.  If the information on the issuer’s site is forward-looking, it 

should be accompanied by cautionary language that specifically cites important 

factors, peculiar to the specific issuer, that might cause actual results to differ 

materially from those projected in the forward-looking information.  The 

cautionary language must go beyond listing generic types of risks that could 

impact on almost any kind of company.  Cautious issuers will label the parts of its 

Web site that are intended for investors rather than for customers or suppliers 

and will, on those pages intended for investors, place prominent notices 

indicating that the forward-looking information is subject to risks. 

V.              The Jurisdictional Reach of Securities Laws. 

A.          Background:  Basic Jurisdictional Principles under the U.S. Constitution and 

under International Law. 

In exploring the new jurisdictional issues posed by the issuance and trading of 

securities on the Internet, it is useful to review briefly the principles of personal 

jurisdiction that antedate this new medium.  Traditionally, there have been two 

types of personal jurisdiction under U.S. law, “general” and “specific.”  General 

                                                 
540[235]E.g., see In re Syntex Corp. Sec. Litig., 95 F.3d 922 (9th Cir. 1996); 

Elkind v. Liggett & Myers, Inc., 635 F.2d 156, 163 (2d. Cir. 1980). 



jurisdiction is of less immediate importance to Internet transactions and involves 

a nonresident defendant whose contacts with the forum state are unrelated to the 

particular dispute in issue.  The criteria for application of general jurisdiction 

under constitutional due process limitations are very strict; such jurisdiction can 

apply only if the defendant’s contacts with the forum are “systematic” and 

“continuous” enough that the defendant might anticipate defending any type of 

claim there.541[236]  Given such strict requirements, it is not surprising that to 

date no finding of general jurisdiction has been based solely on advertising on 

the Internet.542[237] 

                                                 
541[236]International Shoe Co. v. Washington, 326 U.S. 310, 318 (1945) 

(“International Shoe”), quoting Milliken v. Meyer, 311 U.S. 457, 463 (1940). 

542[237]See, e.g., McDonough v. Fallon McElligott, Inc., 40 U.S.P.Q.2d 1826 

(S.D. Cal. 1996); IDS Life Insurance Co. v. Sun America, Inc., 1997 W.L. 7286 

(N.D. Ill. 1997).  Both cases reject general jurisdiction over a defendant based on 

advertising on the Web, where the matters complained of had nothing to do with 

the Web presence or the advertising.  In California Software, Inc. v. Reliability 

Research, Inc., 631 F. Supp. 1356 (C.D. Cal. 1986), the defendants wrote 

messages to several California companies via a bulletin board and 

communicated with three California residents via telephone and letters, allegedly 

denigrating plaintiffs’ right to market software.  The Court held that general 

jurisdiction could not be based on the “mere act of transmitting information 

through the use of interstate communication facilities,” where defendant had no 

offices in California and did not otherwise conduct business there except to 

communicate with California users of the national bulletin board; 631 F. Supp. at 

1360.  The court did find specific jurisdiction.  In Panavision International, L.P. v. 

Toeppen, 938 F. Supp. 616 (C.D. Cal. 1996), the federal court rejected general 

jurisdiction in California over an Illinois defendant who used a California 

company’s trademark in a website address in order to compel the plaintiff to buy 

out his domain rights. 



Specific jurisdiction applies where the defendant’s contacts with the forum state 

relate to the particular dispute in issues.  As stated in 1945 by the U.S. Supreme 

Court, personal jurisdiction over a non-resident defendant by a forum state 

requires only that “he have certain minimum contacts with it, such that the 

maintenance of the suit does not offend `traditional notions of fair play and 

substantial justice.’”543[238]  Existence of the required “minimum contacts” is 

determined by a three-part test:  (1) the defendant must purposefully direct his 

activities or consummate some transaction with the forum state or a resident 

thereof; or perform some act by which he purposefully avails himself of the 

privilege of conducting activities in the forum and thereby invokes the benefits 

and protections of its laws; (2) the claim must be one arising out of or relating to 

the defendant’s forum-related activities; and (3) the exercise of jurisdiction must 

comport with “fair play and substantial justice,” i.e., it must be 

reasonable.544[239] 

A leading example of “purposeful direction” in the context of more traditional 

media was found where Florida residents wrote and edited an article in the 

National Enquirer which defamed a California resident.  The Enquirer had its 

largest circulation in California and was the focal point of both the story and the 

harm suffered.  These factors led the U.S. Supreme Court to conclude that there 

was sufficient evidence that the defendants’ actions were “aimed at California” 

and would be expected to have a potentially devastating effect on the California 

resident, hence the defendants could have reasonably foreseen being brought 

into court in California.545[240] 

The test of “purposefully availing” oneself of the privilege of conducting business 

in the forum can be met if a party reaches beyond one state to “create continuing 

                                                 
543[238]International Shoe, 326 U.S. 310, 316 (1945). 

544[239]Core-Vent v. Nobel Industries AB, 11 F.3d 1482, 1485 (9th Cir. 1993), 

citing Lake v. Lake, 817 F. 2d 1416, 1421 (9th Cir. 1987). 

545[240]Calder v. Jones, 465 U.S. 783, 789 (1984). 



relationships and obligations with citizens of another state.”546[241]  For 

example, taken alone, a single contract between a resident of the forum state 

and an out �of-state party may not establish sufficient minimum contacts to 

support personal jurisdiction.  However, if there are added contacts such as 

telephone calls and mail into the forum state, the total contacts can collectively 

form a basis for jurisdiction over the nonresident.547[242] 

International law similarly limits a country’s authority to exercise jurisdiction in 

cases that involve interests or activities of non-residents.548[243] First, there 

must exist “jurisdiction to prescribe.”  If jurisdiction to prescribe exists, 

“jurisdiction to adjudicate” and, “jurisdiction to enforce” will be examined.  The 

                                                 
546[241]Burger King Corp. v. Rudzewicz, 471 U.S. 462, 473 (1985), quoting 

Travelers Health Assn. v. Virginia, 339 U.S. 643, 647 (1950).  See also McGee v. 

International Life Insurance Co., 355 U.S. 220, 222-223 (1957). 

547[242]Burger King Corp., supra, 471 U.S. at 476.  Once a nonresident has 

either purposefully directed activities to the forum state or has purposefully 

availed himself of the privilege of conducting activities in the forum, the question 

of fairness must be considered.  The Supreme Court has articulated five 

separate “fairness factors” that may require assessment to determine whether or 

not specific jurisdiction should apply.  These factors include: 

 1. The burden on the defendant of defending in the forum; 

 2. The forum state’s interest in adjudicating the dispute; 

 3. The plaintiff’s interest in obtaining convenient and effective relief; 

 4. The interstate judicial system’s interest in efficient resolution of 

controversies; and 

 5. The shared interest of the states in furthering substantive social 

policies.  World-Wide Volkswagen Corp. v. Woodson, 444 U.S. 286, 292 (1980). 

548[243]RESTATEMENT (3RD) OF THE FOREIGN RELATIONS LAW OF THE 

U.S. §401, comment a (1987). 



foregoing three types of jurisdiction are often interdependent and based on 

similar considerations.549[244] 

“Jurisdiction to prescribe” means that the substantive laws of the forum country 

are applicable to the particular persons and circumstances.550[245] Simply 

stated, a country has jurisdiction to prescribe law with respect to:  (1) conduct 

that, wholly or in substantial part, takes place within its territory; (2) the status of 

persons, or interests in things, present within its territory; (3) conduct outside its 

territory that has or is intended to have substantial effect within its territory; 

(4) the activities, interests, status, or relations of its nationals outside as well as 

within its territory; and (5) certain conduct outside its territory by persons who are 

not its nationals that is directed against the security of the country or against a 

limited class of other national interests.551[246] 

Overarching the foregoing international law criteria is a general requirement of 

reasonableness.  Thus, even when one of the foregoing bases of jurisdiction is 

present, a country may not exercise jurisdiction to prescribe law with respect to a 

person or activity having connection with another country if the exercise of 

jurisdiction is unreasonable.552[247]  The net effect of the reasonableness 

                                                 
549[244]Id. 230-31. 

550[245]Id. 236-37. 

551[246]Id. §402. 

552[247]Id. §403(1).  In addition, §403(2) enumerates different factors which 

have to be evaluated in determining the reasonableness of assertion of 

jurisdiction:  (1) the link of the activity to the territory of the regulating state, i.e., 

the extent to which the activity takes place within the territory, or has substantial, 

direct, and foreseeable effect upon or in the territory; (2) the connections, such 

as nationality, residence, or economic activity, between the regulating state and 

the persons principally responsible for the activity to be regulated, or between 

that state and those whom the regulation is designed to protect; (3) the character 

of the activity to be regulated, the importance of regulation to the regulating state, 

the extent to which other states regulate such activities, and the degree to which 



standard is to require more close contact between a foreign defendant and the 

forum country than is required under constitutional due process.553[248] 

Because the federal securities laws afford little guidance on the extent to which 

their antifraud provisions of the federal securities laws apply to securities 

transactions that are primarily extra-territorial but have some connection to the 

United States, courts have struggled for years to delineate the parameters. 

554[249]  The 1934 Act states that it “shall not apply to any person insofar as he 

transacts business in securities without the jurisdiction of the United States, 

unless he transacts such business in contravention of such rules as the 

[Securities and Exchange] Commission may prescribe as necessary or 

appropriate to prevent the evasion of this chapter.”555[250]  The Seventh Circuit 

recently ruled that the 1934 Act gave jurisdiction over an alleged fraud of a 

Malaysian company where the Caribbean-incorporated defendant allegedly 

                                                                                                                                                 
the desirability of such regulation is generally accepted; (4) the existence of 

justified expectations that might be protected or hurt by the regulation; (5) the 

importance of the regulation to the international political, legal, or economic 

system; (6) the extent to which the regulation is consistent with the traditions of 

the international system; (7) the extent to which another state may have an 

interest in regulating the activity; and (8) the likelihood of conflict with regulation 

by another state. 

553[248]G. Born, Reflections on Judicial Jurisdiction in International Cases, 17 

GA. J. INT. & COMP. LAW 1, 33 (1987); see Asahi Metal Indus. Co. v. Superior 

Court, 480 U.S. 102, 115 (1987). 

554[249]See e.g., Robinson v. TCI/US West Communications, Inc., 117 F.3d 

900, 904-05 (5th Cir. 1997):  “[w]ith one small exception the [1934 Act] . . . does 

nothing to address the circumstances under which American courts have subject 

matter jurisdiction to hear suits involving foreign transactions. 

555[250]15 U.S.C. §78dd(b). 



conceived and planned its scheme in the U.S., from which solicitations were sent 

and where payments were received.556[251] 

B.          Conflict Between the Internet and Jurisdictional Boundaries. 

The principles of jurisdiction just discussed are made more difficult to apply to the 

Internet, despite its decentralized structure.  Information over the Internet passes 

through a network of networks, some linked to other computers or networks, 

some not.  Not only can messages between and among computers travel along 

much different routes, but “packet switching” communication protocols allow 

individual messages to be subdivided into smaller “packets” which are then sent 

independently to a destination where they are automatically reassembled by the 

receiving computer.557[252]  Since the Internet is indifferent to the actual 

location of computers among which information is routed, there is no necessary 

connection between an Internet address and a physical jurisdiction.558[253]  

Moreover, Web sites can be interconnected, regardless of location, by the use of 

hyperlinks.  Information that arrives on a Web site within a given jurisdiction may 

flow from a linked site entirely outside that jurisdiction.559[254]  Finally, 

notwithstanding the Internet’s complex structure, the Internet is predominately a 

                                                 
556[251]Kauthar SDN BHD v. Sternberg, 1998 WL 388921 (7th Cir. 1998). 

557[252]See stipulated facts regarding the Internet in American Civil Liberties 

Union v. Reno, 929 F. Supp. 824, 830-32 (E.D. Pa. 1996). 

558[253]D. Johnson and D. Post, Law and Borders �-The Rise of Law in 

Cyberspace, 48 STAN. L. REV. 1367, 1371 (1996). 

559[254]The Internet also uses “caching,” i.e., the process of copying information 

to servers in order to shorter the time of future trips to a Web site.  The Internet 

server may be located in a different jurisdiction from the site that originates the 

information, and may store partial or complete duplicates of materials from the 

originating site.  The user of the World Wide Web will never see any difference 

between the cached materials and the original. American Civil Liberties Union v. 

Reno, supra note 195, 929 F. Supp. at 848-49. 



passive system.  In other words, Internet communication only occurs when it is 

initiated by a user. 

C.          The U.S. Constitution and State Blue-Sky Laws Meet the Internet. 

1.   Constitutional Principles Applied to Internet Jurisdictional Questions. 

Precedents from print, telephone and radio media generate analogies that can be 

useful in determining whether jurisdiction over Internet activities offends 

constitutional due process.  For example, if an Internet-based news service were 

to send a number of messages specifically addressed to residents of a forum, 

there would be “purposeful direction.”  Such purposeful direction can exist even 

though, unlike the physical shipment of substantial numbers of copies of the 

National Enquirer into California, from which the newspaper may be deemed to 

foresee an effect in that forum, nothing is shipped physically on the Internet.  E-

mail over the Internet is similar to traditional postal mail and to phone calls in this 

respect. 

Bulletin boards and Web sites are a step removed from e-mail.  The person who 

posts a bulletin board message knows that the message can be resent by others 

elsewhere in the world, but cannot control such redistribution.  A Web site is even 

more of a passive medium; it sends nothing specifically directed to the forum 

state, but posts general information so that viewers can log on to the site.  An 

analogy to the size of the National Enquirer’s forum state circulation might be the 

number of hits on the Web site that emanate from the forum state.  A site 

operator can identify the source of “hits” on his site; an operator of a Web site 

would therefore know whether a large proportion of the hits came from California.  

If information about a California resident were posted on the site, it could be 

argued under the National Enquirer rationale that the operator purposefully 

directed the information to California residents. 

It is therefore unsurprising that decisions upholding the exercise of specific 

jurisdiction over a nonresident defendant by reason of using the Internet have 

typically been based on the defendant’s purposeful availment of the privilege of 

doing business in the forum jurisdiction or the defendant’s purposeful direction of 



electronic communications to the forum jurisdiction.560[255]  When an Internet 

communication is directed into the forum for purposes of a transaction, personal 

                                                 
560[255]Jurisdiction was found to exist in:  Hasbro Inc. v. Clue Computing Inc., 

1997 U.S. Dist. LEXIS 18857 (D.Mass. Sept. 30, 1997) (Rhode Island Web site 

operator listed Massachusetts client on its site and which was accessible to 

Massachusetts residents); CompuServe, Inc. v. Patterson, 89 F.3d 1257 (6th 

Cor. 1996) (repeated transmission of software and messages over the Internet to 

forum state); Inset Systems, Inc. v. Instruction Set, Inc., 937 F. Supp. 161 (D. 

Conn. 1996); Heroes, Inc. v. Heroes Foundation, 41 U.S.P.Q. 2d 1513 (D. D.C. 

1996); Maritz, Inc. v. CyberGold, Inc., 947 F. Supp. 1328 (E.D. Mo. 1996) (191 

hits by Missouri viewers on California Web site constituted “purposeful 

availment”); Zippo Mfg. Co. v. Zippo Dot Com, Inc., 952 F. Supp. 1119 (W.D. Pa. 

1997) (3,000 Pennsylvania subscribers to Internet news service constituted 

“purposeful availment”); Panavision Intern, L.P. v. Toeppen, 938 F. Supp. 616 

(C.D. Cal. 1996); EDIAS Software Intern, L.L.C. v. Basis Intern, Ltd., 947 F. Supp 

413 (D. Ariz. 1996) (dependent could foresee impact in the forum state of 

defamatory material on its Web site and e-mail sent into state); Minnesota v. 

Granite Gate Resorts, Inc., 1996 W.L. 767432 (E. Minn. 1996) (contract provision 

that Web site operator could sue user of operator’s services in user’s home 

state); Resuscitation Technologies, Inc. v. Continental Health Care Corp., 1997 

W.L. 148567 (S.D. Ind. 1997) (although plaintiff initiated contacts with its Web 

site posting, subsequent extensive e-mail and phone contacts by Michigan 

defendants warranted Indiana jurisdiction); California Software Inc. v. Reliability 

Research, 631 F. Supp. 1356 (C.D. Cal. 1986) (messages placed by Vermont 

residents on Web bulletin board defaming California business foreseeably 

caused damage in California).  Jurisdiction was not found in the following cases:  

Cybersell Inc. v. Cybersell Inc. (9th Cir. 1997) (mere accessibility by Arizona 

resident to passive, Florida-based Web site); Bensusan Restaurant Corp. v. 

King, 937 F. Supp. 295 (S.D.N.Y. 1996) (Missouri defendant based on a Web 

site advertising the defendant’s nightclub; no evidence that sales were made or 



jurisdiction based on more traditional means such as mail or telephone can be 

invoked to determine that the defendant is electing to do business there.  By the 

same token, if the Web site operator intends to receive communications 

emanating from the forum state in response to a Web posting and actually does, 

he avails himself of the privilege of doing business there.  In one case, for 

example, a non-resident of California allegedly operated a scheme consisting of 

registering exclusive Internet domain names for his own use that contained 

registered trademarks.561[256]  The defendant allegedly demanded fees from a 

California resident and other businesses that asked him to discontinue his 

unauthorized use of their trademarks.  A federal district court held that it had 

personal jurisdiction over the defendant by the defendant’s having committed a 

tort “expressly aimed” at California.562[257]  It reasoned that the defendant could 

foresee the harm done in California and therefore satisfied the minimum contact 

requirement. 

In another case, the defendant registered an Internet address, which contained 

the plaintiff’s trademark as its own.  The plaintiff then sued for violation of his 

trademark.  A Connecticut federal court found the out-of-state defendant subject 

to its jurisdiction because its Internet advertising could be accessed in 

                                                                                                                                                 
solicited in New York or that New Yorkers were actively encouraged to access 

the site); Smith v. Hobby Lobby Stores, Inc., 968 F. Supp. 1356, 1365 (W.D. Ark. 

1997) (no general jurisdiction where Hong Kong manufacturer of artificial 

Christmas tree advertised on the Web, but tree was purchased from a retailer in 

Arkansas); McDonough v. Fallow McElligott, Inc., supra note 126 (mere 

accessibility of Missouri Website by Californians insufficient for general personal 

jurisdiction); Hearst v. Goldberger, 1997 WL 97097 (S.D.N.Y. 1997) (no specific 

jurisdiction where New Jersey site was accessible to and visited by New Yorkers, 

where no sales of goods or services had occurred). 

561[256]Panavision Int’l, L.P. v. Toeppen, 1996 WL 534083 (C.D. Cal. Sept. 19, 

1996). 

562[257]1996 WL 534083 at *5. 



Connecticut.563[258]  The advertising on the Internet was found to be 

“solicitation of a sufficient[ly] repetitive nature to satisfy” the requirements of 

Connecticut’s long-arm statute, which confers jurisdiction over foreign 

corporations on a claim arising out of any business in Connecticut.  The court 

also held that the minimum contact test of the due process clause of the 

Fourteenth Amendment was satisfied, because the defendant had purposefully 

“availed” himself of the privilege of doing business in Connecticut in directing its 

advertising and phone number to the state where some 10,000 subscribers could 

access the Web site. 

Constitutional due process allows potential defendants to structure their conduct 

in a way to avoid the forum state.564[259]  However, to assume that a Web site 

operator can entirely avoid a given jurisdiction is unrealistic.  Because the Web 

overflows all boundaries, the only way to avoid any contact whatsoever with a 

specific jurisdiction would be to stay off the Internet.565[260]  For that reason, 

mere accessibility of a Web site should not properly be deemed to satisfy the 

Fourteenth Amendment minimum contacts requirements.  Site operators should 

be able to structure their site use to avoid a given state’s jurisdiction.  As 

                                                 
563[258]Inset Systems, Inc. v. Instructions Set, Inc., 937 F. Supp. 161 (D. Conn. 

1996). 

564[259]World-Wide Volkswagen, supra, note 187, 444 U.S. at 296. 

565[260]The use of filtering devices is theoretically possible, but the efficacy of 

these devices have not yet been proven.  See American Civil Liberties Union v. 

Reno, supra, note 195, 929 F. Supp. at 844-46 (age filtering devices for sexually 

explicit materials under Community Decency Act); CompuServe Inc. v. Cyber 

Promotions, Inc., 1997 WL 109303 (S.D. Ohio 1997) (CompuServe’s attempts to 

set up filters to keep defendant from “spamming” (sending bulk junk e-mails) 

thwarted by defendant’s falsifying the point of origin information on its e-mail and 

by configuring its network servers to conceal its actual domain name); see also 

Bensusan Restaurant Corp. v. King, 937 F. Supp 295, 300 (S.D.N.Y. 1996). 



described below, this reality has been recognized by regulators in the United 

States under both state blue-sky statutes and federal securities laws. 

2.   State Blue-Sky Laws and Jurisdiction Over Issuance of Securities on the 

Internet. 

As discussed in subsection II.B.2 above, the Uniform Securities Act applies a 

state’s jurisdictional reach to persons offering to buy or sell securities “in [a 

given] . . . state.”566[261]  In fact, the constitutionally permissible reach of a 

state’s in personam jurisdiction is even broader than those words suggest.  

Under a typical long-arm statute, even if a defendant does not have substantial 

or continuous activities within a State, personal jurisdiction can still be based on 

purposeful direction of activities toward the State.567[262] 

The USA tightens the jurisdictional inquiry by providing that an offer to sell or buy 

is made “in this state, whether or not either party is then present in this state, 

when the offer (1) originates from this state or (2) is directed by the offeror to this 

state and received at the place to which it is directed . . . .”568[263]  Whether an 

Internet offer “originates” from a given state should not be based on the physical 

location of the essentially passive circuits carrying the message.  Regardless of 

the multiplicity of networks and computers that an electronic message may 

traverse, the place where information is entered into a Web site or into e-mail is 

the point of origination. 

Whether an Internet-based offer to buy or sell is “directed” into a given state is a 

more complex factual inquiry.  If an offer to sell securities were mailed or 

communicated by telephone to a person in a forum state, personal jurisdiction in 

                                                 
566[261]Section 414(a) of the USA.  See note 26 supra and accompanying test. 

567[262]Burger King Corp. v. Rudzewicz, supra, note 127, 471 U.S. at 472-76; 

Davis v. Metro Productions Inc., 885 F.2d 515, 520 (9th Cir. 1989) (tax shelter 

investment contracts sold to Arizona resident and delivered in Arizona formed 

constitutional basis for Arizona’s long-arm jurisdiction). 

568[263]Section 414(c) of the USA; emphasis added. 



that state should apply.569[264]  By like token, an e-mail offer by Internet directly 

to the a resident of a state would similarly constitute a basis for jurisdiction in that 

state.  So would acceptance by an out-of-state issuer of an e-mail from person in 

the forum state, subscribing to a general offering posted on the World Wide Web.  

However, mere posting of the existence of an offering on the World Wide Web, 

without more, is different.  Standing alone, it constitutes insufficient evidence that 

the offer is specifically “directed” to persons in every state.  The offer may, 

indeed, not be intended to be accepted by persons in certain states. 

In order to reconcile technology, practicality and due process concerns, the North 

American Securities Administrators Association (NASAA) adopted a model rule 

to clarify jurisdiction over Web-based securities offerings.  Under the NASAA 

policy, states will generally not attempt to assert jurisdiction over an offering if the 

Web site contains a disclaimer essentially stating that no offers or sales are 

being made to any resident of that state, the site excludes such residents from 

access to the purchasing screens and in fact no sales are made to residents of 

that state.570[265] 

As of mid-1998, 34 states had adopted a version the NASAA safe-harbor, either 

by statute, regulation, interpretation or no-action letter.571[266]  Commonly, the 

disclaimer is contained in a page linked to the home page of the offering.  In late 

1997 the Arizona Corporation Commissioner proposed a stricter version which 

would require that the disclaimer be placed on the home page, rather than 

through hypertext links.  A preferred technique is to request entry of the viewer’s 

address and ZIP code before the viewer is allowed to access the offering 

materials.  If the viewer resides in a state in which the offering has not been 

qualified, access is denied.  Of course, the viewer might choose to lie, but it can 

                                                 
569[264]J. LONG, supra note 26, §3.04[2] at 3-26, 3-27. 

570[265]Model NASAA Interpretive Order and Resolution, posted at NASAA’s 

official Web site, www.nasaa.org/bluesky/guidelines/internetadv.html. 

571[266]See BLUE SKY L. REP. (CCH) ¶6481. 



be argued with some logic that a Website operator cannot reasonably “foresee” 

that viewers would lie. 

3.   Blue-Sky Laws and Jurisdiction Over Broker-Dealers and Investment Advisers 

Operating on the Internet. 

NASAA also adopted in 1997 a practical approach to jurisdiction over broker 

�dealers and investment advisors.572[267]  NASAA’s policy exempts from the 

definition of “transacting business” within a state for purposes of Sections 201(a) 

and 201(c) of the Uniform Securities Act those communications by out-of-state 

broker-dealers, investment advisers, agents and representatives that involve 

generalized information about products and services where it is clearly stated 

that the person may only transact business in the state if first registered or 

otherwise exempted, where the person does not attempt to effect transactions in 

securities or render personalized investment advice, uses “firewalls” against 

directed communications, and also uses specified legends.573[268]  NASAA’s 

                                                 
572[267]The policy is available on the Internet at www.nasaa.org/bluesky/ 

guidelines/internetadv.html.  See also Interpretive Order Concerning Broker-

Dealers, Investment Advisers, Broker-Dealer Agents and Investment Adviser 

Representatives Using the Internet for General Dissemination of Information on 

Products and Services (Apr. 27, 1997) CCH NASAA Reports ¶2191.  As of mid-

1988, 22 states had adopted a version of the safe harbor.  1 BLUE SKY L. REP. 

(CCH) ¶6481. 

573[268]Broker-dealers, investment advisers, broker-dealer agents (“BD agents”) 

and investment adviser representatives or associated person (“IA reps”) who use 

the Internet to distribute information on available products and services directed 

generally to anyone having access to the Internet, and transmitted through the 

Internet, will not be deemed to be “transacting business” in the state if all of the 

following conditions are met: 

A. The communication contains a legend clearly stating that: 

  



                                                                                                                                                 
 (1) the broker-dealer, investment adviser, BD agent or IA rep 

may only transact business in a particular state if first 

registered, excluded or exempted from state broker-dealer, 

investment adviser, BD agent or IA rep requirements, as the 

case may be; and 

  

 (2) follow-up, individualized responses to persons in a particular 

state by such broker-dealer, investment adviser, BD agent or 

IA rep that involve either the effecting or attempting to effect 

transactions in securities or the rendering of personalized 

investment advice for compensation, as the case may be, 

will not be made absent compliance with the state’s broker-

dealer, investment adviser, BD agent or IA rep requirements, 

or pursuant to an applicable state exemption or exclusion; 

and 

  

 a. for information concerning the licensure status or disciplinary 

history of a broker-dealer, investment adviser, BD agent or 

IA rep, a consumer should contact his or her state securities 

law administrator. 

B. The Internet communication contains a mechanism, including 

without limitation technical “firewalls” or other implemented policies 

and procedures, designed to ensure that prior to any subsequent, 

direct communication with prospective customers or clients in the 

state, the broker-dealer, investment adviser, BD agent or IA rep is 

first registered in the state or qualifies for an exemption or exclusion 

from such requirement.  (This provision is not to be construed to 

relieve a broker-dealer, investment adviser, BD agent or IA rep who 

is registered in a state from any applicable registration requirement 

with respect to the offer or sale of securities in such state); 



approach should facilitate the use of the Web by those smaller or regional 

securities professionals who focus their activities in a limited geographical area. 

D.          Enforcing U.S. Securities Laws Against Foreign Web Sites. 

1.   The SEC’s Jurisdictional Position. 

The SEC in 1998 articulated an approach to jurisdiction over Internet 

transactions that resembles the NASAA approach, although in the context of a 

broader statutory scheme.  1933 Act defines its jurisdiction as based on any type 

of communication in “interstate commerce.”  Thus, it embrace “any means or 

instruments . . . of communication in interstate commerce” to sell securities that 

are not either registered or exempt from registration.574[269]  1934 Act 

jurisdiction likewise applies to any broker or dealer (including any foreign broker 

or dealer), who makes use of any “instrumentality of interstate commerce to 

effect transactions in, or induce or attempt to induce the purchase or sale” of any 

security an instrument of communication in interstate commerce, the issue 

determining application of the federal securities laws is whether the off-shore 

resident is using that instrument simply by posting on the World Wide Web. 

The SEC has in the past interpreted the 1934 Act broadly enough to require an 

off-shore broker or dealer to register under that Act where its only U.S. activity is 
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execution of unsolicited orders from persons in the U.S.575[270]  Such an 

interpretation is not inconsistent with either concepts of due process or 

international law.  It will be recalled that, under international law, a country may 

assert jurisdiction over a non-resident where the assertion of jurisdiction would 

be reasonable.576[271]  The standards include, among others, whether the non-

resident carried on activity in the country only in respect of such activity, or 

whether the non-resident carried on, outside the country, an activity having a 

substantial, direct, and foreseeable effect within the country with respect to such 

activity.577[272]  Under these rules, a court in one country could assert 

jurisdiction over a foreign company under the “doing business” or “substantial 

and foreseeable effects” tests where financial information is directed by e-mail 

into the country.  The accessibility of a Web site to residents of a particular 

country might also be considered sufficient to assert personal jurisdiction over an 

individual or company running the Web site. 

In April, 1998 the SEC issued an interpretive release on the application of federal 

securities laws to offshore Internet offers, securities transactions and advertising 

of investment services.578[273]  The SEC’s release sought to “clarify when the 

posting of offering or solicitation materials” on Web sites would not be deemed 

activity taking place in the United States for purposes of federal securities 

laws.579[274]  The SEC adopted a rationale that resembles that used by the 

NASAA in determining the application of state blue-sky laws.580[275]  
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Essentially, the SEC stated that it will not view issuers, broker-dealers, 

exchanges and investment advisers to be subject to registration requirements of 

the U.S. securities laws if they are not “targeted to the United States.581[276] 

Thus, the SEC generally will not consider an offshore Internet offer made by a 

non-U.S. offeror as targeted at the U.S. if (1) the Web site includes a prominent 

disclaimer making clear that the offer is directed only to countries other than the 

U.S., and (2) the Web site offeror implements procedures that are “reasonably 

designed to guard against sales to U.S. persons in the offshore 

offering.”582[277]  There are several ways that an offer to non-U.S. locales can 

be expressed.  The site could state specifically that the securities are not 

available to U.S. persons or in the U.S.  Alternatively, it could list the countries in 

which the securities are being offered. 

There are likewise several ways to guard against sales to U.S. persons.  For 

example, the offeror could determine the buyer’s residence by obtaining the 

purchaser’s mailing address or telephone number (including area code) before 

sale.  If the offshore party received indications that the purchaser is a U.S. 

resident, such as U.S. taxpayer identification number or payment drawn on a 

U.S. bank, then the party might on notice that additional steps need to be taken 

to verify that a U.S. resident is not involved.583[278]  Offshore offerors who use 

third-party Web services to post offering materials would be subject to similar 

precautions, and also would be have to install additional precautions if the third-

party Web site generated interest in the offering.  The offshore offeror which uses 

a third-party site that had a significant number of U.S. subscribers or clients 

would be required to limit access to the materials to those who could 

demonstrate that they are not U.S. residents.584[279] 
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Where the off-shore offering is made by a U.S. issuer, stricter measures would 

be required because U.S. residents can more readily obtain access to the offer.  

Accordingly, the SEC requires a U.S. issuer to implement password procedures 

by which access to the Internet offer is limited to persons who can obtain a 

password to the Web site by demonstrating that they are not U.S. 

citizens.585[280] 

If Internet offerings are made by a foreign investment company, similar 

precautions must be taken not to target U.S. persons in order to avoid 

registration and regulations under the 1940 Act.  From a practical standpoint, the 

SEC’s historical reluctance to allow foreign investment companies to register 

under the 1940 Act means that foreign investment companies can only make 

private placement in the U.S.586[281]  When an offer is made offshore on the 

Internet and with a concurrent private offer in the U.S., the offeror must guard 

against indirectly using the Internet offer to stimulate participants in the private 

U.S. offer.587[282] 

The SEC’s interpretation requires a broker-dealer which wants to avoid U.S. 

jurisdiction to take measures reasonably designed to ensure that it does not 

effect securities transactions with U.S. persons as a result of Internet activity.  

For example, the use of disclaimers coupled with actual refusal to deal with any 

person whom the broker-dealer has reason to believe is a U.S. person will afford 

an exemption from U.S. broker-dealer registration as suggested in the SEC 

interpretation, a foreign broker-dealer should require potential customers to 

provide sufficient information on residency. 

By like token, the SEC will not apply exchange registration requirements to a 

foreign exchange that sponsors its own Web site generally advertising its quotes 

or allowing orders to be directed through its Web site so long as it takes steps 

reasonably designed to prevent U.S. persons from directing orders through the 
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site to the exchange.  Regardless of what precautions are taken by the issuer, 

the SEC will view solicitations as being subject to federal securities laws if their 

content appears to be targeted at U.S. persons.  For instance, the SEC cited 

offshore offers that emphasize the investor’s ability to avoid U.S. taxes on the 

investment.588[283] 

2.   Federal Enforcement Activities. 

Almost from the start of securities transactions in cyberspace, fraudulent activity 

stalked the same virtual terrain.  While message boards on the Web can be a 

unique medium by which individuals can access information about stocks and 

trading, they also have a darker side.  The general counsel of a company whose 

boards average 15,000 postings a day observed that “the stocks are subject to 

manipulation” by those who use them to tout stocks illegally or to spread false 

information.589[284]  To track down abusers of the message boards, the SEC is 

increasing the number of subpoenas it issues to board operators and is requiring 

quicker responses.590[285]  Only the Motley Fool among the four largest board 

providers even monitors its boards.  Instead, board providers rely heavily on self-

policing by participants.  A key problem is anonymity:  users can generate 

multiple identities on the boards and keep changing their names.591[286] 

Chat rooms can also be a source of false information and rumor.  However, the 

real-time talk on such sites is quickly erased, as compared to the virtually 

permanent status of postings on bulletin boards.  For that reason, the SEC tends 

to overlook the chat room activities.592[287]  The SEC’s concerns over 

burgeoning online fraud was exemplified in late 1998 when a major online-fraud 

sweep by the SEC resulted in charges against 44 companies and promoters for 
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illegally touting stocks over the Internet.  This sweep was followed early in 1999 

when it charged 13 individuals and companies with illegal touting of stocks over 

the Internet.  It claimed that four companies and nine promoters, brokers and 

Web site operators had misrepresented the prospects of 56 public companies by 

means of online newsletters and message boards.593[288]  The SEC’s 

“cyberforce” consists of 125 enforcement staffers, specially trained in Internet 

investigations, which monitors message boards, sites and chat rooms. 

Notwithstanding federal and state securities laws, investors within the U.S. log on 

freely to off-shore cybersecurities sites, since there are no technological barriers 

to prevent an American from investing directly via the Internet in the securities of 

a foreign issuer at a foreign site.  For example, U.S. viewers in 1997 could 

access the site of the first Australian DPO, Linear Energy Corporation Limited 

(www.linearenergy.com.au).  The Australian company claimed to have developed 

an engine using compressed air to generate electricity.  However, a U.S. viewer 

could not access the offering document without making a misrepresentation, 

because the Australian Securities Commission required that a viewer first confirm 

residence in Australia on the screen as a condition of accessing the prospectus. 

Not all offshore issuers can be expected to show the restraint of the Australians, 

which raises the practical question as to how the SEC or state regulations will be 

able to police offerings to U.S. residents.594[289]  Despite difficult practical 
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issues facing the SEC in such regulation, it intends to try.595[290]  The SEC has 

stated that it might attempt to regulate entities that “provide U.S. investors with 

the technological capability to trade directly on a foreign market’s facilities,” which 

could be construed to embrace any U.S. internet service provider or any U.S. 

Web site with a link to a foreign stock exchange or bulletin board.596[291] 

The SEC has made clear its intent to enforce federal statutes with respect to the 

Internet.  For instance, several offshore Internet sites who were not as fastidious 

as Australia’s Linear Energy encountered problems with the SEC.  A viewer 

could in early 1997 click to “FreeMarket” at www.freemarket.org/.  The viewer 

could not have advanced much beyond the home page, which advised that “[a]t 

the demand of the United States Securities and Exchange Commission, 

FreeMarket Foundation will discontinue operations immediately.”  Contending 

that “FreeMarket was founded upon the central tenet of America that everyone is 

free to transact business.”  FreeMarket said that the SEC was “killing” its dream 

of allowing companies to establish a secondary market for their own shares on 

the Internet.  What was needed, said FreeMarket, was “an unfettered flow of 

ideas on the Internet,” because “[i]t is unlikely that an Internet surfer will be 

scammed the same way a person receiving a telephone solicitation will.”  The 

SEC apparently saw things differently, since Freemarket went off its Web site 

after February 1997.  By June 1997, the domain name and address had been 

acquired by WinNET, a web hosting and design firm having no activity in the 

securities business. 

As late as early June 1997 a Web surfer still might have accessed another 

foreign Web site, “Offshore Capital Resources” (www.ocr-ltd.bs/).  Offshore 

Capital claimed to be a Bahamian International Business Corporation all of 

whose operations and all of whose transactions were outside the U.S.  It was 

                                                 
595[290]See J. Cella and J. Stark, SEC Enforcement and the Internet:  Meeting 

the Challenge of the Next Millennium--a Program for the Eagle and the Internet, 

52 BUS. LAW. 815, 834-35 (1997). 

596[291]See Securities Act Release No. 34-38672 (May 23, 1997), Part VII.B.2. 



offering, through what it called an “Offshore Placement Memorandum,” shares of 

its common stock.  The SEC also ordered this site to discontinue operations 

immediately, with the termination notice to be posted until June 30, 1997.  

Offshore Capital apologized on the screen that “[w]e won’t be able to continue 

with this leading-edge investment concept,” because the SEC wanted assurance 

that U.S. citizens would not participate in the transactions.  By late 1997, its Web 

address was blank. 

The SEC has used U.S. federal courts to bring proceedings against foreign-

based securities sellers.  For example, in 1997 the United States District Court of 

the District of Columbia permanently enjoined Wye Resources (in a default 

judgment) from violating U.S. securities laws.597[292]  Wye, a Canadian 

corporation, claimed to own mining interests but had no recorded mining 

earnings.  Wye also allegedly issued false press releases and public information.  

The default nature of the proceeding meant that the jurisdictional issue went 

uncontested, probably because Wye’s former President had earlier consented to 

a permanent injunction against him in the same action.598[293]  Similarly, the 

SEC took the default of a German resident obtained a permanent injunction 

against her, together with a court order that she pay more than $9.3 million in 

penalties.  She had used the Internet to solicit U.S. investors in building a 

fraudulent prime bank scheme.599[294] 

3.   State Regulation and Self-Regulation. 

State regulators are likewise putting intensive efforts into cracking down on 

Internet-based securities frauds.  The California Department of Corporations in 

June 1998 issued cease-and-desist orders as part of a new initiative aimed at on-
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line frauds.  The scams ranged from investments in a time machine to mining 

gold inside a volcano.600[295]  A number of those sent such cease-and-desist 

orders were non-California companies, such as a Kansas issuer of time share 

interests in a yet-to-be-built floating condominium complex.601[296]  The NASD 

has announced a program called “Nerwatch,” which will monitor chat rooms and 

investment sites on the Web for improper activity.602[297] 

E.           Regulation in Other Countries. 

Regulators in the U.S. and Europe are sorting out jurisdictional challenges raised 

by the Internet.  Joanna Benjamin, deputy chief executive of the U.K.’s Financial 

Law Panel, sees the traditional, geography-based system of jurisdiction 

undermined by global networks and remote access.  At the same time, she sees 

the International Organization of Security Commissions, the U.S., U.K. and 

Australia all moving toward a regulatory environment in which the “effects” 

principle of jurisdiction is given greater emphasis.603[298]  According to 

Christopher Cruickshank of the European Commission, his agency hopes to 

clarify the regulatory issues facing the European securities industry by 

promulgating a directive that will help define where an electronic organization is 

based and what contract laws apply to U.S. business.604[299] 

1.   The Netherlands. 

To date neither the STE nor the Dutch Central Bank has published policy 

statements with respect to these issues.  However, STE recently advised that it 

has together with representatives of DNB formed a policy committee and which 

will issue guidelines with respect to the offering of securities via Internet in the 
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near future.  STE further advised that it is likely to take the position that an 

offering of securities via Internet is deemed to take place from The Netherlands 

if: 

a. the issuer, trader or broker has its registered office in The 
Netherlands; or 

b. the offer is specifically directed to potential investors in The 
Netherlands. 

They propose to establish the fact that an offer is “specifically directed to Dutch 

investors” can be derived from several underlying facts, such as the information 

on the web site being in the Dutch language; the web site containing information 

which is relevant for potential Dutch investors, such as a description of the Dutch 

tax situation; an e-mail being sent to potential Dutch investors, or the existence of 

a web site of an issuer, trader or broker containing information with respect to 

securities (and through which web site in fact securities are offered specifically to 

potential Dutch investors), is advertised in The Netherlands “by other physical 

means” (i.e., by bill boards, posters, or media). 

The STE actively monitors Internet offerings of securities.  Thus far, no 

information is available of sanctions imposed against violations of the laws. 

2.   Belgium, Germany and the United Kingdom. 

Belgium 

As is the case in The Netherlands there is no specific regulation in Belgium 

regarding the trading of securities via the Internet.  It is therefore generally held 

that the existing regulations on public offerings apply trading on the Internet, 

When a public offering is made in Belgium, the issuer has to provide investors 

with a prospectus, which must first be approved by the Banking and Financial 

Commission (“BCF”, “Commissie voor Bank- en Financiewezen”, “Commission 

Bancaire et Financière”), the Belgian regulatory authority.  The BFC authorizes 

the circulation of a prospectus via the Internet by an authorized intermediary, as 

long as the web site displaying the prospectus contains a special note, warning 



that (i) the BCF has first approved the prospectus and that (ii) foreign legislation 

may still be applicable. 

The issues are whether the offering on the Internet is public or not, and whether it 

is deemed to be made in Belgium or not.  Firstly, an offering is deemed to be 

public (1) when it is advertised through a communication which is directed to the 

public in Belgium, (ii) when it is made through an intermediary in Belgium, or (iii) 

when it is addressed to more than 50 persons in Belgium.  There is, like in Dutch 

law, an exemption when the offering is only designated to institutional investors. 

On the second issue (whether the offering through the Internet is deemed to be 

made in Belgium), there are, as yet, no clear rules in Belgium.  In principle, a 

public offering shall be deemed to be made in Belgium when a person residing in 

Belgium is solicited, regardless of the nationality of the parties and the place 

where the orders are taken.  This criteria is, however, too broad when applied to 

the Internet and will have to be further defined by reference to case law in other 

fields, like case law issued in respect of commercial advertisement in Belgium. 

3.   Germany. 

In Germany, there are at least two laws aimed at protecting potential investors in 

securities.  The Foreign Investment Act and the Securities Selling Prospectus 

Act.  Both acts apply if a “public offering” is made in Germany.  If an offer of 

securities is actually being made in Germany, notification of the offer and a 

prospectus for the offer itself, is required. 

As in most other countries, there are a few exemptions.  Two of these 

exemptions, the “professional investors exemption” and the exemption for the 

holders of a European Passport, are fairly similar to the corresponding 

exemptions available under the Dutch law. 

It is unclear whether a public offering is deemed to be made in Germany if a web 

site is available or entered in Germany.  It is generally held, that an offering is, 

inter alia, considered to be made in Germany if (i) the web site is in the German 

language; or (ii) the contents of a web page are printed out and sent to potential 

German investors; or (iii) an advertisement is made in the media which includes 



a reference to the Web site.  It is further held that a prospectus which is only 

available on a web site and is not printed does not meet the requirements of 

German law.  Also the issuer, trader or broker is not allowed to take orders from 

German investors until they have received a written prospectus.  As is the case 

in The Netherlands, an offer made by e-mail is considered to be a public offering, 

unless the e-mail was only sent to a limited number of potential investors, who 

were known to the issuer, trader or broker. 

4.   United Kingdom. 

The U.K. securities regulators, the Securities and Futures Authority (“SFA”), and 

the Investment Management Regulatory Organization Ltd. (“IMRO”) have issued 

guidelines concerning jurisdiction over the Internet.605[300]  The SFA guidelines 

provide that any material which is an “investment advertisement” disseminated 

over the Internet will be deemed to “have been issued in” the U.K. if it is “directed 

at people in” the U.K.606[301]  To the extent that a firm relies on any exemption 

from the Financial Services Act of 1986, the firm must be able to demonstrate 

that only persons who qualify under the exemption have access to the Web 

site.607[302]  For example, a firm that uses passwords as a means to control 

access to its site must be able to show that only customers qualifying for an 

exemption receive the password and that the customer is aware that he alone 

can use the password.608[303] 

In the United Kingdom, operating an investment or securities business is not 

allowed unless by an authorized person, who can be a member of a self 

regulating organization.  These persons are also the only ones who are allowed 

to issue an investment advertisement in the UK. 
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The Securities and Investments Board (“SIB”), the primary regulator in the UK, 

has some time ago published guidelines to deal with the situation that a web site 

constitutes investment business or offerings of securities.  The guidelines state 

that those providers who are unlikely to be regarded as operating an investment 

business are those who (i) have no knowledge or control over the material 

provided on the site; (ii) do not promote another person’s services and merely act 

as a conduit and where the services are not promoted in its name.  Maintaining a 

site in the UK may be regarded as operating an investment business or offering 

securities in the UK.  In the guidelines, the SIB stated regarding the 

advertisements on the Internet, “that, for the purpose of the Act, where an 

advertisement held anywhere on the Internet is made available to or can be 

obtained by someone in the United Kingdom that advertisement may be viewed 

as having been issued in the United Kingdom”. 

Furthermore, the SIB has advised that it does not consider Internet material to be 

“a sound or television” broadcast, so that advertising material which circulates on 

the Internet is likely to be supposed as material issued in the UK.  On the other 

hand, the SIB has said it will consider all circumstances to judge whether it will 

consider a web site as an advertisement issued in the UK, including if there are 

measures taken to avoid the material being made available to or receivable by 

persons in the UK, such as password protection or disclaimers. 

The Financial Services Authority (“FSA”) has stated that an advertisement or 

other information issued outside the UK is to be treated as issued in the UK if it is 

“directed to persons in the UK or is made available to them otherwise than in a 

newspaper, journal, magazine or other periodical publication published and 

circulating principally outside the UK or in a sound or television broadcast 

transmitted principally outside the UK”. 

5.   Canada. 

Jurisdiction in Canada over securities matters is divided among the provincial 

and territorial governments; there is no uniform national securities law.  In June, 

1997, the Canadian Securities Administrators (“CSA”), which is roughly similar to 



NAASA in the U.S., promulgated a request for comment on the concept of 

issuers delivering documents using electronic media.609[304]  A short, three-

page document, the Canadian proposal attached SEC Release 33-7233 as an 

example of an approach to regulatory issues involved in electronic vs. paper 

delivery.  The CSA Notice did not address jurisdictional questions.  However, the 

British Columbia Securities Commission has indicated that it will follow a 

jurisdictional policy similar to that of NAASA and the SEC.  Applying a two-fold 

test, it will deem that its securities laws apply when either the person making a 

communication or the person to whom a communication is directed is located in 

British Columbia.  Where the communication is simply posted and not directed 

(e.g., by e-mail) into the province, British Columbia regulation can be avoided by 

a disclaimer at the outset that either expressly excludes British Columbia or 

directs the communication exclusively to other specified jurisdictions.610[305] 

6.   Future International Directions. 

Because the World Wide Web is a borderless new medium, it is too early to 

predict a logical worldwide regulatory scheme.  Assumably, regulators in the 

economically advanced nations will try to augment existing coordination 

agreements and establish new ones to help enforce antifraud laws.  Moreover, 

they may try to use the Internet as a tool against its abusers by posting and 

publicizing on the Web the identities of suspected abusers.  It is also conceivable 

that sophisticated electronic screening mechanisms will be developed which 

would allow the regulatory agencies of each jurisdiction to block or impede the 

transfer into, or access from, its territory of offering materials that avoid 

compliance with local registration requirements. 

VI.            Conclusion. 
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Digital communication and electronic commerce are still in their infancy.  The 

ultimate impacts they will have on public offerings, secondary trading and capital 

formation are impossible to predict so early in their evolution.  A few things are 

clear.  First, issuers can reach more potential investors faster, reducing the 

advantages of intermediaries.  Second, smaller financial institutions have instant 

access to vast amounts of complex financial data, creating a leveling influence 

among competitions.  Third, the individual investor has been given more power, 

both with regard to pricing (as discount brokers drive down commissions) and to 

information and analytical tools.  Fourth, despite a more level playing field in 

terms of information access and outreach to viewers, the sheer volume of 

people, places and data on the World Wide Web may ultimately spur midsized 

non-niche operators to combine.  It remains to be seen whether the cost to build 

software systems that will allow for larger and more sophisticated securities 

offerings in the future will be so substantial that it will limit the number of 

“players.”  Fifth, because of the global and instantaneous nature of the World 

Wide Web, jurisdictional barriers are more vulnerable than ever.  In any event, by 

the year 2000 the landscape of corporate finance and secondary trading will 

have changed dramatically from what existed as recently as two years ago. 
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I.                 Introduction[VME1]. 

A.          Background:  Internet, Intranets and Extranets and Their Information and 

Communication Capabilities. 

The Internet began in the 1960’s as a decentralized, packet-switched network of 

computers funded by the Department of Defense, intended to facilitate 

communication in the United States in the event of a nuclear attack.  In the late 

1970’s, universities and other nongovernmental entities started linking with the 

Department of Defense network.  By the late 1980’s there were multiple 

computer networks joined together in an “Internet.”  It allowed “e-mail” 

communications to be sent electronically over the Internet to one or more specific 

addresses, or even mass mailed, i.e., a message could be sent electronically to 

large numbers of addresses. 

Among various Internet applications, the World Wide Web is the most popular.  

The World Wide Web consists of a vast network of “sites” on the Internet which 

contain graphical presentations of information, each controlled by the individual 

site-holder.611[1]  Sites can contain pictures, text and sound in static or moving 

form.  The World Wide Web brings together file transfer protocol, hypertext files, 

e �mail and other resources linked together on a global basis.  Other Internet 

applications important in the electronic dissemination of information include the 

bulletin board and mailing list.  The bulletin board (also called a “newsgroup”), 

unlike a Web site, is generally controlled by more than a single person.  The 

bulletin board allows written messages, responses and new messages from a 

number of persons to be posted or downloaded from a given Internet location.  

The mailing list provides a way for network users who share interest in a given 

topic to exchange messages by sending a message to a central address, where 

it is automatically rebroadcast to all other participants.  Another capability 

relevant to securities transactions is “push” technology, which allows information 

                                                 
611[1]Web sites are generally operated by a single person who controls the 

information appearing on the Web page.  While viewers can access the sites and 

use its interactive features, they cannot revise the original Web page. 



to be sent through the Internet to pre-selected viewers automatically without the 

necessity of their logging on to a particular Web site or bulletin board.612[2] 

The foregoing electronic applications, particularly the World Wide Web, have 

created a dramatically new environment for companies issuing securities, 

brokerage firms and other intermediaries, and investors.  Web sites, bulletin 

boards, e-mail and push technology all can and are now used in advertising, 

offering and selling securities and for disseminating investment advice.  They 

permit communication instantaneously with millions of people worldwide at low 

cost.  They not only allow instant matching proposed trades and circulation of 

information in broad-based markets, but permit individuals to access massive 

amounts of information far more quickly and directly than was believed possible 

just a few years ago. 

B.          The Mushrooming Use of the Internet for Securities Transactions. 

The evening of March 4, 1999 was memorable in cyberspace:  at long last, the 

largest brokerage firm in the U.S., Merrill Lynch & Company, edged cautiously 

into Internet stock trading.613[3]  This came almost four years after secondary 

trading on the Internet first began, pioneered by small discount brokers.  As 

                                                 
612[2] Two related types of electronic networks have applications to the world of 

cybersecurities:  the intranet and extranet.  An intranet is in effect a private 

Internet used to share information inside an organization.  It is only accessible to 

members of the organization.  An extranet is a collaborative network that uses 

Internet technology to link entities that work closely, such as businesses with 

their suppliers, customers, or other businesses that share common goals.  An 

extranet usually requires a degree of security and privacy from competitors.  An 

extranet can be viewed either as part of a company’s intranet that is made 

accessible to other companies or as a collaborative Internet connection with 

other companies.  The shared information can be accessible only to the 

collaborating parties or can be publicly accessible. 

613[3]J.Kahn, Merrill Enters Trading World of the Internet, N.Y. TIMES (Mar. 5, 

1999) 



discussed below, Merrill and other full service brokerage firms had shied away 

from Web-based trading as newer firms raced to capture market share.614[4]  

Concededly, Merrill’s entry was limited to only a portion of its customers, but the 

symbolic effect is important.  Even Goldman, Sachs & Co. has recently decided 

that entry into online trading is a “top priority,” and is expected to begin partnering 

with online firms in the underwriting of securities.615[5] 

Such developments reflect how far cybersecurities has come since 1995, when a 

micro-brewery called “Spring Street Brewing” became the first issuer to sell stock 

to the public directly online through offering materials posted on a Web 

site.616[6] The next year, Spring Street Brewing generated widespread attention 

by a frustrated attempt to create a Web bulletin board for secondary trading in its 

stock.617[7]  A number of small discount brokers had already started online 

secondary trading in 1995 and their number has gradually swelled over the 

ensuing years.618[8] 

Indeed, developments in cyberfinance have virtually exploded over the years 

1996-1998.  Dozens of new Web sites have been introduced, allowing 

dissemination of material on securities issuance, both for underwritten public 

offerings and public offerings conducted directly by issuers themselves.  

Electronic bulletin boards have been created for secondary trading directly 

                                                 
614[4]Id., see notes 131-139 infra and accompanying text. 

615[5]C. Gasparino, Online Trading Sparks Interest of Goldman, WALL ST. J. 

(Feb. 22, 1999) C-1 

616[6]A. KLEIN, WALLSTREET.COM (Holt, 1998), 83-91. 

617[7]A. Klein, “WallStreet.com,” WIRED (Feb. 1998), 88.  The Spring Street 

Brewing site operated only two trades before being shut down by the U.S. 

Securities and Exchange Commission.  It later received a letter stating that it 

could operate the site under specified conditions, but soon thereafter it decided 

to register as a broker-dealer.  A. Klein, supra note 2, 107-112.  See SEC 

informal letter, Spring Street Brewing Company (Apr. 17, 1996). 

618[8]See discussion notes 113-130 infra and accompanying text. 



among investors.  Data banks containing names of potential investors for private, 

public and overseas offerings have been generated.  The Web is increasingly a 

hub for online trading through broker-dealers and for dissemination of vast 

amounts of financial information by mutual funds and investment advisers. 

The following overview of the cybersecurities world explores the use of the 

Internet and related electronic networks (extranets, intranets) (1) for issuance of 

new securities, both publicly and privately; (2) for secondary trading in already-

issued securities; and (3) for disseminating large amounts of information to a 

broad base of users.  It also addresses the new jurisdictional and regulatory 

implications affecting the development of cybersecurities. 

II.               The Internet As A Means To Market New Securities. 

A.          Introductory. 

The Internet has facilitated two main changes in the issuance of new securities.  

First, investment bankers can post new underwritings of stock issues on the 

World Wide Web and thereby expose them to vast numbers of prospective 

investors at very low cost.  Second, issuers can now bypass traditional 

underwriters and make direct public offerings (“DPOs”) of securities using the 

Web bulletin boards and push technology.  DPOs thus far have typically involved 

modest amounts of capital sought essentially by small issuers.  However, the 

ease of creating Web sites will encourage the growth and maturity of the DPO as 

the digital marketplace evolves.  The increased role of the Internet in the 

issuance of new securities has been accompanied by efforts of federal and state 

regulators to adapt existing rules to fit this dynamically changing marketplace.  

To assess these developments, a brief overview of the regulatory framework is in 

order. 

B.          The Regulatory Framework For Cybersecurities. 

1.   Federal Regulation. 

Federal regulation over issuance of new securities in the United States lies 

primarily in the Securities Act of 1933 (the “1933 Act”).619[9]  The 1933 Act 

                                                 
619[9]15 U.S.C. §77a et seq. 



generally requires registration with the Securities and Exchange Commission 

(“SEC”) of securities that are publicly offered.  Regulation over trading in already-

issued securities lies primarily in the Securities Exchange Act of 1934 (the “1934 

Act”).620[10]  The 1934 Act generally requires registration with the SEC of those 

engaged in the securities business as broker-dealers and registration national 

securities exchanges.  While both Acts address securities fraud, the focus of the 

1933 Act is on securities issuance while that of the 1934 Act is more broadly on 

both issuance and after-market trading.  Narrower in their coverage are the 

Investment Advisers Act of 1940 (“Advisers Act”), which generally affects 

investment advisers having $25 million or more under management or advising 

mutual funds,621[11] and the Investment Company Act of 1940 (“1940 Act”), 

which governs both open and closed-end investment companies that offer their 

securities to the public.622[12] 

Since 1995, the SEC has sought by rule and interpretive release to mesh all of 

these Acts and the regulatory framework built up around them with the new world 

of electronic networks.  Its efforts produced two October 1995 interpretive 

releases and a 1996 concept release, which constitute its principal guides to 

issuers and attorneys regarding delivery of information on securities by electronic 

means.623[13]  While the foregoing releases reflect an SEC effort to encourage 

                                                 
620[10]15 U.S.C. §§78a et seq. 

621[11]The Advisers Act is 15 U.S.C. ¶¶80b-1 et seq.  The Advisers Act also 

covers investment advisers; regardless of size, who are not regulated by the 

state where its principal place of business is located.  Advisers Act, §203A(a)(1), 

15 U.S.C. §80b-3a(a)(1). 

622[12]The 1940 Act is 15 U.S.C. §§80a-1 et seq. 

623[13]SEC Release No. 33-7233, 34-36345 (Oct. 6, 1995) (“Release 33-7233”) 

and SEC Release No. 33-7234, 34-36346 (Oct. 6, 1995) (collectively, the 

“October Releases”); and SEC Release No. 33-7314, 34-37480 (July 25, 1996).  

The SEC also issued Securities Act Release No. 33-7288 (May 9, 1996) 

(“Release 33-7288”) which sets forth criteria to be used in determining whether 



electronic delivery of information to investors, they also reflect a residual 

regulatory preference for paper delivery and a preference for directed Internet 

communication (e-mail) over Web site postings.  The SEC also published in 1998 

an interpretive release on the application of U.S. federal securities laws to 

offshore offering and sales of securities and investment services over the World 

Wide Web.624[14] 

a.             Importance of Consent of the Recipient to Electronic Transmission of 

Information. 

The core of the 1933 Act lies in its requirement that the issuance of securities to 

the public be accompanied by disclosure of specified types of material 

information to potential investors.  This has traditionally been accomplished by a 

printed registration statement and prospectus filed with the SEC and provided to 

investors.  SEC has analogized electronic distribution of information under the 

1933 and 1934 Acts to the print medium, stating that it “would view information 

distributed through electronic means as satisfying the delivery or transmission 

requirements of the federal securities laws if such distribution results in the 

delivery to the intended recipients of substantially equivalent information as these 

recipients would have had if the information were delivered to them in paper 

form.”625[15]  However, unlike information transmitted in paper form, an issuer 

must obtain the investor’s informed consent to the receipt of information through 

                                                                                                                                                 
information transmitted electronically by broker-dealers, transfer agents and 

investment advisers can be deemed equivalent to the same information when 

transmitted by paper. 

624[14]SEC Release No. 33 �7516, 34 �39779, IA �1710, IC �23071 (Mar. 23, 

1998) (“Release 33-7516”). 

625[15]Release 33-7233, Section II.A.  Compare the U.K.’s Investment 

Management Regulatory Organization Limited (“IMRO”), Notice to Regulated 

Firms (May 1997):  “[A]ny advertisement which is place on the Internet must 

provide the same information as that which would be required if that 

advertisement were put out in printed form.” 



the Internet.  Moreover, the SEC makes such consent revocable at any 

reasonable time before electronic delivery of a particular document has actually 

commenced.626[16] 

b.             Importance of Timely Notice, Effective Access, and Reasonable Assurance 

of Delivery of Information. 

Electronic disclosure of information must provide adequate and timely notice to 

investors, afford effective access to the information, and give reasonable 

assurance that the information in fact has been delivered.  For example, merely 

posting a document on a Web site will not constitute adequate notice, absent 

evidence of actual delivery to the investor.627[17]  Separate notice by two paper 

methods �letter or postcard �or a directed Internet message (e-mail) can satisfy 

such actual delivery requirements.628[18]  If an investor consents to electronic 

delivery of the final prospectus for a public offering by means of a Web site, but 

does not provide an electronic mail address, the issuer may post its final 

prospectus on the site and mail the investor a notice of the location of the 

prospectus on the Web along with the paper confirmation of the sale.629[19] 

It is also necessary that investors have access to required disclosure 

“comparable” to postal mail and also have the opportunity to retain the 

information or have ongoing access equivalent to personal retention.630[20]  A 

document posted on the Internet or made available through an on-line service 

should remain accessible for so long as any delivery requirement under SEC 

rules applies.  If a preliminary prospectus is posted on a Web site, it should be 

updated “to the same degree as paper.”631[21]  The SEC requires issuers to 

make paper versions of their documents available where there is computer 

                                                 
626[16]Release 33-7233, Example 5. 

627[17]Id., Section II.B. 

628[18]Id. 

629[19]Release 33-7233, Example 10. 

630[20]Id., note 22. 

631[21]Id., note 26. 



incompatibility or computer system failure or where consent to receive 

documents electronically is revoked by the investor.632[22] 

Issuers should have reasonable assurance, akin to that found in postal mail, that 

the electronic delivery of information will actually occur.  The delivery 

requirements can be satisfied by the investor’s informed consent to receive 

information through a particular electronic medium coupled with proper notice of 

access.633[23]  Sufficient evidence of delivery can also include (1) an electronic 

mail return receipt or confirmation that a document has been accessed, 

downloaded or printed; (2) the investor’s receipt of transmission by fax; (3) the 

investor’s accessing by hyperlink of a required document; and (4) the investor’s 

use of forms or other material that are available only by accessing the 

document.634[24] 

Practical questions can arise in determining whether an e-mail delivery has 

actually taken place.  Unlike mail sent via the U.S. Postal Service, posting an e-

mail message does not yet raise a legal presumption that it was received.  In 

most states and for federal purposes, a letter is presumptively received if it is 

deposited in the mails with full postage prepaid.635[25]  Accomplishing proof of 

receipt of e-mail can be achieved in much the same way as a receipt which the 

recipient of a registered letter signs upon delivery.  The e-mail recipient can hit a 

reply button upon receipt of the electronic document, evidencing that receipt 

                                                 
632[22]Id., Section II.B.  The Commission permits an offering to be limited 

entirely to persons that consent to receive a prospectus electronically, but if it is 

not so limited, a paper version of the prospectus must be given to broker-dealers 

to be made available to investors who do not have on �line access.  In addition, 

SEC Rule 174 requires that an issuer in a public offering make paper versions 

available to after-market purchasers. 

633[23]Release 33-7233, Section II.C. 

634[24]Id. 

635[25]See “Compliance Navigator:  Electronic Delivery of Prospectuses,” 7 

INTERNET COMPLIANCE ALERT No. 7 (Apr. 6, 1998), 7. 



occurred.  Institutions selling securities, particularly mutual funds, are concerned 

over identifying the true identity of a customer who gives electronic consent to 

delivery of a prospectus or other disclosure documents over the Internet.  Such 

concerns have helped stimulate the creation of new systems to verify the delivery 

of electronic materials and their opening by recipients, such as the 

“Prospectus.Net” service offered by InUnity Corp. 

2.   State Regulation. 

The role of the states in the issuance of new securities has changed in the past 

few years for reasons having nothing to do with the Internet.636[26]  As a result 

of 1996 Congressional action, when an issuer is listed or authorized for listing on 

the New York Stock Exchange or American Stock Exchange, or is included or 

qualified for inclusion in the Nasdaq National Market System, the states’ role in 

requiring qualification of the securities has been largely preempted.637[27]  

Congress also preempted prior state regulation of those security issuances which 

are exempt from 1933 Act registration as being private offerings.638[28] This 

deprived the states of authority over private placements, including those made in 

reliance on SEC Rule 506 in Regulation D; however, the states retained authority 

to regulate most other kinds of exempt small offerings, particularly those under 

SEC Rules 504 and 505.639[29]  (States also retained their authority to regulate 

                                                 
636[26]As discussed in more detail below, however, direct securities offerings 

over the Web by issuers are often small offerings by small companies.  See 

subsection II.C.5 below. 

637[27]The National Securities Markets Improvement Act of 1996 (“NSMIA”) 

expressly preempted state laws in this respect.  1933 Act §18(b)(4)(D), 15 U.S.C. 

77r(b)(4)(D), added by NSMIA §102(a). 

638[28]NSMIA preempted regulation over issuance of securities under 

exemptions promulgated under Section 4(2) of the 1933 Act (the exemption for 

private offerings) 1933 Act §18(a), 15 U.S.C. §77r(a) added by NSMIA §102(a). 

639[29]Rules 504 and 505 both are based on the SEC’s authority under 

Section 3(b) of the 1933 Act to adopt conditional exemptions for offerings not 



broker-dealers within their jurisdiction, which exists notwithstanding the 1934 

Act.) 

With the arrival of the Internet, a principal focus of state regulators has been on 

jurisdiction.  Application of state “blue-sky” laws has traditionally been based on 

location, i.e., the laws of a given state seek to regulate transactions occurring 

within the state’s boundaries.  Section 414(a) of the Uniform Securities Act 

(“USA”) thus provides that its jurisdiction reaches all persons offering or selling 

securities when “(1) an offer to sell is made in this state, or (2) an offer to buy is 

made and accepted in this state.”640[30]  As discussed later in more detail, 

determining whether any event takes place “in” and “within” a given jurisdiction 

raises new questions in the online world, since anyone with a PC and modem 

can access a Web site anywhere on which a securities offering is posted.641[31]  

State regulators have sought to enhance marketing on the Web by creating 

jurisdictional safe harbors.642[32]  However, they have not yet adopted separate 

                                                                                                                                                 
exceeding $5 million.  See discussion of “SCOR” offerings infra at notes 55-57 

and accompanying text. 

640[30]Uniform Securities Act §414(a); see, generally, 1 J. LONG, BLUE SKY 

LAW (1997 rev.) (“Long”) §3.03; emphasis added.  In Diamond Multimedia 

Systems, Inc. v. Santa Clara County Superior Court (99 C.D.O.S. 84 (Calif. Sup. 

Ct. 1999), the California Supreme Court held that Section 25400(d) of the 

California Corporations Code, which prohibits a person offering to purchase or 

sell a security “in this state” from making a misleading representation or 

omission, applies whether the representation or omission occurs in California or 

elsewhere.  Congress in October 1998, passed legislation which requires all 

securities fraud cases against New York Stock Exchange or NASDAQ/MNS 

listed securities to be brought in federal courts, but the legislation is not 

retroactive Pub. L. No. 105-33. 

641[31]See Subsection 5.B., infra. 

642[32]See Subsection 5.C.2, infra. 



rules or interpretations dealing with what kind of electronic delivery will satisfy 

existing disclosure requirements under their blue-sky laws. 

3.   Self-Regulation:  the National Association of Securities Dealers (“NASD”) and 

New York Stock Exchange (“NYSE”). 

a.             Advertising Rules. 

The NASD’s regulatory arm (NASDR) has taken a number of positions with 

regard to using Web Sites to advertise cybersecurities.  It advised member firms 

that dealer-only materials concerning an issuer should not be posted on a Web 

site unless the member firm can limit access to registered representative.  

Typically, these areas are password protected and may incorporate restrictions 

on access and use comparable to the guidance found in the private placement 

no-action letters.643[33]  The NASDR also advised that banner ads which do no 

more than name the fund group and directly link the user to the home page of the 

fund group do not need additional disclosure in the communication.644[34] 

The NASDR warned, however, that if a banner advertisement offered specific 

products or services, additional disclosure may be required to comply with 

applicable standards.  Specifically, NASDR cited language or graphics that relate 

to desirability of owning a particular fund or funds (e.g., , “ABC Funds - 

Outstanding Performance and Expert Money Management”) would require that 

the claim be both true and substantiated on the home page itself to provide 

sound basis for the reader to evaluate the claim.  Likewise, language promising 

success or that exaggerate past performance are forbidden.  The NASDR 

described one example of a problematical graphic as “a line graph and an 

                                                 
643[33]See Lamp Technologies, Inc., SEC No-Action Letter (available May 29, 

1997); IPONET, SEC No-Action Letter (available July 26, 1996) (password 

protected access to private placement materials by pre-qualified persons not 

deemed to involve general solicitation or constitute a public offering). 

644[34]Ask the Analyst, NASD REGULATOR & COMPLIANCE ALERT 

(June 1997), 1.  In reaching this result, the NASDR made an analogy to 

envelopes used by fund groups for printed materials. 



unwavering, upward trajectory.”645[35]  NASDR rules allow an investment 

adviser to a mutual fund to post recent portfolio purchases and sales.646[36] 

b.             E-Mail Issues. 

The NASDR has viewed e �mail as falling under existing rules applicable to 

communications.  Accordingly, e �mail can constitute advertising (for instance, a 

bulletin board or web posting), sales literature (for instance, e-mail to a firm's top 

customers or “cold calling”), or correspondence (for instance, customer service 

response to individual customer).  However, “chat” between customers of a 

member would not constitute communication of the member firm.  Recognizing 

the growing use of e-mail communications, both the NYSE and the NASDR 

sought and received SEC approval of rule changes regarding supervision and 

review of communications with the public which allow more flexibility with respect 

to pre-use review requirements, particularly correspondence.647[37] Through the 

end of 1997, the New York Stock Exchange required that all electronic and 

written correspondence of registered representatives be reviewed before being 

sent.  NASD members had to review such correspondence after it was sent.  

More liberal e �mail rules were proposed in 1997 by the New York Stock 

Exchange and the National Association of Securities Dealers.  The changes were 

intended to allow firms like Prudential to review fewer e-mail messages, provided 

they establish certain compliance guidelines and employee educational 

programs.  The SEC approved the rule proposals on December 31, 1997, 

                                                 
645[35]Id. 

646[36]Munder Capital Management, SEC No-Action Letter (available May 17, 

1996). 

647[37]See SEC Release No. 34-39511 (December 31, 1997) (NYSE) and SEC 

Release No. 34-37941 (November 19, 1996) (soliciting comments) and NASD 

Notice to Members 96-82 (December 1996) (proposed changes to NASD Rule 

3110).  Both the new NYSE and NASDR rules incorporate by reference the 

Commission's books and records requirements under Rules 17a-3 and 17a-4 of 

the Securities Exchange Act of 1934, as amended. 



effective February 15, 1998.648[38]  As a result, supervisors at NYSE member 

firms are no longer compelled to review all e-mail messages by registered 

representatives before they can be sent to customers.  However, some broker-

dealers have decided to continue to maintain a close watch over e-mail 

communication between their registered representatives and their 

customers.649[39] 

The NASDR has cautioned member firms that they “must not link to a site that 

the member knows contains misleading information about the member's products 

or services.”  It has also warned member firms to exercise the same care in 

choosing links as they would in “referring customers to any outside source of 

information.”650[40] 

c.             Linking to Other Websites. 

It has given some guidance to NASD members on their responsibility for the 

content and filing under NASD Conduct Rules of information contained in a third 

party's Internet site to which the member firm has linked.  The NASDR would not 

hold a member responsible for the “content or filing” with the NASDR of 

information contained in an independent third party's Web site, provided certain 

conditions are met.  First, the hyperlink must be continuously available to 

investors who visit the member's site.  Second, the member must have no 

discretion to alter the information on the third-party site.  Third, investors must 

have access to the hyperlinked site whether or not it contains favorable 

information about the member.  Finally, if the linked site is updated or changed 

by the third party, investors would nonetheless be able to use the hyperlink. 

                                                 
648[38]SEC Release Nos. 34-39510 and 34-39511 (December 31, 1997). 

649[39]E. Hubler, Brokerage Cops Wary of Cyberspace, NEW YORK TIMES 

(Apr. 12, 1998), BU-4. 

650[40]NASD COMPLIANCE & REGULATORY ALERT (April 1996).  Cf. Charles 

Schwab & Co., Inc., SEC No-Action Letter, fn. 1 (available November 27, 1996) 

(although not the subject of the no-action request, broker should consider the 

extent to which it may be responsible for content provided by a third party). 



For this purpose, the NASDR defined an “independent third party” as a party that 

is independent of the member and its affiliates, and whose services are not 

procured by the member of any of its affiliates to develop or provide the 

information on the third-party site.651[41] 

C.          Public Offerings of Securities on the Web. 

1.   General Considerations. 

Apart from liberalized notice, access and delivery requirements (subsection II.B 

above), a securities offering in cyberspace remains generally subject to the 

regulatory scheme that predates the advent of the Internet.  For example, if an 

offering is required to be registered under the 1933 Act, there is a ban on 

publicity that might condition the market, such as publication of bullish 

                                                 
651[41]Additional qualification to the interpretive guidance include: 

(i) Knowledge of False or Misleading Information.  The NASDR said that the 

member firm nay not establish a hyperlink to a site that the member knows or 

has reason to know contains false or misleading information about the member's 

products or services. 

(ii) Third Party is a Member Firm.  If the third party is itself a member firm, 

then the third party member firm would be responsible for the filing and contents 

of its site. 

(iii) Suspension or Termination of Link.  If a member suspends or terminates a 

hyperlink, the member must be prepared to demonstrate that the suspension or 

termination was due to mechanical or technical difficulties and not the 

presentation of unfavorable information (or the absence of favorable information) 

about the member's products or services. 

(iv) In  footnote 3 of its letter to the ICI, the NASDR expressly stated, “we are 

not commenting on a member's possible responsibility to suspend or terminate a 

hyperlink when it comes to the member's attention that the hyperlinked site 

contains false or misleading information.” 



information on the issuer’s Web site.652[42]  Moreover, the issuer or underwriter 

must not violate “quiet period” restrictions by hyperlinking a preliminary 

prospectus to research reports or other information that are not found in the 

registration statement.653[43]  Once the registration statement is filed with the 

SEC, however, there are no restrictions on oral offers other than normal antifraud 

restrictions.654[44]   

The Internet has introduced a special question unique to the medium:  what is 

the impact of having a prospectus posted on the issuer’s own Web site?  Will 

other materials on the site be deemed incorporated in the prospectus?655[45]  

Thus, assume an issuer posts its public offering on its home page.  The home 

page may contain links to press releases or bulletins put out by the same issuer 

over recent months, relating to new products or market developments.  These 

are made accessible within the website by hypertext links.  As of early 1999, the 

SEC had still to address the question as to how much, if any, link-accessible 

information on an issuer’s Web site will be deemed part of the filed prospectus.  It 

has, however, taken a no-action position that mere identification of an issuer’s 

Web site in its registration statement, without more, will not be deemed to 

incorporate the information from the site into the registration statement.656[46]  

                                                 
652[42]Section 5(c), 1933 Act, 15 U.S.C. §77e(c).  However, SEC Rule 135 

allows limited announcements on the Internet of upcoming offerings prior to filing 

of a registration statement.  See also the discussion of electronic roadshows 

during the period prior to effectiveness of the registration statement at 

Subsection II.C. 5, infra. 

653[43]Release 33-7233, Example 16.  Such a hyperlink could violate Section 

5(b)(1), 1933 Act. 

654[44]However, such offers are subject to liabilities and antifraud prohibitions 

under 1933 Act Section 12(2), 15 U.S.C. §77l(2). 

655[45]Id.   

656[46]Compare Baltimore Gas and Electric Co., SEC No-Action Letter (Jan. 

1997) and ITT Corp., SEC No-Action Letter (Dec. 6, 1996). 



Until the matter is clarified, it is advisable for issuers both (1) to avoid any direct 

link from the prospectus page to any subpage within the site, and only link the 

prospectus back to the home page, and (2) to include a disclaimer next to any 

part of the site containing information relating to new products, the market or the 

status of its operations. 

After a registration statement becomes effective, the Web site containing the final 

version of the prospectus can be hyperlinked to other sales literature.  

Tombstone advertisements under SEC Rule 134 and other advertisements under 

SEC Rule 482 need not be accompanied or preceded by a prospectus and 

hence may be delivered electronically without raising issues under the 1933 

Act.657[47]  The listing of a Website address within a published tombstone is 

permitted under Rule 134.658[48]  In fact, the issuer or underwriter can mail 

sales literature to persons for whom delivery of the prospectus via the Web site 

was effective, so long as notice of the availability of the final prospectus and its 

Web site location accompanies or precedes the sales literature.659[49]  To give 

the investor the opportunity to access the final prospectus online, the issuer or 

broker can post sales materials with prominent hyperlinks to the prospectus 

embedded at the top of the first page of each page of  the sales 

materials.660[50]  Another approach is to place two different hyperlinks on a 

Web page, with one linking to the prospectus and the other to the sales 

materials, both clearly identified and in close proximity.661[51] 

                                                 
657[47]See Release 33-7233, Questions 18 and 41. 

658[48]Id., Question 19. 

659[49]Release 33-7233, Example 17.  The notice of the location of the Web Site 

should be in forepart and clearly highlighted.  Supplemental sales literature that 

must be accompanied or preceded by a prospectus can be made available if 

prior or at the time of delivery a statutory prospectus is made available.  See 

SEC Rule 34b-1. 

660[50]Id., Question 35. 

661[51]Release 33-7233, Questions 14 and 15. 



2.   Underwritten Offerings Over the Internet. 

a.             Evolution of Web-Based Underwritings. 

Underwritten offerings using the Web to broaden their reach have been typically 

filed on SEC Form S-1, S-2 or S-3, and hence been exempt from qualifying 

under state blue-sky statutes.662[52]  (However, state qualification is required 

where the offering is made by means of the Regulation A (“Reg A”) exemption 

from 1933 Act registration or by a “small business issuer” on SEC Forms SB-1 or 

SB-2.663[53])  The first online posting of a conventional firm commitment 

underwriting occurred in 1996, when Solomon Brothers created an Internet site 

for the initial public offering of Berkshire Hathaway’s new Class B stock.  The site 

was only used to create interest, since the Berkshire Hathaway prospectus itself 

could not be seen on the Web site and was only obtainable by directly contacting 

the underwriters by telephone or mail.  In the subsequent 1996 public stock 

offering of Yahoo!, the viewer could download the Yahoo! prospectus directly 

from the Web site.  However, orders for shares could not be made on the Web.  

Orders could only be placed by contacting the underwriters by phone or mail or 

through another broker-dealer. 

The same year, the regional firm ABN Amro Chicago Corp. led a syndicate which 

posted $500 million of GMAC’s “Smart Notes” on ABN Amro’s Web site 

(www.direct-notes.com).  The prospectus for the GMAC notes could not be 

directly downloaded; however, the viewer did not have to resort to phone or mail, 

but could make a request directly on-screen that a prospectus be mailed.  The 

Internet has also been used within a debt underwriting syndicate to facilitate the 

exchange of information among syndicate members.  In 1998, a product called 

IntraMuni was introduced allowing members to view or retrieve on the Web 

documents related to a $110 million hospital development deal.  The result is to 

                                                 
662[52]1933 Act §18(b)(4)(D), 15 U.S.C. 77r(b)(4)(D) added by NSMIA §102(a). 

663[53]Reg. A and Forms SB-1 and SB-2 are promulgated pursuant to the small 

offering exemption in Section 3(b) of the 1933 Act and hence are not made 

exempt by NSMIA from state qualification requirements. 



greatly reduce the printing costs of a negotiated debt deal.664[54] According to 

the Bond Market Association, 26 electronic bond trading systems were active, 

compared to 11 in 1997.665[55]  More importantly, electronic trading has gained 

a foothold in the municipal bond market.  New systems allow underwriters to bid 

electronically for individual maturities of new bond issues, instead of the 

traditional practice of having entire issues awarded to underwriters on the basis 

of the best overall bid.666[56]  The anticipated impact is to give greater 

opportunity to smaller broker-dealers and lower borrowing costs for the issuers 

as a result of the increased competition.667[57] 

Wit Capital Corp., which had initiated and then abandoned the concept of bulletin 

board trading on the Internet,668[58] by 1998 had become a discount brokerage 

firm which now provided opportunities for underwritten IPOs to be posted on its 

web site (www.witcapital.com).  Wit Capital then became the first “e-manager” of 

an otherwise standard public offering on Form S-1.  In 1998, an IPO offering co-

managed by J. P. Morgan, Bear Stearns and Volpe Brown Whelan listed Wit 

Capital as “facilitating on-line distribution” of the shares.669[59]  Wit Capital even 

brought in a former Vice-Chairman of Salomon Smith Barney as the Wit 

Chairman.670[60]  It also brought in large investors such as Mitsubishi Capital 

Corporation and was reported affiliating itself with a loose group of online 

brokerages that accounted for 30% of the online trading market to participate on 

                                                 
664[54]R. Whalen, PNC Capital Markets First To Use Web-Based IntraMuni For 

Deal, SEC IND. NEWS (Jun. 29, 1998), 14. 

665[55]Bond Market Turns Toward E-Trading, Survey Shows, SEC. IND. NEWS 

(Nov. 30, 1998), 10. 

666[56]Id. 

667[57]Id. 

668[58]See notes 6-7, supra. 

669[59]SEC File No. 33 �60837, prospectus at 45 �46. 

670[60]P. Truell, Investment Maverick Navigates the Internet, N.Y. TIMES (Nov. 

9, 1998) C-1. 



a group basis in IPO underwritings by larger firms.671[61]  Other online firms 

have also begun to receive slots in the underwriting syndicates of IPOs, 

particularly those involving Internet-related issuers.  Such issuers like to have a 

portion of their shares sold to online investors, who they perceive as enthusiastic 

over IPO products and as likely to lend some extra “oomph” to an 

offering.672[62] 

b.             The “Dutch Auction” Process. 

An important advance in 1999 may be the “dutch auction” system currently being 

developed by a new venture of William Hambrecht, co-founder of Hambrecht & 

Quist.  The system would allow institutions, professionals and individual investors 

to enter bids at a fixed price on a confidential basis on the Internet for a certain 

number of shares being publicly offered.  The total of all the best bids which, in 

the aggregate, cover the minimum number of shares being offered would then 

win the right to purchase such shares pro rata at the lowest of the best bids.  For 

example, assume one million shares are offered and the best of the total bids 

equaling one million shares range from 15 to 20.  (All bids under 15 would be 

eliminated.)  All of the one million shares would be sold at 15 to those who had 

15 or higher.  At present, the Hambrecht dutch auction is not truly a DPO, but 

rather a species of firm underwriting.  The SEC currently requires the firm to treat 

the bids as indications of interest and to take title to the registered securities 

before promptly confirming their resale to the successful auction bidders.  

Accordingly, the firm is “at risk” in much the same way as the traditional 

underwriter. 

3.   Conducting “Roadshows” Over the Internet. 

Underwritten public offerings have traditionally been preceded by a “roadshow.”  

The roadshow involves presentations made by the issuer and its underwriters to 

large investors, institutions and analysts.  It is conducted between the filing of a 

                                                 
671[61]Id. 

672[62]R. Buckman, Internet Brokerage Firms Click Into Online Stock 

Underwriting, WALL ST. J. (Jan. 28, 1998) C-1, C-28. 



registration statement with the SEC and the time the registration becomes 

effective.  In the presentations, the issuer’s management and the underwriters 

explain the issuer’s business and industry as well as the offerings and respond to 

questions.  Beginning in 1997, the SEC opened the door for underwriters and 

issuers to conduct “roadshows” over the Internet. 

The Internet raises several unique roadshow issues.  The 1933 Act prohibits the 

transmission of any “prospectus” relating to a security being publicly offered 

unless it is the same preliminary prospectus on file with the SEC.673[63]  

“Prospectus” is broadly defined in the 1933 Act to include any “prospectus, 

notice, circular, advertisement, letter, or communication, written or by radio or 

television, which offers any security for sale or confirms the sale of any 

security.”674[64]  Accordingly, no written material can be distributed in a 

traditional “oral” roadshow other than copies of the preliminary prospectus.  The 

question arises whether an electronic “roadshow” is like a written, radio or 

television communication, and hence an impermissible “prospectus” under the 

1933 Act.  Through several no-action letters, the SEC has carved out an 

interpretation of “prospectus” that differentiates virtual roadshows from radio and 

television and there by allows them to be legally conducted on the Internet. 

First, in March 1997, the SEC agreed to take no action against closed-circuit 

video roadshows, so long as they were transmitted solely to subscribers who 

consist principally of registered broker-dealers and investment advisors and all of 

whom would receive a copy of the preliminary prospectus before receiving the 

video transmission.675[65]  In so doing, SEC agreed with the position that 

because no written material was to be generated in the transmission, only 

pictures and oral presentations, no “prospectus” would be involved.  The same 

rationale was at the core of another SEC position in September, 1997, allowing 

                                                 
673[63]Section 5(b) of the 1933 Act prohibits use of any “prospectus” that does 

not meet the requirements of Section 10 of the 1933 Act. 

674[64]1933 Act Section 2(11), 15 U.S.C. §77b(11). 

675[65]Private Financial Network, SEC No-action letter (March 12, 1997). 



public offering roadshows by Internet.676[66]  The SEC agreed that such a 

virtual roadshow would not constitute a 1933 Act “prospectus” where the 

following format was used: 

(1) A Web site for roadshows regarding public offerings would be 
established, with a posted index of those available for viewing by qualified investors and 
by the underwriting investment banks.  The roadshows would be indexed by offering 
company, underwriter and industry classification. 

(2) To view an online roadshow, a qualified investor would be 
required to contact an institutional salesman or the syndicate department at one of the 
underwriters.  The qualified investors would be typical of those customarily invited to 
attend live roadshows (e.g., registered broker/dealers and investment advisers).  An 
access code be required to view the roadshow on the Internet, a log would be maintained 
of who specifically received the access code.  The access code for each roadshow is 
changed each day and each qualified investor will be allowed to view a roadshow one 
day only. 

(3) The Internet roadshow would be exactly the same as the live show.  
The live roadshow would be filmed in its entirety, including the filming of all questions 
and answers.  The Internet version of the roadshow would present the charts and oral 
presentation at a similar speed as the live roadshow.677[67] 

(4) A large and obvious button reading “PRELIMINARY 
PROSPECTUS” would be continuously displayed throughout the roadshow.  A viewer 
would simply click on the button to access the preliminary prospectus on file with the 
Commission to view it in its entirety. 

(5) Before accessing the roadshow, a potential viewer would be 
required to agree to a broad disclaimer and statement to the effect that copying, 
downloading or distribution of the material is not permitted, that the roadshow does not 
constitute a prospectus and that there was no any regulatory approval of the securities 
being offered. 

                                                 
676[66]Net Roadshow, Inc., SEC No-action Letter (Sept. 8, 1997). 

677[67]If information were to change between the time the road show is filmed 

and throughout the period the road show is available on the website, the display 

would include a periodic crawl providing a synopsis of such changes.  The crawl 

would also advise the viewer to contact the appropriate institutional salesman for 

further information about such changes. 



(6) The viewer would be informed by a periodic crawl across the 
screen or by prominent text of the importance of viewing the filed prospectus, which is 
available by clicking a button the screen. 

In late 1997, the online investment news service Bloomberg gained SEC 

permission for its Internet roadshow presentations.678[68]  The Bloomberg 

presentations also limit access to persons who have been authorized by the 

underwriters to view the roadshow.  The difference in Bloomberg’s roadshow 

from that of Net Roadshow lies in its simultaneous broadcast:  the viewer can 

participate in the Bloomberg roadshow presentation on an interactive basis by 

sending questions which are fielded by an online monitor who can present the 

question to representatives of the issuer.  This moves a step beyond the 

rebroadcast that occurs in earlier online roadshows.  In addition, in the 

Bloomberg roadshow, allows the preliminary prospectus to be called up on the 

viewer’s screen or downloaded at any time. 

Because roadshows traditionally have not been available to average investors, 

but only to securities professionals and sophisticated investors, the main impact 

of Web-based presentations will probably be to reduce the number of locations 

where such live presentations are made, thereby saving expenses of the issuer.  

However, the ready availability of roadshows, together with increased availability 

of financial information, analysis and tools to the individual investor, raise the 

question whether it makes regulatory sense to continue to deny the individual 

investor the ability to “attend” a virtual roadshow.679[69]  SEC Chairman Arthur 

Levitt, Jr. has observed that “technology is a powerful tool in helping establish a 

`level playing field’ for all investors, large and small.”680[70]  Assuming the 

Chairman is correct, it is arguable that there is no reason to restrict the type of 

                                                 
678[68]Bloomberg, L.P., SEC No-Action Letter (Dec. 1, 1997). 

679[69]See Section IV, infra. 

680[70]Investor Protection in the Age of Technology, Remarks by Chmn. Arthur 

Levitt Jr., SEC, Salt Lake City, Utah (Mar. 6, 1998) (available at 

www.sec.gov/news/speeches/spch205.txt). 



information available at a roadshow �which consists of more recent information 

and projections not contained in the prospectus �to more affluent and powerful 

investors.  This barrier may be lifted as the Internet evolves further:  one venture 

firm was reported in 1998 as being prepared to seek a no-action letter from the 

SEC that would allow retail investors access to roadshows via the 

Internet.681[71] 

4.   Mutual Fund Offerings Over the Internet. 

Open-end mutual funds are engaged in a continuous offer to sell and offer to 

repurchase their shares.  They now are able to offer their shares on the Internet 

under the same SEC guidelines that apply to other issuers.682[72]  However, a 

few aspects of the new rules are peculiar to open-end funds.  For instance, fund 

information may be presented on-screen in a sequence different from that 

prescribed under SEC Form N-4A and yet still satisfy the form.683[73] 

The regulatory arm of the National Association of Securities Dealers, NASD 

Regulation (“NASDR”) has adopted special advertising rules applicable to mutual 

funds.  In 1995, the word “electronic” was added to definitions of advertising and 

sales literature under what are NASDR rules dealing with public 

communications.684[74]  NASDR policy allows banner ads on the Internet which 

do no more than name a fund group and link the viewer to the fund group’s home 

page.685[75]  However, where the banner ad offers specific services or products 

                                                 
681[71]Direct IPO Eyes Retail WebRoad.Shows, INTERNET COMPLIANCE 

ALERT (Mar. 9, 1998), 1. 

682[72]See discussion of the October 1995 interpretive releases and the 1996 

concept release, particularly Release 33-7233, notes 13-24, supra and 

accompanying text. 

683[73]See Release 33-7233, Question 51. 

684[74]See NASD Notice to Members 95-74 (Aug. 1995), approved in SEC 

Release No. 34-36076 (Aug. 9, 1995). 

685[75]NASD REGULATORY & COMPLIANCE ALERT (June 1997). 



or stresses the desirability of a fund, there must be an accompanying 

prospectus.686[76] 

5.   Direct Public Offerings (“DPOs”). 

As discussed earlier, a DPO involves an offering without a broker-dealer 

intermediary.  Instead, the issuer sells its own securities directly to investors in 

what is, in effect, a “best-efforts” offering.  The DPO will typically involve an 

escrow into which the proceeds from a minimum level of sales must be deposited 

in order for any funds to be released to the issuer.  Direct offerings have been 

around for many years before the Internet, although only a relatively small 

number were made.  The World Wide Web is changing the DPO landscape 

because it enables the issuer to access so many potential investors so rapidly.  

Dozens of sites for DPOs on the World Wide Web �most of them generated 

since mid-1996 �demonstrate the online approach to corporate finance. 

a.             Regulatory Considerations. 

Most DPOs on the Web have used either SEC Form 1 �A promulgated under 

SEC Reg. A, which provides an exemption from full-blown registration for stock 

offerings that do not exceed $5 million, or a state securities form available for 

offerings not over $1 million.  The state form, U-7, has been approved by the 

North American Securities Administrators Association (“NASAA”) and is called 

the Small Corporate Offerings Registration or “SCOR” form.  It is a 50-question 

form designed to be understood by the average lay person and is accepted in 

every state except Alabama, Delaware, Hawaii and Nebraska. 

Offerings made on Form U �7 are exempt from SEC registration by virtue of SEC 

Rule 504 under Regulation D, which exempts offerings directly by issuers (but 

not resales) of not more than $1 million.687[77]  In May 1998 the SEC proposed 

changes to Rule 504 which could inhibit its role as a means to raise capital by 

                                                 
686[76]Id. 

687[77]It should be noted that Form U �7 cannot be used for firm commitment 

underwritings, because they involve resales. 



placing new constrains on resale of the securities.688[78]  Thus, securities 

issued pursuant to the rule could not be resold until either the holding period 

required by SEC Rule 144 had been satisfied (generally one year) or the 

securities had been registered under the 1933 Act or qualified for some other 

exemption.689[79] 

In any event, the states impose various requirements on use of U-7 for offers 

within their jurisdiction.690[80]  For instance, some states require that the issuer 

have equity capital of a certain percentage of the total capital being raised.  Most 

states limit the costs and expenses of originating the capital and require audited 

financial statements for offerings over $500,000.  The SCOR form can also be 

used as part of a Reg. A filing, and some listing services on the Web require that 

listing companies which file under Reg. A incorporate the SCOR form.691[81] 

b.             Examples of DPOs. 

An early DPO made under the Reg. A exemption was located on the Web site of 

“IPO DataSystems” (www.ipodata.com/dpo.html).  The issuer, “Interactive 

Holdings Corporation” (www.thevine.com/ihchome.htm), sought to sell its own 

stock directly by allowing the downloading of an offering circular and a 

subscription agreement.  The offering circular on the Web site, however, was not 

the “official offering circular” filed with the SEC.  That document had to be 

obtained by request made via fax, phone, e-mail or regular mail.  Other DPO 

sites, such as that for “Pyromid Inc.,” allow the offering document to be viewed 

online and downloaded by the viewer (www.pyromid.com/pyromid/ offcirc.html).  

Pyromid made what it calls “technologically advanced” portable outdoor cooking 

systems for campers, hikers and other outdoor enthusiasts, and its Reg. A 

                                                 
688[78]SEC Rel. No. 33-7541 (May 21, 1998). 

689[79]Id.  On holding periods, see SEC Rule 144(d). 

690[80]For discussion of jurisdictional issues related to state blue-sky regulation, 

see Subsection V.C. infra. 

691[81]See discussion of Angel Capital Electronic Network, notes 81, 84 �85, 

infra and accompanying text. 



offering circular covered a minimum-maximum best efforts offering between 

about $3 million to $5 million. 

Another site that allowed direct downloading of a prospectus was that of Dechtar 

Direct, Inc. (“DDI” at www.dechtar.com).  DDI’s prospectus, placed on the Web in 

February 1997, stated that it was the “largest advertising company in North 

America specializing in the adult entertainment and adult mail-order industries.”  

Among its services were providing catalog lead generation and response 

services.  DDI’s offering was the first Web DPO to combine a secondary offering 

of already outstanding shares by selling stockholders with new shares offered by 

the issuer.  Its offering was also unusual because it was done by means of a 

registration statement on SEC Form SB-2, rather than using one of the 

exemptions such as Reg. A or Form U-7.  Form SB-2 had to be used because 

the foregoing exemptions are not available for secondary sales by existing 

stockholders.692[82] 

A Web-posted DPO must take steps to avoid problems under state blue-sky 

laws.  If an offering document can be read and downloaded directly at the site, 

the issuer should install a “screen” to prevent making offers to residents of those 

states in which the offering has not been qualified.  This procedure allows the 

offering to meet the states’ blue-sky exemptions discussed in Subsection V.C. 

below.693[83]  At DDI’s site, for example, the viewer is presented with a screen 

that lists all 50 states as well as various foreign countries.  The viewer first clicks 

in the state of residence from this list, and access to the prospectus and 

subscription material is only granted if the offering has been qualified in that 

state. 

                                                 
692[82]Real Goods Trading Corp., whose secondary trading bulletin board is 

discussed later in subsection III.G (see notes 206-207 and accompanying text), 

subsequently filed an SB-2 in the summer of 1997 which also included a 

secondary offering by the controlling shareholder.  SEC Registration No. 33-

30505. 

693[83]See notes 262-267 infra and accompanying text. 



Possibly the most ambitious DPO to date is the $100 million offering of 

Technology Funding Venture Capital Fund VI, LLC (“Tech Funding”) 

(www.techfunding.com).  Tech Funding also linked its site to the Direct Stock 

Market, one of the interface sites between DPO issuers and investors discussed 

below and its prospectus located on the SEC’s EDGAR database (www. 

sec.gov/Archives/edgar/).  Tech Funding filed on Form N-2, using a wholly-

owned broker-dealer subsidiary to assist in the offering without being paid any 

sales commission, and its registration became effective in December 1997.  

Unlike most other DPO issuers, Tech Funding is not seeking to develop a public 

or secondary market for its shares.  Instead, share transfer will be subject to the 

control of the Fund managers.  The Fund will be a nondiversified investment 

company under the 1940 Act. 

Tech Funding’s offering is also notable for dealing with the question of selling 

shares on credit.  Normally, sales of securities which do not contemplate prompt 

payment within three business days are governed by the SEC’s margin 

restrictions.  Five months after its offering was first posted, Tech Funding ‘s 

investment manager and sole distributor received an exemptive order from the 

SEC to accept payment for its fund shares over the Internet by means of credit 

card.694[84]  The staff approval stressed that the credit card purchases would be 

allowed only through the Internet, a prominent warning would be displayed on the 

Fund’s Web site to dissuade investors from carrying a balance on their cards as 

a result of a purchase of the Fund’s shares and to show how related interest 

costs could exceed any increase in share value, and the distributor’s employees 

would not be compensated on the basis of shares sold. 

c.             Giving Away Free Stock on the Net. 

One of the unique by-products of the Web is the giving away of free securities to 

online viewers.  One of the first of the breed was that of Travelzoo.com.  This 

online travel service, located in the Bahamas, began giving away its stock in the 

                                                 
694[84]Technology Funding Securities Corp., SEC No-action Letter (May 20, 

1998). 



summer of 1998.  Travel.zoo limited visitors to its site to no more than three free 

shares each, which shares are held electronically in the Bahamas.695[85]  

Travelzoo.com claims that it will benefit from giving away free stock, because it 

will attract so many “hits,” or visitors, that advertisers and others will find its site 

to be an attractive venue.  Travelzoo.com was followed by other free stock 

programs including E-Compare.  In January, 1999 the SEC in a no-action letter 

took the rather strained position that viewers, merely by clicking on to the issuer’s 

Web site, were passing “value,” and hence consideration, to the issuer; 

accordingly, the staff said such giveaways had to be registered under the 1933 

Act.696[86]  The reasoning of the staff is somewhat debatable, since a 

netsurfer’s time and effort is minimal in visiting sites.  Certainly the staff’s position 

violates the “no harm, no foul” principle.  The greater problem for “giveaway” 

issuers is how to satisfy the corporate law in those states that require shares to 

be issued for “consideration.”  The shares might be illegally issued in such 

jurisdictions (viz:  Delaware) and the directors exposed to shareholder action. 

d.             New Intermediaries in Cyberspace. 

Direct public offerings have not been a smashing success on the Web.  Some 

commentators believe that the base must be broadened and the number of 

households with Internet connection substantially increased in order to support 

general securities offerings.697[87]  To the extent “success” in a DPO is defined 

as reaching the minimum amount of sales required to close escrow and release 

funds to the issuer, a minority of all DPOs have achieved success.  Even fewer 

                                                 
695[85]D. Frost, Internet Firm Giving Away Its Stock, S.F. CHRON. (July 29, 

1998), B-1. 

696[86]See the following two No-Action Letters:  Vanderkam v. Sanders, 

(Jan. 27, 1999) and Simplystocks.com (Feb. 4, 1999).  A different situation was 

presented by American Brewing Co., SEC No-Action Letter (Jan. 27, 1999), 

because the “free” shares actually required purchase of the issuer’s product. 

697[87]E. Hubler, An Ex �Regulator Talks About The Internet, SEC IND. NEWS 

(Dec. 2, 1996), 1, 2. 



have sold the maximum amount of a minimum-maximum range.  These results 

may improve over the longer term as more DPOS are assisted by the new kinds 

of on-line intermediaries that have sprung up on the Web.698[88] 

Even though DPOs do not use traditional underwriters, they have spawned a 

new type of financial intermediary.  The new model is a Web site designed to 

develop databases of potential investors in new stock offerings which can be 

linked on site to new DPOs.  For example, “Internet Capital Exchange” 

(www.inetcapital.com/), operated by Internet Capital Corp. (“ICC 1”), was one of 

the first Web startups to attempt to connect various DPO issuers with potential 

investors.699[89]  To register with ICC 1’s “exchange,” a viewer would be 

required to first fill out a questionnaire giving certain personal information.  

Completion of the questionnaire would allow access to the “Roadmap to a Direct 

IPO,” which would include a description of SEC forms suitable for public offerings 

of newer and emerging companies.  Upon completing personal registration, the 

participant would be entitled to be notified by e �mail of new offerings which are 

legally offered in the viewer’s state of residence.  The Internet Capital Exchange 

system for secondary trading of already-issued securities was to be based on its 

bulletin board.  Access to the board would permit the participant to find posted 

sell offers, select one to accept, or post the viewer’s own offer to buy. 

Internet Capital Exchange initially offered its service without any SEC clearance.  

It disclaimed on its Web site being a broker/dealer, investment advisor, or being 

registered with the SEC or any state blue-sky agency, and disclaimed having 

evaluated or investigated any company listed on the site or endorsing any such 

company.  Nevertheless, its assured its audience that modern technology is 

creating fantastic opportunities “to realize the American dream of success and 

                                                 
698[88]See subsection 5II.C.5.d and e. below. 

699[89]This provider is called “ICC 1” to differentiate it from another provider with 

the same name (“ICC 2”) discussed below in Section III at notes 210-215 and 

accompanying text.  ICC 1, like ICC 2, had earlier sought to expand the bulletin 

board approach to provide trading in stocks of other issuers. 



independence” and that Internet Capital is “bringing these opportunities directly 

to you.” 

The SEC stepped in and informed ICC 1 that it could not operate the bulletin 

board until it requested a no-action letter, feeling the site would be involved in 

active solicitation and conducting business as an underwriter.700[90]  In its 

subsequent request for a no-action letter from the SEC, ICC 1 specified the 

conditions which would govern its operations in order to avoid registration as a 

broker-dealer.701[91]  The conditions included the following: 

(1) ICC 1 would charge only a flat fee, not contingent upon the 
success of the offering, to issuers to provide a Web site for facilitating the 
issuer’s online securities offering. 

(2) ICC 1’s service would be provided for issuers of registered 
offerings as well as Reg. A and SCOR offerings.  ICC 1 would not provide this service 
for securities to be issued pursuant to Rule 505 or 506 of the Act. 

(3) ICC 1’s Web site would support a grouping of individual corporate 
bulletin board areas or “corporate listings.”  An individual logged on to the site could 
elect to visit any corporate bulletin board area where a tombstone, preliminary offering 
document, or final offering document can be viewed regarding a specific company.  Each 
corporate bulletin board area would remain autonomous and operate separately from all 
of the other corporate areas; only offerings and information pertaining to that specific 
corporation would be displayed in its bulletin board area. 

(4) “Tombstone” advertisements on the site would meet the 
requirements of SEC Rule 134, and the red herring prospectus would meet the 
requirements of SEC Rule 430.  Such “tombstone” advertisements and the red herring 
prospectus would set forth the names of the issuers. 

(5) The distribution of the “tombstone” advertisement and the red 
herring prospectus would be in accordance with Release 33-7233.702[92]  There would 
be no “hot links” between the Web site and any other corporate marketing information or 
a corporation’s home page. 
                                                 
700[90]II INTERNET COMPLIANCE ALERT No. 2, 1 at 16 (1998). 

701[91]Internet Capital Corp., SEC No-action Letter (Dec. 18, 1997, revised 

Dec. 24, 1997). 

702[92]See notes 13-15, supra, and accompanying text for description of SEC 

1933 Act releases. 



(6) The order in which issuers were to be displayed within ICC 1’s site 
would be determined by objective criteria (either alphabetically by name of issuer, or 
sequential by date of listing).  A disclaimer will state that the order of presentation in no 
way constitutes any judgment by ICC as to the merits of a particular offering.  The site 
would link to any “tombstone” advertisement or any red herring prospectus the 
disclaimers required under SEC Rule 134(b)(1) and (d), respectively.703[93] 

(7) Once an issuer were to receive notice that its registration is 
effective, ICC 1 would post the final offering document on its Web site.  Only the final 
offering document will contain the subscription documents necessary to purchase the 
offered securities. 

(8) The Web site would contain a disclaimer that ICC 1 is an 
underwriter of the securities or is acting as a broker-dealer or agent of the issuer, and in 
fact would not function as an underwriter or a broker/dealer, but merely act as a delivery 
mechanism for an issuer. 

(9) ICC 1 would not receive any commission nor take compensation of 
any kind based on the sale of any securities.  Instead, its one-time flat fee (the “Listing 
Fee”) would cover such items as development of the software, use of the software 
                                                 
703[93]These state: 

 “A registration statement relating to these securities has been filed with 

the Securities and Exchange Commission but has not yet become effective.  

These securities may not be sold, nor may offers be accepted, prior to the 

time the registration statement becomes effective.  This (communications) 

shall not constitute an offer to sell or the solicitation of an offer to buy, nor 

shall there by any sale of these securities in any state in which such offer, 

solicitation, or sale would be unlawful prior to registration or qualification 

under the securities laws of any state.” 

*  *  *  * 

 “No offer to buy the securities can be accepted and no part of the 

purchase price can be received until the registration statement has become 

effective; and any such offer may be withdrawn or revoked, without 

obligation or commitment of any kind, at any time prior to notice of its 

acceptance given after the effective date.  An indication of interest in 

response to this advertisement will involve no obligation or commitment of 

any kind.” 



platform, design and graphics work and technical consulting regarding the listing and 
access to the ICC 1 system.   The Listing Fee would be independent of the number of hits 
to the Web Site after listing, or success of the offering. 

(10) ICC 1 would not receive, transfer, or hold funds or securities, nor 
provide information of any nature regarding the advisability of buying or selling 
securities. 

(11) A viewer seeking to access ICC 1’s corporate listing areas would 
first have to go through a registration process involving disclosure of key information 
about the viewer and issuance of a selected log-on name and password required for 
required for further access to the Web site.704[94] 

(12) Viewers would be given the opportunity to download a prospectus 
electronically or request that the issuer deliver a printed copy of the prospectus, and 
ICC 1 would have no contractual liability for improper prospectus delivery.  Instructions 
for sending the proper funds and subscription information to the issuer or its agent will be 
contained in the prospectus.  Subscription agreements would be included in the file 
delivered with the prospectus.  No subscription agreements could be accessed without 
delivery of a prospectus. 

(13) After electronic delivery of a prospectus, ICC 1 would have no 
further involvement in the transaction, such as negotiations regarding prospective 
purchases, record keeping of completed transactions or any reporting requirements of the 
issuer. 

(14) ICC 1’s Web site would be structured so as to preclude any 
solicitation or viewing of an offering document by persons in states where the securities 
were not qualified for sale. 

Based on the foregoing methods and procedures described, the SEC said it 

would not require ICC 1 to register as a broker-dealer pursuant to Section 15(b) 

of the 1934 Act.705[95]  The SEC specifically expressed no view on whether 

ICC 1 would be acting as an “underwriter” within the meaning of the 1933 Act nor 

                                                 
704[94]ICC 1 also represented that its site had implemented an additional user 

registration or validation process which would ensure the proper identity of any 

individual wishing to access the site. 

705[95]Internet Capital Corp., SEC No-action Letter (Dec. 18, 1997, revised 

Dec. 24, 1997).  Also see discussion of blue-sky exemption for Web offerings in 

subsection V.C.5, infra. 



whether the prospectus delivery procedures described in ICC’s letter satisfy the 

standards previously articulated by the SEC in the October Releases and 

Release 7288.  ICC by mid-1998 was still in beta test on its website and had no 

DPO’s posted.  Its bulletin board was likewise still in beta test.  The principal 

product being marketed by ICC-1 at the time was a software program for 

preparing and conducting DPOs. 

Another firm proposing an even more extensive role in DPOs made over the 

Internet is First Internet Capital Corp. (“INTERCAP” at www.1stcap.com).  As of 

early 1998, INTERCAP claimed to offer “a fully integrated range of services 

necessary for a company to go public over the Internet via a Reg. A offering.  

Among services described on its Web site were: 

(1) Conducting initial due diligence. 

(2) Drafting offering materials. 

(3) “Making available at a package price a highly competent securities 
attorney” to review and file the offering with the SEC, and to provide “follow-up” until 
the offering is cleared. 

(4) “Making available, at the best price possible, a Big 6 accounting 
firm” to audit the issuer. 

(5) Providing escrow and stock transfer services of Huntington 
National Bank “on a negotiated package basis.” 

(6) “Direct access” to INTERCAP’s list of interested investors. 

(7) Promoting and advertising the issuer’s offering over the Internet. 

For the foregoing services, INTERCAP said it would receive unspecified cash, a 

“moderate contingent fee” to be paid from the proceeds of the offering, plus a 

“small percentage of the company’s stock.” 

Because it was to receive contingent compensation for, among other activities, 

“due diligence” and “promoting and advertising” the offering, INTERCAP would 

appear to fall within the statutory definition of an underwriter under the 1933 



Act.706[96]  Whether it has yet applied to the SEC for a no-action letter is not 

known (an online search of posted no-action letters did not locate any for 

INTERCAP).  INTERCAP may be exposing itself to possible liability for any 

failings on the part of attorneys whom it “makes available [to issuers] at a 

package price.”  Indeed, the attorneys themselves could encounter sticky 

professional responsibility and conflict of interest issues under applicable state 

laws in view of the way they are planned to be brought into the DPO 

transactions. 

Another firm that announced plans to deliver DPO prospectuses to potential 

investors is Virtual Wall Street (www.virtualwallstreet.com).  In early 1998, Virtual 

Wall Street reportedly was negotiating an alliance with Standard & Poor’s.707[97]  

It plans to offer prospective investors due diligence on DPO issuers.708[98]  The 

potential liability undertaken by Virtual Wall Street to Web investors in offering 

due diligence on thinly-capitalized issuers is difficult to predict, because liability 

would be affected by whatever cautionary language, disclaimers and waivers can 

be built into the Web site and made legally effective on investors.  In any event, 

Virtual Wall Street said it would seek its own no-action letter from the SEC, 

stating that it is reluctant to rely on the ICC 1 letter.709[99] 

Some Web sites are less proactive, and simply provide centralized links to DPO 

issuers without additional services such as databases of investors.  The utility 

and potential profitability of such sites is dubious, because the linking service 

offered is narrow, and there are better ways to access DPOs.  Few of these 

limited sites have lasted long with such limited services.  For example, in 1996 a 

viewer could have logged on to “SCORnet” (scor-net.com) to find lists of issuers 

who filed using Form U �7, SEC Reg. A or who had registered on SEC Form SB 

                                                 
706[96]Section 2(11) of the 1933 Act, supra note 42. 

707[97]Net Firm Plans Alliance With S&P for DPO Due Diligence, 2 INTERNET 

COMPLIANCE ALERT No. 2, 1 (1998). 

708[98]Id. at 16. 

709[99]Id. 



�2.  “SCORnet” also contained a list of prospectuses of a number of issuers 

listed by state.  However, in June 1997 SCORnet was merged into “Direct Stock 

Market Incorporated,” with its Web address changed 

(www.directstockmarket.com).  Direct Stock Market by early 1998 was hosting 

electronic road shows and seminars (in which “full streaming video and audio” 

could be presented together with presentations by issuers while taking questions 

from the audience through a chat window), and lists public and private offerings 

which are accessible on �line only by registered viewers.  In 1998, Direct Stock 

Market used “push” technology to send notices of new public and private 

offerings to its subscribers, and said it had requested a no-action letter from the 

SEC to allow it to operate an electronic bulletin board for secondary transactions. 

A prospective Web investor will quickly discover that a substantial proportion of 

the companies using the Web to offer their securities directly to the public are in 

some phase of consumer goods or services, whether beer, health products, or 

outdoor cooking devices.  These kinds of issuers probably have the best chance 

to succeed with unassisted DPOs, because they already have some built-in 

“constituency” of consumers who are familiar with their products and therefore 

might be receptive to their stock.  DPO issuers who start with just a new product 

or technology, in contrast, are in a weaker position so far as reaching potential 

investors.  The picture may change with the maturation of Web sites that assist 

DPOs by developing databases of potential investors whom issuers can solicit.  

Over time, we can expect to see such investor groups divided and subdivided 

accordingly to the types of industries they prefer.  This will allow more “targeting” 

in the DPO process. 

D.          Nonpublic Internet Offerings. 

The notion that the World Wide Web can provide a home for private placements 

exempt from 1933 Act registration may at first sound counter-intuitive.  However, 

there is no reason that the Internet should be an impossible arena for private 

placements simply because of its global reach.  If that potential reach can be in 

fact limited to a discrete group of sophisticated investors by screening and 



monitoring technology, the group would be akin to a small restricted club located 

inside a giant hotel.  The SEC has for over a decade sanctioned the use of the 

Reg. D private offering exemption by pre-qualification of groups of accredited 

investors who would respond to extensive solicitations by furnishing extensive 

financial data.710[100]  In a similar vein, the SEC has taken the position that the 

pre-qualification of a number of accredited or sophisticated investors on a Web 

site and electronically notifying them in a secured manner of subsequent private 

placements would not involve a “general solicitation,” and therefore would allow 

the building of investor data-banks for private offerings under SEC 

Regulation D.711[101] 

An early example of a pre-screened investor data bank is “IPOnet” 

(www.zanax.com/iponet), which has billed itself as “the only Internet site cleared 

by the United States Securities and Exchange Commission to sell new Public 

and Private securities online.”  This is partly true, since IPOnet did receive a no 

�action letter with respect to IPOnet’s method of facilitating private offerings 

under Reg. D.712[102]  However, IPOnet was not alone in obtaining SEC 

authorization for an investor data bank for private placement.713[103] 

Under the SEC’s no-action letter, IPOnet’s site can post notices of Reg. D 

offerings which only the accredited investors could access.  IPOnet identifies four 

distinct investor types, primarily based upon availability of applicable exemptions 

under the securities laws, i.e., “General Member,” “Accredited Investor,” 

“Sophisticated Investor,” and “Foreign Investor.”  Virtually anyone can apply for 

                                                 
710[100]E.g., H.B. Shaine & Co., Inc., SEC No-action Letter (May 1, 1987). 

711[101]IPOnet, SEC No-Action Letter, 1996 WL 431821 (S.E.C.) (July 26, 

1996) (“IPOnet”); Lamp Angel Capital Electronic Network, SEC No-Action Letter 

Sec. L. Rep. (CCH) ¶77,305 (Oct. 25, 1996); Technologies, Inc., SEC No-Action 

Letter (May 29, 1997). 

712[102]IPOnet. 

713[103]The SEC also issued a 1996 no �action letter to Angel Capital Electronic 

Network; see notes 107-108 infra and accompanying text. 



the category of General Member.  A General Member receives an e �mail notice 

in turn every time IPOnet posts a new offering.  The e �mail notice will be hot-

linked to an announcement on the Web site.  Only certain viewers can qualify as 

an Accredited Investor.  IPOnet requires completion  of an “Accredited Investor 

Questionnaire” to determine whether the person meets the standards for 

participation in a non-public offering under federal or state exemptions.714[104]  

Instead of income or net worth tests of the type required for accredited investors, 

a Sophisticated Investor must have a history of venture capital and restricted 

investments.  Finally, to qualify as a Foreign Investor, a viewer must show facts 

sufficient to establish identity as a non-U.S. resident.  The intention here is to 

establish a database of persons who might be eligible to participate in an 

offshore offering under SEC Regulation S. 

IPOnet also provides for the sale of securities to viewers through an affiliated 

NASD member firm.  Once an IPOnet viewer opens a participating brokerage 

account with the NASD firm, he or she may make “electronic indications of 

interest” directly through the Web site.  This allows the viewer to purchase 

publicly offered securities by electronic confirmation of their purchases on the 

effective date.  No IPOnet member can obtain access to private placements or 

private placement memoranda except by completing either the Accredited, 

Sophisticated or Foreign Investor questionnaires.715[105] 

Over a year after IPOnet began operating, a non-profit entity called Angel Capital 

Electronic Network approached the SEC with the concept of a Web listing service 

that would be operated by a group of educational institutions and other non-

profits.  Like IPOnet, Angel Capital represented that it planned to list on its 

                                                 
714[104]The exemptions are those under SEC Reg. D, Section 4(2) of the 1933 

Act and Section 25102(f) of the California Corporate Securities Law and the laws 

of other unspecified states. 

715[105]There is an open question in connection with the type of offering of 

Regulation A offerings done by IPOnet as to whether it is a statutory 

“underwriter” under Section 2(11) of the 1933 Act. 



homepage small offerings exempt from registration under either Reg. A or SEC 

Rule 504.716[106]  It would only allow “accredited Investors” meeting the criteria 

of Reg. D to participate717[107] would have to register on the Web site in order 

to access an offering circular in Form U �7.  “Solicitation of interest” documents 

by which issuers could “test the waters” for an offering pursuant to Reg. A would 

also be listed.  To register as an “accredited investor” and receive a password to 

access Reg. D private placements, a viewer would be required to certify to 

financial and other qualifications necessary to accredited investor status.  If such 

an accredited investor wished to purchase stock of a small company listed on the 

site, the investor would contact the issuer directly.   

Angel Capital represented that no trading would take place on the “network” 

operated by the member institutions, and no employee of the  site would 

participate in any sales transaction.  However, accredited investors would be 

able to use a search engine within the Web site to help find the types of 

companies in which they would be interested.  The search engine would also be 

able to notify an investor via the Internet if a company that listed its securities on 

the site has characteristics that would correlate to that particular investor’s 

interests.  A major difference between IPOnet and Angel Capital is that investors 

registered on Angel Capital’s site would be able to view all the deals on the site, 

not just the ones that were posted after they joined.  The SEC determined that 

                                                 
716[106]Angel Capital Electronic Network, SEC No-Action Letter, Sec. L. Rep. 

(CCH) ¶77, 305 (Oct. 25, 1996). 

717[107]The viewer would have to meet the criteria of SEC Rule 501(a) and, if 

an individual, have such knowledge and experience in financial and business 

matters that he or she could evaluate the risks of an investment.  It is not clear 

why a viewer would be required to meet the requirement to qualify as an 

“accredited investor,” since the exemptions under Reg. A and Rule 504 are 

based on size of the offering, are not private offering exemptions and hence do 

not hinge on accredited investor participation. 



the Angel Capital group would not have to register as a broker-dealer or as a 

national securities exchange. 

By early 1998, Angel Capital Electronic Network had gone online with the home 

page acronym “ACE-Net” (ace-net.sr.unh.edu).  The site provides online 

questionnaires for both prospective investors and prospective issuers.  The latter 

must use a SCOR or U-7 Form for either a Rule 504 or a Reg. A offering (with 

additional informational requirements in the case of Reg. A). 

Another example of a site generating a data bank of potential investors for 

exempt securities offerings, including private placements, is “INVBank” 

(www.invbank.com/).  INVBank aims to help issuers involved in both private and 

public exempt transactions contact appropriate persons in its data base.  It lets 

viewers register at one or both of two levels:  (1) ”SAVVY INVESTOR,” or 

(2) member of the “INVestor’s CIRCLE for Accredited Investors.”  The INVestor’s 

CIRCLE is limited to those who would qualify as “accredited investors” under 

Regulation D.  Their registration allows them to occupy a position in INVBank’s 

“Private Placement Arena” and review various Reg. D offerings.  A SAVVY 

INVESTOR does not have to meet the qualifications of an accredited investor.  

The SAVVY INVESTOR is able to access a list of companies planning to make 

public offerings and allowed to give any company feedback and to submit 

indications of interest.  By clicking a link to any such issuer, the SAVVY 

INVESTOR receives a short and bullish description of the issuer’s business. 

The same principles that allowed building a secured base of accredited investors 

for IPOnet have been invoked in the case of private investment funds:  If a hedge 

fund were deemed to be making a public offering on the Internet, it would not 

only be subject to registration of the offering under the 1933 Act, but would have 

to register as an investment company under the 1940 Act.  The SEC in a no-

action letter agreed that an operator could post information regarding funds on a 

home page and other linked pages on the World Wide Web that is password-

protected and accessible only to subscribers who are predetermined by the 

operator to be accredited investors.  The private funds could post descriptive 



information and performance data on the site.  There would be a 30-day wait 

after an investor became qualified before he would be allowed to purchase 

securities in a hedge fund.718[108] 

In the spring of 1998 a venture capital site for the smaller investors leapt onto the 

Web.  Called “Garage” after the Silicon Valley dream in which companies start in 

a garage and become powerhouses, Garage plans to admit potential venture 

investors into membership which will allow them to invest seed capital in new 

companies whose business plans have been vetted by Garage’s staff.719[109]  

Garage sought to activate its full services only after broker-dealer registration 

was completed in the second half of 1998.  

Another form of exempt offering is one made pursuant to SEC Rule 144A.  Rule 

144A facilitates a private placement of debt securities by a U.S. issuer (or equity 

or debt securities of a foreign issuer traded offshore by allowing securities that 

are sold to “qualified institutional buyers” (such as pension and mutual funds with 

at least $100 million under management or broker-dealers with at least a $10 

million securities portfolio) to be exempt from registering the securities under the 

1933 Act even though the securities are resold quickly to other qualified 

institutional buyers. 

Because there are no holding periods required as among such purchasers, the 

Rule 144A market takes on certain aspects of a public market, and Rule 144A 

offerings are in some ways similar to public offerings, with preliminary offering 

memoranda being circulated to purchasers and “roadshows” often conducted 

                                                 
718[108]Lamp Technologies, Inc., SEC No-Action Letter (May 29, 1997).  The 

main difference between this no �action letter and IPOnet is that IPOnet 

investors were only able to invest in transactions posted after their qualification.  

Since this is not practicable in the case of the open-ended, continuous offer 

characteristic of many hedge funds, a 30-day wait was substituted in Lamp 

Technologies. 

719[109]L. Bransten, Entrepreneurs May Find Heaven at Garage.com; WALL 

ST. JOURNAL (May 14, 1998) A-6. 



before the offering material is finalized.  Such roadshow-type presentations to 

sophisticated investors have been a marketing tool under Rule 144A. 

Accordingly, in 1988 the SEC pushed the Internet envelope for Internet 

exemptions further by allowing roadshows for offerings made under Rule 

144A.720[110]  The SEC’s no-action position was conditioned on the issuer 

taking each of the following steps:  (1) denying access to its Web site for viewing 

of a particular road show to all persons or entities, except those institutions for 

which the seller has confirmed its reasonable belief regarding their qualified 

institutional buyer status; (2) assigning confidential passwords to each qualified 

institutional buyer which will be unique to a specific road show, and expire no 

later than the date of termination of the related offering; (3) receiving confirmation 

from each seller that such seller is a qualified institutional buyer within the 

meaning of Rule 144A(a)(1), there exists an adequate basis for such seller’s 

representations of its “reasonable belief” that each entity to which it has assigned 

a confidential password is a qualified institutional buyer, and the offering to which 

the particular road show relates is not subject to registration under the 1933 Act; 

(4) having no actual knowledge, or reason to believe, that a seller is not a 

qualified institutional buyer, any of the entities to which the seller has assigned a 

confidential password is not a qualified institutional buyer or the securities 

offering to which a particular road show relates is subject to registration under the 

1933 Act; and (5) not being an affiliate of any seller or issuer of a security that is 

the subject of a particular road show. 

Additional Internet use by large and sophisticated institutions involves the 

paperless syndication of loans by groups of lenders.  IntraLinks, Inc. 

(www.intralinx.com) is a New York-based firm operating networks that bring 

together large financial institutions, using Lotus Notes technology and security 

and encryption protocols.  The issuer pays a fee to have information on a specific 

loan transaction posted.  Access is free to investors.  Banks who are chosen for 

a loan syndication receive a password and user identification that enable them to 

                                                 
720[110]Net Roadshow, Inc., SEC No-Action Letter (Jan. 30, 1998). 



log onto the lead bank’s page at the IntraLinks site.  They can access details of a 

syndication in real time.  Royal Bank of Canada led one of the first “cyber-

syndications in early 1996.721[111]  Bank of America took the Internet loan 

syndication one step further in September 1997 when it used IntraLinks to 

syndicate a refinancing of National Semiconductor.   Unlike prior loan 

syndications which used IntraLinks on the Internet alongside traditional paper 

syndication systems and paper documentation, the National Semiconductor deal 

was paperless.  It was syndicated entirely over the electronic service.722[112] 

III.            Secondary Trading of Securities in Cyberspace. 

A.          Discount Broker �Dealers. 

Even before the Internet was a medium used for issuing new securities, it had 

been discovered as a new dimension for secondary trading in already-issued 

securities.  Small discount brokerage firms were the first to offer full online 

trading services and research to account holders in 1995.723[113]  By October 

1996, investors checked stock prices electronically and obtained other 

information from the NASD Web site 2.1 million times in just one day.724[114]  It 

was estimated that in 1966 there were 1.5 million online accounts.725[115]  In 

                                                 
721[111]Royal Bank Announcement/Intralinks, YAHOO BUSINESS WIRE 

(Jan. 20, 1997). 

722[112]BankAmerica’s Paperless Loan, IFR 1199 (Sept. 6, 1997) 64. 

723[113]Lombard Institutional Brokerage of San Francisco posted an online 

trading site at lombard.com, and E*Trade of Palo Alto went online at 

www.etrade.com.  K. Aufhauser & Company of New York started online trading 

at www.aufhauser.com.  Other brokers shared space at the Web site of Portfolio 

Accounting World Wide (pawws.secapl.com). 

724[114]L. Eaton, Slow Transition for Investing:  Stock Market Meets Internet,” 

N.Y. TIMES (Nov. 11, 1996), C �1. 

725[115]On �Line Investing Flourishes as Brokers/Commissions on Computer 

Trades, WALL ST. JOURNAL (Sept. 27, 1996), C �1. 



1997, the number had grown to almost three million.726[116]  It is predicted that 

online accounts will soar from about four million in 1998 to 25 million by 2003.  

Full-service brokerage firms are expected to account for about one-third of that 

figure, compared with almost none in 1998.727[117]  Internet-based trading 

accounted for 17% of total retail sales in 1997 according to one survey, with that 

figure expected to increase to 30% by the end of 1998.728[118] 

Over eighty brokers are now offering some form of electronic trading as of early 

1999.729[119]  The most prominent are Charles Schwab & Co., which offers full-

service cyberbrokerage through its StreetSmart and other systems, and E*Trade.  

As of March 1997, Schwab had 700,000 active on �line accounts and $50 billion 

in on �line customer assets,730[120] and by December 1997, Schwab’s sales by 

                                                 
726[116]D. Barboza, On-Line Trade Fees Falling Off The Screen, N.Y. TIMES 

(Mar. 1, 1998), BV-3.  L. Roberts, Electronic Execution:   The Future of Nasdaq, 

SEC. IND. NEWS (Nov. 17, 1997); compare K. Weisul,” Report:  New `Mid-Tier’ 

Brokers to Get 60% of On-Line Trades; from Zero to Sixty in Five Years,” IDD. 

(Sep. 30, 1996), 11. 

727[117]P. McGeehan and A. Raghaven, On-Line Trading Battle Is Heating Up 

As Giant Firms Plan To Enter Arena, WALL ST. J. (May 22, 1998), C-1, C-21. 

728[118]M. Dabale, Schwab Tops On-Line Ranks, But Newcomers Gain Ground, 

SEC. IND. NEWS (Mar. 2, 1998), 1, 4.  By mid-1998, some estimates had 25 of 

all trade being handled by online brokers.  D. Pettit, Logged On, WALL ST. 

JOURNAL (Sept. 8, 1998), R-6. 

729[119]See stock brokerages listed at www.stockhouse.com/directory/broker-

ages2.asp (76 as of June 15, 1998); compare 56 firms described in early 1998 at 

Grand and Lloyd, Internet IPOs �-A Potential Oasis for Small Companies, 

UPSIDE (July 1996), 91, 93. 

730[120]Schwab Hits $50 Billion in On �Line Client Assets, SEC. IND. DAILY 

(Mar. 24, 1997), 8. 



means of electronic trading for the month for the first time were more than half 

the firm’s total retail sales.731[121] 

Online firms allow investors to have access to their portfolios 24 hours a day and 

to place orders anytime.  Online brokers typically have provided news and stories 

about the investor’s portfolio holdings, free quotes on stocks, bonds, and mutual 

funds, some even send an e �mail at the end of the day with closing quotes for 

an entire portfolio.  Assets managed by on �line investors are predicted to grow 

from over $100 billion today to $524 billion in 2001 and account for more than 8% 

of the total assets held by small investors.  Apart from actual trading in securities, 

the Boston Consulting Group predicts that firms with institutional clients will 

perform increasingly complex analysis and create increasingly complex financial 

instruments.732[122] 

A spur to online brokerage has been the proliferation of links between broker-

dealers and other Web-based services.  For example, the Web site of the 

newspaper USA Today, gives viewers direct links from its “Marketplace” page 

(www.usatoday.com/marketpl/finan.htm) to six on �line brokerages such as 

E*Trade and Accutrade.  USA Today receives a flat fee for each order received 

by the brokerage firms.733[123]  Because of the fee, USA Today arguably might 

fall within the definition of a “broker” under the Securities Exchange Act of 1934 

(“1934 Act”) and be required to be registered as such.734[124]  However, the 

SEC issued a no-action position in 1966 effectively allowing online access 

services, such as America Online or CompuServe to connect viewers to broker-
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dealers without their own registration as broker-dealers, even though the access 

service receives a flat fee for each order transmitted through an icon on the 

Website menus to licensed broker-dealers.735[125]  To satisfy the SEC 

exemption, certain conditions must be met:  viewers may use the access service 

or link to reach a licensed broker-dealer by clicking an icon and then open a 

brokerage account, but the access provider must not take any part in the 

licensed broker-dealer’s services other than by routing messages.736[126]  

Moreover, such access providers must not to handle any customer funds or 

securities, effect clearance of trades or extend credit to any customer in 

connection with a purchase of securities.  The “nominal” flat fee paid by the 

broker-dealer to the online access service for each order transmitted may not 

vary depending upon the number of shares, value of the securities involved or 

the successful execution of the trade.737[127]  Assuming USA Today follows a 

similar format, it would also avoid having to register as a broker-dealer.738[128] 

Charles Schwab and E*Trade are aggressively expanding online trading outside 

the U.S.  E*Trade has launched an Australian service and signed a licensing 

agreement to cover expanded services in Germany and Central Europe, 

partnering with Deutscheland AG and Berliner Freivekehr Group.  Schwab is 

upgrading its United Kingdom electronic system, where E*Trade has yet to sign a 

deal.739[129]  Stockhouse, a highly robust site at www.stockhouse.com, is in 

effect a giant cybersecurities mall that not only links the viewer to a multitude of 

the discount brokerage firms, but also provides links with 51 stock markets 
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around the world.  These include the New York and American Stock exchanges, 

Nasdaq, and major foreign markets such as the London, Tokyo, Korea, Madrid, 

Oslo, Paris and Frankfurt exchanges.740[130] 

B.          Full Service Broker-Dealers. 

As discussed at the start of this survey, full-service brokerage firms have been 

slower to accept online trading.741[131]  Of the top five securities firms as 

measured by number of brokers, only Morgan Stanley Dean Witter & Co’s 

subsidiary, Discover Brokerage Direct,” ranked in the top 10 on-line brokers as of 

mid-1998.742[132]  Dean Witter, the number one firm, acknowledged the 

potentialities of the Web in December 1996, when it acquired a fledgling San 

Francisco-based Internet discount broker, Lombard Brokerage and changed the 

name to Dean Witter Lombard’s.  The Dean Witter deal for Lombard reportedly 

upset some of Witter’s brokers, who were unhappy about going toe �to-toe with 

an affiliated discounter.743[133]  But by 1998 Discover Brokerage Direct had 

even extended its services to allow trading in Treasury Bonds online 24 hours a 

day.744[134]  Other full-service brokers, who had largely stayed back from online 

trading, by 1997 were looking at the use of client-broker e-mail as a tool to 

significantly improve productivity.745[135]  An officer of Raymond James & 

Associates was quoted as saying that while most full-service firms found 
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electronic trading in complete opposition to their mission, “now we’re not so 

sure.”746[136]  At the annual conference of the Securities Industry Association in 

November 1997, IBM’s chairman challenged the industry to move fully onto to 

the Internet, asserting that firms with well-established names ran a risk of losing 

their advantage if they waited too long to enter cyberspace.747[137]  Merrill 

Lynch had indicated that it expected to offer electronic trading in the fall of 1998; 

however, it did not believe that Internet trading was “one of the highest-rated” 

services by its clients.748[138] Merrill then backed off from cyber-trading, 

asserting that it encouraged investors to trade too much at the expense of long-

term returns.749[139]  As earlier discussed, Merrill finally edged into its version 

of Internet-based trading in March 1999.750[140] 

One of the significant concerns of the full-service securities firms in exploring use 

of the Internet has been the question of how and when to monitor e-mail between 

brokers and clients.  Prudential Securities announced in 1997 a system of e-mail 

for its customers to send orders to its brokers, who would then arrange for 

execution or contact the customer.751[141]  It also introduced a live internal e 

�mail network, in order to allow compliance personnel to review and archive e 

�mail in a paperless environment.752[142]  New e-mail surveillance products 

were introduced that aimed at providing a practical way to filter and review e-mail 
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for potential sales practice violations.753[143]  The new NASDR and NYSE rules 

which relax the monitoring of e-mail may help ease the institutions’ concerns on 

this point.754[144] 

PaineWebber, a full-service brokerage, had deferred its entry into online trading 

for its customer base.  However, it has introduced electronic order entry and 

account access for clients of its Correspondent Services Corp. clearing 

unit.755[145]  The firm discovered that Web use was not confined to the young 

and less affluent sector; indeed, it learned that 38% of its wrap-fee account 

holders who used PaineWebber’s online account information service either 

already maintained an online trading account elsewhere or intended to do so 

within a year.756[146] 

Security has been a sensitive issue for the full-service brokerage community in 

use of the Internet for issuance of securities, secondary trading and furnishing of 

financial information.  A perceived impediment to their entry into online trading 

has been concern over the ability of hackers to break into their computers and 

those of their customers.  Software and systems developers as well as major 

brokerage firms have been making large investments to address security issues.  

One security system developed for money management clients has been 

marketed by Tradeware (www.tradeware.com).  It is designed to encrypt the 

FIXlink product discussed earlier (subsection III.B.), using a U.S. Government 

data encryption standard.  Brokers using FIX software will also have available to 

them a more sophisticated encryption method developed by Morgan Stanley. 

C.          Banks and Discount Trading. 
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While most full-service brokers have approached online trading with caution, 

banks have begun to embrace the new technology for their discount brokerage 

affiliates.  Citigroup in October 1997 announced an online brokerage service with 

commissions as low as $19.95 per trade.757[147]  Other banks such as Fleet 

Financial, Mellon and BancOne acquired or forged alliances with online 

discounters.758[148]  Wells Fargo Bank will begin promoting its new online 

brokerage heavily starting in August 1998.759[149]  Customers will be able to 

buy most U.S. stocks, trade about 1,000 mutual funds as well as stock options 

and obtain news, quotes and research.760[150]  BankAmerica was to unveil its 

own Internet investment services in late 1998.  It was to allow customers to trade 

in all U.S. stocks and 1,000 mutual funds and to receive financial news and 

quotes. 

D.          Non-Intermediary Electronic Trading. 

1.   Background of Membership-Type Trading. 

Institutional investors have used extranets to support closed trading systems 

among themselves since the 1970s.  The pioneer was Instinet 

(www.instinet.com), which introduced a closed networked computer system in 

which a group of institutional members, such as (mutual funds and investment 

brokers) could trade large blocks of securities electronically among themselves, 

thereby avoiding brokers in the middle.  Operating outside of the established 

stock exchanges, Instinet has not use the World Wide Web; instead, its members 

use the more limited electronic linking system of the extranet.761[151]  Trades 

are made on an anonymous basis, directly between buyer and seller.   
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In the past few years, other closed electronic services with much broader 

membership bases have started operating, such as the Island System and the 

Portfolio System for Institutional Trading (“POSIT”).  While Instinet operates by 

simply electronically “hitting” offers posted in an electronic order book, POSIT 

uses a crossing system for batches of orders.  Despite the fact that these 

alternative systems have been limited to institutions, their volume of trading has 

greatly escalated; the SEC estimated in 1997 that they handled almost 20% of 

the orders in Nasdaq securities and almost 4% in New York Stock Exchange-

listed securities.762[152] 

2.   The Market Goes “Retail”. 

Non-institutional investors also want to trade directly online, not through an 

Internet broker.  To help satisfy this pent-up demand, Datek Online created the 

“Island” trading system, which allows investors to place orders directly onto the 

NASDAQ system.  This further democratized the secondary market.  The most 

significant new entry may well be OptiMark, a system featuring a supercomputer 

and patented “fuzzy-logic” algorithms that can allow high-speed matching of buy 

and sell orders on an anonymous basis.  OptiMark first lets buyers and sellers 

express hypothetical preferences along a range of prices and volumes, then 

conducts a search of all buyers’ and sellers’ interest at that instant, and in 1.5 

seconds it returns with a trade at the optimal available price and volume.763[153]  

The OptiMark system bears some resemblance to Instinet, discussed above, in 

the sense that both systems electronically cross buyers with sellers.  But where 

Instinet simply matches orders at a given price, OptiMark matches a variety of 

orders at difference prices and sizes.  By early 1999, OptiMark had been 

embraced by the Pacific Exchange and was contributing to the “electronic 

erosion” of traditional open-outcry auction exchanges. 

3.   Can Extranets Be Replicated on the Web? 
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There is no barrier to adapting the private network approach trading from existing 

extranets to the World Wide Web, provided that security and reliability issues can 

be successfully resolved.  Once these issues are resolved, institutions may move 

to privately-accessed Web sites that will function similarly to Instinet trading.  

One software protocol claiming to have sufficient security to allow institutional 

broker-dealers to trade electronically with one another via the web is Financial 

Information Exchange (“FIX”), which provides a service called “FIXLink.”  FIXLink 

operates on a site (www.tradeware.com) where subscribing money managers 

can receive brokers’ indications of interest, post-trade advertisements and 

brokers’ reports of block-trade fills in FIX protocol over the World Wide 

Web.764[154]  Subscribing broker-dealers can send the same kinds of 

information to targeted institutional customers or all the institutional participants. 

Other institutional trading systems using the Web on a password-protected basis 

include a site operated by Daiwa Securities America for debt instruments:  “The 

Odd-Lot Machine” (www.oddlot.com/).  Daiwa’s site allows institutions to trade 

electronically in U.S. Treasury bills (up to $10 million), notes and bonds ($3 to $5 

million, depending on duration) and strips.  Institutional customers can accept the 

posted prices or enter their own bids by just clicking to the site.  Interdealer 

trading in municipal bonds is also available through a Vermont dealer’s web 

page, using a process of trading similar to the traditional system, except that the 

offers and bid occur in cyberspace �on the Web site �rather than by telephone 

and fax machine.765[155] 

A number of firms have been building electronic trading capabilities to enable 

online transactions in fixed-income securities.  As electronic trading in bonds 

over the Internet becomes increasingly accessible not just to large institutions but 

also to high net worth retail traders, we can expect increasing competition in the 

                                                 
764[154]G. Wisz, Tradeware Puts FIX on Internet to Connect Buy and Sell Sides, 

SEC. IND. NEWS (Jan. 6, 1997), 10.  See also the FIXLink Web site. 

765[155]Id. 



bond marketplace.766[156]  Vincent Catalaneo, President of the New York 

Society of Securities Analysts, sees extranets as the next major step in the 

financial services industry and believes they will help reduce concerns over 

security.767[157]  As institutions and the brokerage community become more 

comfortable with the encryption technologies, it will further spur the increase in 

web-based transactions.  Online brokerage firms in the summer of 1998 

indicated they were considering the idea of a common “electronic 

communications network” (“ECN”), or off-exchange trading system.768[158]  

Some believe that ECNs offer the on-line brokers an opportunity to take business 

away from established market makers and stock exchanges.769[159] 

4.   Electronic Trading, Alternative Systems and the Future of Stock Exchanges. 

Entering 1999, the next major impact of the Internet is clearly on the traditional 

stock and option exchanges.  From the inception of cybersecurities, the Internet 

has been used by customers to place orders with on-line brokers, but not as the 

method of execution between brokers or between a broker and an institution.  

Instead, online brokerage firms have executed through either private networks 

such as NASDAQ, extranet trading facilities like Instinet, stock exchanges or 

other means.  The markets are moving inexorably to the completion of all 

brokerage on the Internet.770[160]  Further, it is likely that in the end there will be 
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“straight �through-processing,” in which all aspects of the securities transaction 

and all kinds of products will be marketed, sold and cleared electronically by 

Instinet-type firms.771[161]  This, combined with the ability of customers on the 

buy side increasingly to obtain and analyze data and execute over the Web, will 

tend to further diminish the customers’ sense of loyalty to any given broker. 

Electronic trading is now used in 25% of stock transactions by individual 

investors, and much of this is executed on electronic networks like The Island 

ECN, owned by Datek, and Archipelago.772[162]  Island reported 2.5 billion 

shares traded in 1998, while Archipelago reported 650 million.773[163]  The 

stakes may be raised further by OptiMark, the system discussed above. 

The OptiMark trading system that allows institutions to trade directly and 

anonymously with one another was rolled out on January 29, 1999.  OptiMark 

traded an unknown number of shares of one stock in its Pacific Exchange debut, 

namely 3M Co.  A total of 114 firms, including some of the nation’s largest mutual 

funds and insurance firms, were eligible to trade on the new system, with about 

80 firms on the “buy” side and 34 on the “sell” side.  The systems is potentially 

attractive to large investors because the promised anonymity will allow them to 

buy or sell large blocks of stock without news of a transaction leaking into the 

market and causing prices to move before the trade closes.  Thus, the system 

will compete with the New York Stock Exchange, where human “specialists” 

match buy and sell orders.774[164] 

As electronic trading of all kinds has proliferated, the prices of seats on major 

stock exchanges have plummeted.  In the first half of 1998, prices of seats on 

major exchanges in New York, Chicago, Philadelphia and even London dropped 
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between 10 and 40 percent.775[165]While other factors have played a role, the 

largest concern is the rise of electronic trading.  John Langton, chief executive 

and general secretary of the International Securities Market Association, pointed 

out how technology blurs traditional boundaries and radically alters relationships, 

putting intermediaries under “intense pressure.”776[166]  Speaking at a London 

conference on on �line trading, he said that “[f]und managers now trade with the 

same tools as brokers, brokers buy fund managers to compete with their 

customers and build trading systems to complete with exchanges, exchanges 

demutualize and compete with brokers for investment business.”777[167]  The 

growing competition from the extranets such as Instinet and Island have raised 

concerns over the very existence of the auction markets conducted on exchange 

floors.  Indeed, the chairman of the London International Financial Futures and 

Options Exchange (“LIFFOE”) questioned “whether you’ll even need exchanges 

in the next century.”778[168]  The LIFFOE in fact decided in September 1998 to 

close its trading floors for bonds, index futures, currency contracts and equity 

options.779[169] 

On December 2, 1998 the SEC responded to these dramatic changes by 

approving new rules for electronic communications networks and other screen-

based alternative trading systems (“ATSs”) which included a controversial 

provision requiring larger-volume ATSs, such as Instinet, to publicly display their 

institutional orders.780[170]  At the SEC’s meeting adopting the new regulations, 
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SEC Chairman Arthur Levitt acknowledged the opposition to the institutional 

order display requirement, but said he believed “fundamental fairness dictates 

that all investors be given an opportunity to receive the best price 

available.”781[171]  In adopting the rule, the SEC noted that volume on ATSs 

had significantly increased in recent years, and now accounted for about 20% of 

transactions in Nasdaq securities and 4% of transactions in listed 

securities.782[172]  With ATSs being regulated as traditional broker-dealers, the 

SEC saw regulatory gaps result raising substantial concerns where an alternative 

trading system has significant volume. 

New rules adopted by the SEC change the scheme applicable to exchanges in 

three significant ways.  First, a new regulatory framework allows alternative 

trading systems to choose between registering as an exchange and registering 

as a broker-dealer.  Second, registered exchanges can now to operate as for-

profit businesses.  Under the new scheme, most alternative trading systems, 

which are relatively small, will choose to register as broker-dealers and have 

regulatory requirements substantially similar to what they currently undertake.  

As registered broker-dealers, these alternative trading systems will continue to 

be covered by the oversight of one of the self-regulatory organizations.  Provided 

an alternative trading system has limited volume, it will only have to file a notice 

with the Commission describing the way it operates, maintain an audit trail, and 

file quarterly reports. 

An ATS with substantial trading volume and therefore a potentially significant 

impact on the market, such as Instinet, registered as broker-dealers will need to 

link with a registered exchange or the NASD and publicly display their best priced 

orders (including institutional orders) for those exchange-listed and Nasdaq 

securities in which they have 5% or more of the trading volume.783[173]  
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Alternative trading systems will also have to allow members of the registered 

exchanges and the NASD to execute against those publicly displayed orders.  

Only those orders that participants in an alternative trading system choose to 

display to more than one other participant will have to be publicly displayed.  

Accordingly, the portion of orders hidden from view through “reserve size” 

features in alternative trading systems will not need to be publicly displayed.  To 

monitor the effects of this requirement, the SEC is phasing it in.  Initially 

alternative trading systems will only have to publicly display their orders in 50% 

of the securities subject to this requirements.  Ninety days later, the public 

display requirement will be extended to the remainder of the securities.  

Alternative trading systems will also not be required to provide access to a 

security until the public display requirement is effective for that security.784[174] 

An alternative trading system with 20% or more of trading volume will also have 

to ensure that its automated systems meet certain capacity, integrity, and 

security standards.  This is intended to prevent the system outages – and 

resulting disruption to the market – experienced by some alternative trading 

systems during periods of heavy trading volume.  Such an alternative trading 

system will also have to refrain from unfairly denying investors access to its 

system.  This requirement will only prohibit unfair discrimination among investors 

and broker-dealers seeking access.  The system will be free to establish fair and 

objective criteria, such as creditworthiness, to differentiate among potential 

participants.785[175] 

The SEC at the same time addressed the disparity under which, unlike 

alternative trading systems, registered exchanges and the NASD are required to 

submit all of their rule changes for Commission review.  To avoid this impediment 

to the exchanges’ ability to compete effectively by slowing the development of 

innovative trading systems and the introduction of new products, the first 

temporarily exempts registered exchanges and the NASD from the rule filing 
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requirements so that they may operate – for up to two years – pilot trading 

systems.  During this two year period, the pilot trading system will be subject to 

strict volume limitations.  The operator of the pilot trading system will also have to 

ensure that the trading activity on that system is being adequately surveilled.  

This rule will enhance the registered exchanges’ and the NASD’s ability to 

compete with alternative trading systems registered as broker-dealers and to 

bring innovative trading systems to market. 

The second rule creates a streamlined procedure for the registered securities 

exchanges and the NASD to quickly begin trading new derivative securities 

products.  Under the new rule, if a registered exchange or the NASD has existing 

trading rules, surveillance procedures, and listing standards that apply to the 

broad product class covering a new derivative securities product, the new 

product can be listed or traded without Commission approval.786[176]  Finally, 

the SEC stated that it will work to accommodate, within the existing requirements 

for exchange registration, exchanges wishing to operate under a proprietary 

structure.  This will allow ATSs that are proprietary to register as exchanges and 

for currently registered exchanges to convert to a for-profit structure.787[177]   

The SEC has somewhat levelled the playing field between ATSs and heavily 

regulated traditional markets by the rule allowing exchanges and the NASD to 

develop and operate low-volume pilot trading systems for up to two years before 

seeking SEC approval.  Longer range, the worldwide exchanges will be largely 

on the Internet and stocks will be available 24 hours a day around the world.  It is 

notable that the SEC’s ATS rules will not apply to broker-dealer automated order 

routing systems; nor will they apply to the OptiMark trading system, since 

OptiMark is a facility of the Pacific Exchange and regulated under Pacific 

Exchange rules.  (The NASD is currently looking to move NASDAQ into 

cyberspace and has announced a partnership with OptiMark.)  The NASD 

recently gave its blessing to market makers who want to provide pension and 
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mutual funds with direct access to the NASDAQ.788[178]  Retail investors 

already can access the same through Datek Online, whose Island trading system 

lets investors place orders directly into the NASDAQ system. 

This electronic and online revolution is driving down the value of exchange seats.  

Seat prices in New York have plummeted 32%, from a record high $2 million in 

February to $1.35 million, while a CBOT seat’s value has plunged 52% from a 

year ago.  Online brokers’ commissions also have been cut to shreds, averaging 

under $16 a trade, down from almost $53 in 1996.789[179]  Understandably, the 

NYSE initially refused to let OptiMark use an existing network, the Intermarket 

Trading System, to gain access to the NYSE’s order flow.  (ITS is a data network 

created by Congress in 1975 to connect the NYSE to the seven other U.S. 

exchanges.)  If OptiMark’s orders could not interact with the NYSE’s, it would not 

be able to attract enough investors to get its system up and running.  Under 

pressure from the SEC, however, the NYSE agreed with other exchanges to 

amend the ITS rules so that the Pacific Exchange can send unmatched OptiMark 

orders through ITS to the NYSE.790[180] 

The New York Stock Exchange also revealed in early 1999 that it was seriously 

pursuing a strategy that would allow it to trade the stocks of arch rival Nasdaq, 

where some of the nation’s major technology issues are traded.791[181]  

Officials at the NYSE said that they might become a partner with an electronic 

trading operation that deals in Nasdaq stocks or create their own electronic 

system that would operate side by side with floor traders to offer Nasdaq 

stocks.792[182]  The actions were viewed as a “tacit acknowledgment” on the 
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789[179]Id. 

790[180]G. Ip, Big Board, Pacific Exchange PatchUp Dispute Over OptiMark 

Trading System, WALL ST. J. (Jan. 28, 1999) 

791[181]D. Barboza, A Big Board Move to Trade Nasdaq Stocks, N.Y. TIMES 

(Feb. 26, 1999) B-1. 
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part of Big Board officials that they need to make a sharper move into the 

growing field of electronic trading in order to secure a larger share of the market 

in high-technology stocks.793[183]   

The NASD’s chief information officer envisions a day—perhaps just a few years 

away—when retail investors will use personalized stock markets to help manage 

their portfolios.  Using advanced software, investors will seek out the securities 

that they want for their portfolios as well as the exchange that offers the cheapest 

execution and the investor’s preferred trading method, Bailar says.  It might be 

an online auction for shareholders who want to trade directly with each other, or it 

might be NASDAQ’s dealer market or a link to the Euromarket.  NASDAQ plans 

to offer them all as an Internet portal site.794[184] 

The European markets are also moving more rapidly toward all-electronic status.  

At the Paris futures exchange, Marche a Terme Internationale de France 

(MATIF), officials began an experiment with screen-based trading on April 1998 

with the thought that, after a year or so, the markets would decide whether 

screens or open outcry were superior.  Within two weeks, the market picked 

electronic trading.795[185]  Europe’s equity exchanges had begun closing floors 

and automating 10 years ago.  For example, the Stockholm Stock Exchange was 

the first to go public and to give member firms remote access.  It has an alliance 

with Denmark’s bourse and is discussing an alliance with Finland and Norway 

and has begun selling its off-the-shelf trading technology to exchanges in 

Australia and elsewhere.796[186] 

Even as they fight for market share, exchanges are trying to turn electronic 

trading to their advantage by obtaining greater revenues from the quotes and 

trades that they generate.  Indeed, a major threat to increased online trading by 

individual investors is the proposed Digital Millennium Copyright Act (“DMCA”) 
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which was approved by the House of Representatives in May, 1988 but failed to 

reach the Senate of the DMCA, would have amended the WIPO Copyright 

Treaties Implementation Act to give stock exchanges intellectual property rights 

over market data generated by the trades that occur under their auspices.  

Online brokers need “real-time” quotes and price information to pass on to their 

online customers.797[187]  While opposition to the bill in 1998 came primarily 

from major discount firms like Charles Schwab & Co., observers expect others in 

the brokerage community to join the opposition in 1999 as they realize the 

potential effects that can result from treating market data as proprietary 

information.798[188]  Brokers have been complaining for some time over the 

level of fees charge by the exchanges for their market data, and the proposed 

anti-piracy provisions could give the exchanges greater leverage to increase 

those fees over time.  Since the Internet has expanded the audience for real-time 

information as exchange-owned property could have a negative impact on the 

growth of cybersecurities.  

E.           The Relationship Between Online Discount Trading and Broker-Dealer 

Obligations Such As Suitability and Reasonable Basis. 

Online discount trading impacts certain broker-dealer obligations, such as those 

of suitability and a reasonable basis for recommendations.  The suitability 

doctrine holds that, when a broker-dealer recommends a security to a specific 

customer, it impliedly represents that it has determined that the security is 

suitable for that customer in the light of the latter’s financial situation and 

investment objectives.799[189]  The requirement that a broker-dealer have a 
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799[189]See SEC Release No. IA-1406 (March 16, 1994) (broker-dealer making 

an unsuitable recommendation breaches the “implied representation to its 

customers that it will deal with them fairly and in accordance with the standards 



reasonable basis for recommending a given security is a separate but parallel 

duty.  Both duties stem from in the so-called “shingle theory,” which holds that a 

broker-dealer, simply by “mounting his shingle,” impliedly represents that he will 

deal fairly with the public regardless of whether he is compensated as broker or 

as dealer.800[190] 

Thus far, online discount trading has involved minimal contact between the 

discount broker-dealer and the customer as well as an absence of 

recommendations.  Accordingly, there are probably no obligations of suitability or 

reasonable basis, because both suitability and the duty to have a reasonable 

basis involve a trade which has been recommended by the broker-

dealer.801[191]  As a matter both of regulatory interpretation and case law, a 

                                                                                                                                                 
of the profession”); Clark v. John Lamula Investors, Inc., 583 F.2d 594 (2d Cir. 

1978).  See generally:  Fishman, Broker-Dealer Obligation to Customers �-The 

NASD Suitability Rule, 51 MINN. L. REV 233 (1966); R. Mundheim, Professional 

Responsibilities of Broker-Dealers:  The Suitability Doctrine, 1965 DUKE L.J. 

445; N. Wolfson, R. Phillips & T. Russo, Regulation of Brokers, Dealers and 

Securities Markets (“Wolfson”) ¶2.08[2] at 2-36 (1977). 

800[190]On the “shingle theory” generally, see Wolfson, ¶2.08[2] at 2-36 (1977), 

Duker & Duker, 6 S.E.C. 386 (1939 (which first articulated the theory); Charles 

Hughes & Co. v. SEC, 139 F.2d 434, 435-36 (2d Cir. 1943), cert. denied 321 

U.S. 786 (1943) (suitability); Best Sec., Inc., 39 S.E.C. 931, 933-34 (1960) 

(requirement for a reasonable basis); D. Rice, Recommendations by a Broker-

Dealer:  The Requirement for a Reasonable Basis, 25 MERCER L. REV. 537, 

547-552 (1974). 

801[191]See, e.g., Hill v. Bache Halsey Stuart Shields, Inc., 790 F.2d 817, 824 

(10th Cir. 1986) (if broker’s duties were confined to executing orders, the broker’s 

fiduciary duty would be confined primarily to making only authorized trades); 

Unity House, Inc. v. North Pacific Investments, Inc., 918 F. Supp. 1384, 1392 (D. 

Hawaii 1996) (where the broker-customer relationship “is confined to the simple 

performance of transactions ordered by a customer” no fiduciary duties arise). 



broker-dealer has not been held to an obligation to determine whether a 

customer’s investment is suitable for that customer unless the broker-dealer has 

made a specific recommendation of that security to that customer.802[192] 

An investor accessing the Web site of a discount broker normally does not find 

individually tailored recommendations of investments; instead, brokerage Web 

sites contain impersonal, general recommendations to the public at large, much 

like print periodicals that register as investment newsletters.  At least to this point, 

Internet brokers have concentrated on distribution of impersonal information to 

viewers at large, making the medium more akin to generally distributed 
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solely as an order taker and executed transactions for persons who on their own 

initiative decided to purchase a [security] without a recommendation from the 

broker-dealer”); Unity House, 918 F. Supp. at 1390-93 (same); Canizaro v. 

Kohlmeyer, 370 F. Supp. 282, 288 (E.D. La. 1974) (same); Petersen v. Securities 

Settlement Corp., 226 Cal. App. 3d 1445, 1456 (1991) (no suitability obligations 

where the relationship between broker and customer “is confined to the simple 

performance of transactions ordered by a customer”).  See generally, Wolfson, 

supra note 131, ¶2,08[1], at 2-33 to 2-34. 



advertising.  The SEC, in issuing special suitability rules, has generally held that 

distribution of general, impersonal advertising material does not, in itself, give 

rise to suitability obligations on the part of the broker.803[193]  Accordingly, the 

same distinction should probably apply to Web site information. 

However, the SEC and the NASD are yet to provide a specific answer as to 

whether Web site information in itself may constitute a “recommendation to the 

customer” that gives rise to suitability obligations.804[194]  Although NASD Rule 

                                                 
803[193]For example, the SEC relied on a sharp distinction between general 

advertisements made to the public at large, and direct contact with customers 

initiated by brokers, as in “direct telephone communication with the customer 

or . . . sending promotional material through the mail” when it issued suitability 

rules to govern the sale of penny stocks (Rule 15c2-6, now redesignated as Rule 

15g-9).  SEC Release No. 34-27160 (August 22, 1989) (the “1989 Penny Stock 

Release”).  While the latter direct contacts triggered suitability obligations, the 

SEC refused to extend suitability obligations to “general advertisements not 

involving a direct recommendation to the individual.”  (Emphasis added.) 

804[194]A release by the SEC on Computer Brokerage Systems that predated 

the Web concerned electronic systems that allow communication between 

broker-dealers and customers through personal computers and computer 

networks.  SEC Release No. 34-21383 (Oct. 9, 1984).  The SEC noted in the 

release that in providing “research and analysis amounting to recommendations 

of individual securities . . . the broker-dealer should be aware that it may be 

subject to regulatory standards regarding the suitability of recommendations of 

securities if orders are executed in these securities.”  See also Charles 

Schwab & Co., Inc., SEC No-Action letter:  (Sept. 18, 1997) (quoting the 

foregoing Release No. 34-21383).  The SEC emphasized in the release that its 

concern was not publication of information on a database for general access �-

like what is today available on a Web site �-but rather messages directed to 

particular investors recommending specific stocks, stating that “the Commission 

is concerned that broker-dealers may use computer brokerage systems or 



2210 contemplates that certain advertising and sales material, including 

generally available electronic communications, may constitute a 

recommendation, the NASD has refrained from providing a formal definition of 

the term “recommendation” as used in Rule 2310.805[195]  The NASD has said 

                                                                                                                                                 
accompanying data bases to direct analysis amounting to recommendations to 

specific clients or to issue urgent recommendations to clients for immediate 

action through computer brokerage systems.”  Release No. 21383, note 12. 

805[195]The NASD, responding to controversy arising from certain 1996 Notices 

to Members relating to suitability, said in 1997 that “[w]hether a particular 

transaction is in fact recommended depends on an analysis of all the relevant 

facts and circumstances.”  Clarification of Notice to Members 96-60 (FYI, 

March 1997) (“1997 FYI”).  NASD Notice to Members 96-32 (May 9, 1996) had 

initiated the controversy that appeared to “require a careful review of the 

appropriateness of transactions in low-priced, speculative securities, whether 

solicited or unsolicited,” creating significant confusion about the applicability of 

the suitability rule to unsolicited transactions and the meaning of 

“recommendation.”  The NASD subsequently attempted to “clarify members’ 

suitability obligations to customers under NASD Rules” in Notice to Members 96-

60 (September 1996), which instead generated additional controversy with an 

expansive general definition of “recommendation.”  It stated that “a transaction 

will be considered to be recommended when the member . . . brings a specific 

security to the attention of the customer through any means, including . . . the 

transmission of electronic messages.”  Id. (emphasis in original).  The 1997 FYI 

was then issued to eliminate any inference that the quoted language provided a 

definition:  “This language was not meant to describe the content of 

communications that may result in a recommendation, or to suggest that every 

statement that includes mention of a security would be considered a 

recommendation.”  1997 FYI.  Most recently, in early 1998 the NASD issued a 

new proposal prohibiting recommendations of OTC Bulletin Board and pink sheet 

securities unless certain conditions were satisfied, but provided no further 



prior a suitability notice was “intended only to stress that recommendations may 

be made in a variety of ways, and that the determination of whether a 

recommendation has been made in any given case does not depend on the 

mode of communications.”806[196] 

In the event broker-dealers offer electronic trading as a supplement to traditional 

interactions and relationships with customers, who receive individually-tailored 

recommendations concerning particular securities places orders electronically, 

perhaps traditional suitability analysis would be appropriate.  At the same time, 

the trend in the Internet is toward empowering the individual more than the 

professional.  As discussed below, the Internet is able to provide small investors 

access to information and methods of trading previously available only to 

licensed brokers or investment advisors.807[197]  In the words of SEC Chairman 

Arthur Levitt Jr., 

“One of the tools that is giving investors unprecedented opportunities is the 

Internet.  Information and ideas are flowing constantly over an affordable, 

accessible system �giving individuals the same access to market information as 

large institutions.  The Internet is a supremely powerful force for the 

democratization of our marketplace:808[198] 

F.           Clearing, Back Office Operations and Market Data. 

Internet services available to broker-dealers have not been limited to institutional 

sales or retail activities.  For example, many broker-dealers do not handle the 
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807[197]See Subsection IV.B., infra. 
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Arthur Levitt Jr., U.S. Securities and Exchange Commission, Salt Lake City, 

Utah, March 6, 1998 (available at 

http://www.sec.gov/news/speeches/spch205.txt) (“Levitt Address”) at 3; 
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execution or clearing of their customer’s transactions or other “back-office” 

functions.  Instead, such functions are handled by clearing firms.  Over the past 

few years, clearing firms have begun to offer clearing services via the Internet.  

Thus, PaineWebber’s Correspondent Services Corp. provides execution and 

clearing services for about 125 correspondent firms.  It has developed an Internet 

information delivery system which offers account access, market data and other 

services to retail customers of U.S. correspondent firms, which in turn receive 

account information, online forms and broker order entry over the 

Internet.809[199]  Since late 1996, Pershing, National Financial Services Corp., 

BHC Securities and other clearing firms have unveiled Internet services that will 

allow retail brokerage firms and their customers the ability to access account 

information, market data, research and news, as well as to execute trades. 

Access to databases can be made available to broker-dealers via the Internet.  

U.S. Clearing Corp. (“USCC”), a large clearing and execution firm, in 1997 

announced a jointly-operated Internet service with Ernst & Co. for discount 

brokers that would, among other things, provide access to a database of 6,000 

mutual funds.810[200]  USCC also introduced an Internet securities tracking 

system in 1996 through an affiliated discount broker, Quick & Reilly, Inc.811[201]  

In late 1997, E*Trade began to offer its clients online access to mutual fund 

prospectus covering more than 4,000 funds thought a system sponsored.  

InUnity Corp.; the system eliminates delays traditionally experienced in obtaining 

hard copies of fund prospectuses.812[202]  Since the kinds of services that can 
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be made available are endless, providers could enable smaller broker-dealers to 

offer a much greater array of financial services and products than previously. 

G.          Bulletin Boards and Message Groups as Secondary Trading Tools on the 

Web. 

After a small issuer successfully completes its online DPO, its securities still may 

not become eligible for trading on Nasdaq or even in the over �the-counter 

(“OTC”) market maintained by broker-dealers.  As a practical matter, broker-

dealers will not actively make a market in a security if the issuer is not registered 

with the SEC under Section 12(g) of the 1934 Act and is not filing periodic reports 

required by that statute.  Registration under the 1934 Act is only required when 

an issuer has at least 500 recordholders of a class of its securities and at least 

$10 million in assets.813[203]  Because of the small size of DPOs and the 

issuers that use them, 1934 Act registration of the issuers is therefore generally 

not mandated.814[204]  Newly-issued securities will not qualify for listing on 

Nasdaq unless the issuer meets Nasdaq requirements, such as minimum per 

share bid price, minimum public “float” (i.e., proportion of shares owned by the 

public) minimum market value, total assets, total equity and number of 

shareholders.815[205] 

For a DPO issuer, the World Wide Web offers bulletin board trading as an 

alternative (or, in some cases, a supplement) to trading on Nasdaq or in the OTC 

market.  On a Web bulletin board, potential buyers and sellers can post bids and 

offers and contact each other to facilitate transactions.  Bulletin boards started 

                                                 
813[203]Section 12(g)(1) of the 1934 Act, as modified by SEC Rule 12g-1.  SEC 
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willing to undertake the reporting requirements imposed upon it in exchange for 

establishment of a better secondary market. 

815[205]See SEC Release No. 34-38,961 (Aug. 22, 1997) approving new NASD 

listing and maintenance requirements. 



with issuers who had made DPOs and sought to facilitate secondary trading.  

Spring Street Brewing was perhaps the first to attempt a bulletin board for its 

issued securities, but its early encounter with SEC problems ultimately led its 

promoter, Wit Capital, to move away from the bulletin board and become a 

licensed broker-dealer, undertaking to help other issuers establish online 

markets.816[206] 

One of the early boards was that of “Real Goods `Off-the Grind’ Trading System,” 

operated by Real Goods at www.realgoods.com.  Real Goods, which issued the 

stock traded on the board, was in the business of marketing environmentally-

oriented consumer goods such as energy-saving appliances.  It obtained the 

SEC’s first no-action letter authorizing a Web site bulletin board in 1996, allowing 

it to operate a Web page for trading in its own shares.817[207]  The SEC stated 

that Real Goods could operate the site without registering as a broker-dealer or 

investment adviser, on the condition that Real Goods would play no role in 

effecting any transaction, receive no compensation for creating and maintaining 

the system, not receive, transfer or hold funds or securities in connection with 

operating the system, put disclaimers on the site regarding any registered status, 

keep records of all quotes entered, and inform users of the applicability of 

securities laws to offers and sale.818[208] 

Other issuers who proposed their own passive bulletin boards for prospective 

buyers and sellers of their common stock obtained similar no-action letters from 

the SEC.  Thus, “PerfectData Corporation” (www.perfectdata.com/), like Real 

Goods, is a DPO issuer that provides a bulletin board for secondary trades only 
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in its own stock.819[209]  This is accomplished in a subsite called “PerfecTrade,” 

where potential buyers and sellers can post offers to buy or sell and then contact 

each other to facilitate transactions in PerfectData common stock.  PerfecTrade’s  

business is operating an Internet service provider.  Like Real Goods, it does not 

charge any commissions or transaction fees, and its site contains recent trading 

activity and stock quotations on PerfectData common.  The Flamemaster 

Corporation received an SEC no-action letter for a parallel operation.820[210] 

In contrast to the foregoing bulletin boards, which involve trading solely in the 

operator’s own outstanding stock, a company named Internet Capital Corporation 

(“ICC 2,” which is unrelated to ICC 1 discussed earlier in Section II) proposed in 

late 1997 to operate a bulletin board to cover trading in other issuers’ stock.  It 

sought a no-action letter from the SEC authorizing it to operate a “passive” 

bulletin board without being required to register as a broker-dealer, investment 

adviser or national securities exchange.  ICC 2 proposed that its bulletin board 

would only be available to companies whose common stock is either already 

registered under Section 12 of the 1934 Act or who file supplemental periodic 

information and reports in accordance with Section 15(d) of that Act.821[211] 

ICC 2’s Web site would, in addition to its bulletin board, provide access to each 

company’s public SEC filings by hyperlinks to the SEC’s EDGAR database, a 

brief summary of information from the company’s SEC Form 10-K, a directory of 

all of the companies that are listed on an organized exchange such as the New 

York Stock Exchange or NASDAQ, and a periodic ICC 2 newsletter.  ICC 2 

would charge each company on its site a one-time fee for setting up its 
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information and a monthly fee for maintaining its information.822[212]  

Importantly, neither ICC 2 nor any affiliate was to receive any compensation in 

connection with the purchase and sale of any common stock listed on its bulletin 

board.  Its monthly fees to the listed issuers would not be related to the number 

or size of the quotes, expressions of interest or “hits” on a company’s information 

page.  However, ICC 2 would reserve the right to require viewers in the future to 

pay a one-time fee upon their initial registration as a site participant.823[213]  No 

transaction would be effected on the bulletin board itself.  Instead, the board 

would give participants (1) the names, addresses and telephone numbers (or 

other contacts, such as e-mail) of all interested buyers and sellers, (2) the 

number of shares to be involved in a trade, (3) whether the participant is a 

prospective buyer or seller, (4) the proposed price, and (5) the date on which the 

information will be deleted from the bulletin board.  The trades would all be 

effected only by direct contract between participants, and ICC 2 would not 

maintain transaction records.824[214]  Neither ICC 2 nor any affiliate would 

(1) be involved in any purchase or sale negotiations, (2) give any advice on the 

merit of any trade, (3) use the bulletin board to offer to buy or sell securities, 

(4) receive, transfer or hold funds or securities as an incident of operating the 

bulletin board, or (5) directly or indirectly facilitate the clearance or settlement of 

any securities transactions except to refer participants to a bank. 

Among various notifications and disclaimers that ICC proposed to include on the 

site were these: 
(1) a disclaimer that ICC 2 is a registered broker-dealer or securities 

exchange; 

(2) a prohibition against “two-sided quotes,” in which a person indicates 
both a bid at one price and an offer at a higher price; 

(3) a disclaimer that the bulletin board postings are firm offers or quotes or 
that ICC 2 warrants any of the posted information; 
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(4) a warning that the registration requirements of the federal securities 
laws apply to all offers and sales through the bulletin board, hence each 
participants must ascertain the availability of an applicable exemption 
from registration.825[215] 

In issuing its no-action letter allowing the foregoing method of operation to go 

forward, the SEC advised that it would not require ICC 2 to register under the 

1934 Act as a national securities exchange or as a broker-dealer.  In a second 

letter in January 1998, the SEC also advised that it would not require ICC to 

register as an investment adviser under Section 203(a) of the Investment 

Advisers Act of 1940.826[216] 

H.          Membership-Type Trading for the Public. 

The “membership”-type of trading among a closed network that was pioneered 

for institutions by Instinet may soon expand to include individual investors.  Wit 

Capital, which launched the first DPO on the Internet in 1995 and then 

abandoned a bulletin-board type of secondary trading operation in 1996, brought 

out an Instinet look-alike in the summer of 1998.  Called the “Digital Stock 

Market,” the system plans to offer trading in over-the-counter and listed 

securities. (www.witcapital.com).  Like Instinet, the system would allow members 

to view and enter orders based on the “national best bid-and-offer” (NBBO) 

prices.  The NBBO quotes will be drawn from NASDAQ’s National Market 

System.  A Wit Capital subscriber can trade based upon the NBBO quote listed 

in Wit’s system or can contact other subscribers directly and attempt to negotiate 

a better price inside the NBBO spread.827[217] 

IV.            Empowering the Investor:  The Internet Gives Access, Information and 

Service to Individuals. 

Online trading is producing major change in the role of individual investors.  The 

initial impact was in giving individuals the chance to take full responsibility for 
                                                 
825[215]Id. 

826[216]Id. 

827[217]E. Kountz, Wit Capital’s Latest:  The Digital Stock Market, 

SEC.IND.NEWS (Jun. 22, 1998), S-5. 



their investments. They execute their own trades without the aid of a broker.  

They even type in the order �a task formerly done by the broker even in an 

unsolicited transaction.  A subsequent and even more significant change is the 

delivery of information of all kinds by mutual funds, brokers and Web-based 

research firms. 

Because knowledge is power in the field of investing, the more the Internet 

expands the individual investor’s access to vast amounts of information at 

tremendous speed, the more it serves as an empowering tool.  It has also 

become an effective method for providers of investment products to maintain and 

initiate relationships with customers. 

A.          Use by Mutual Funds to Offer Services and Disseminate Information. 

Mutual funds use the Internet in multiple ways, offering investment services and 

distributing information of all kinds.  For example, Fidelity Investments not only 

offers funds and brokerage at its regular Web site (www.fidelity.com), but also 

operates an Internet ‘zine called “@82 Dev.”  The Fidelity Web site featured a 

streaming worldwide stock ticker, research, fund descriptions, customized stock 

quotations, and online trading.  Visitors to “@82 Dev” (named after Fidelity’s 

Boston address) can find book reviews, discussions by Fidelity investment 

managers, plus the streaming stock ticker.  The “Charles Schwab Mutual Fund 

OneSource” subsite on the Charles Schwab homepage (www. Schwab.com) 

offers descriptions of a myriad of fund products and services, comparisons, 

trading and portfolio design.  For online market information, the viewer accesses 

a sub-site called “Market Buzz.”  Schwab in 1997 began marketing its capacity 

for processing fund supermarkets and wrap programs offered by other broker-

dealers and by banks.  By the time it landed its first major contract to clear funds 

for another brokerage firm, Schwab was handling more than 45,000 no-load fund 

transactions a day and had more than $100 billion in third-party no-load 

funds.828[218] 

                                                 
828[218]E. Kountz, Wheat Is Schwab’s First, SEC.IND.NEWS (Feb. 23, 1998), 1, 

20. 



American Express Financial Services (www.americanexpress.com/direct/ 

index__b.html), Vanguard Funds (www.vanguard.com) and many other mutual 

funds have similarly gone on the Internet.  Two of the largest firms servicing 

mutual fund shareholders set up Internet-based transaction systems in 1997 for 

shareholders of their fund clients.  First Data Investor Services Corp. in 

Massachusetts and DST Systems in Kansas City began offering both Internet 

Services in 1997.  These services allow shareholders in one of a family of mutual 

funds having the same investment manager to exchange shares among funds in 

the same family.  They can also access account balances and transaction 

histories and portfolio listings on much the same way as shareholders of 

Fidelity.829[219]  Subsequently, a competitor, SunGard Trust and Shareholders 

Systems, announced that it would unveil a similar Net-based system in 

1998.830[220]   

As a result of these sorts of developments, viewers can find an enormous array 

of news and information and different products in mutual funds.  In addition, there 

is a wealth of Websites directed by the media to mutual funds.  Such publications 

as Barron’s (www.barrons.com), CNN (cnnfn.com/yourmoney/mutualfunds/) and 

Lipper Analytical Services (www.lipperweb.com) offer access to daily 

performance reports for funds, daily price data and other information. 

B.          Internet Providers Offer News, Research and Analysis. 

As competition among online discount brokers has intensified, they have offered 

more services than simply electronic execution.  E*Trade, for example, 

remodeled its Website in 1998 into more of a “portal,” which a viewer can enter 

for different kinds of financial information and links to other providers.  E*Trade 

                                                 
829[219]E. Kountz, First Data, DST Offer Internet Transaction Systems, SEC. 

IND. NEWS (Nov. 17, 1997), 16. 

830[220]E. Kountz, SunGard Trust Set to Follow Competitors to the Internet, 

SEC. IND. NEWS (Jan. 26, 1998), 6. 



recently said it will spend $150 million promoting its new site.831[221]  In a 

similar vein, Charles Schwab is pushing the concept of “full service electronic 

investing.”832[222]  Schwab was to introduce moderated chat rooms and 

message boards on its Web site by early 1999, on the belief that such interactive 

features will build a sense of community with its customers.  Topics such as 

mutual funds and specific investment products like Individual Retirement 

Accounts will be covered.  [Schwab to Launch Chat Rooms, Message Boards, 

FIN. NET NEWS (Nov. 2, 1998), 1, 11.]  Thus a new tier of electronic discount 

broker is developing:  one that operates a supermarket of information and data, 

including real-time stock quotes, but which still eschews recommendations. 

Also available on the Web are sophisticated investment research tools which not 

so long ago were available only to institutions and securities professionals.  Now 

almost any investor can become his or her own securities analyst by using free 

or low-cost websites which contain enormous quantities of data and 

sophisticated tools that help to identify and screen securities and design 

portfolios.  By September 1997, the number of such stock-screening sites on the 

Web had risen in just a year from zero to 15.833[223]  For example, Quicken 

Networth (www.networth.quicken.com) allowed, an individual investor to sort 

through some 12,000 different stocks for 19 different variables, including rates of 

growth in earnings or sales, or amount of insider trading.  Another free stock 

screening site, Hoover’s Stockscreener (www.stockscreener.com), displayed 

only 8,000 stocks, but they could be screened for 22 variables with the results 

presented in spread-sheet form. 

Some sites, while not free, nonetheless fall within the reach of most investors.  

For example, “Microsoft Investor” (investor.msn.com/home.asp) which charges 

                                                 
831[221]R. Buckman, On-Line Brokerage Firms Advertise Big Volume as Stock 

Trading Skyrockets, WALL ST. JOURNAL (Sept. 11, 1998), C-22.  

832[222]Id. 

833[223]R. Barker and D. Foust, The Web User’s Guide to Screening Stocks, 

BUS. WEEK (Sep. 22, 1997), 114. 



$9.95 a month, has an “Investment Finder” program that can evaluate a universe 

of 8,000 companies according to 81 different criteria.  If the viewer asks for 

stocks to be rated by “price ratios,” the “Finder” offers five subcriteria:  price to 

book value; price to earnings, either currently or on several historical bases; and 

price to sales.  Finder’s criteria can be set as high or low as possible, and the 25 

stocks that best fit the criteria will be presented in chart form.  Perhaps the 

richest trove of data among these sites is “Wall Street City” 

(www.wallstreetcity.com).  At $34.94 per month, this analytic tool can tap into as 

many as 40,000 stocks (including foreign issues) using 297 different variables. 

Other sites offer the viewer a mix of market information, financial data and more 

general news, including sports and forums.  An example is Bloomberg Online 

(www.bloomberg.com), which offers a 24-hour-a-day worldwide financial 

information network.  A site featuring information solely about equity securities is 

The Motley Fool (www.fool.com).  Along with articles on investing strategies, it 

displays model portfolios, ideas on specific stocks, message boards and allows 

viewers to share information on stocks.  A viewer can find links to over a 

thousand finance-related sites listed at The Syndicate 

(www.moneypages.com/syndicate).  Zacks has a collection that includes stocks, 

mutual funds and all kinds of material on personal finance at iw.zacks.com.  

Another example of such a “facilitator” is at www.natcorp.com, a Web page 

operated by “National Corporate Services, Inc.”  It features links to stock 

exchanges, self-regulatory organizations, issuer Web sites and other financial 

news.  At the other end of the spectrum are sites like “Plane Business” 

(www.planebusiness.com) which focuses only on the aircraft industry.  They 

furnish individual investors the kind of insight on current developments that was 

formerly only available to institutions.834[224] 
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One firm, Securities Pricing and Research, Inc. (www.spardata.com) offers free 

information on thousands of closely-held stocks, limited partnerships and GICs 

on its website. 

Users also flood bulletin boards and chat rooms on many popular on-line 

investment related sites, including Yahoo Finance, the Motley Fool 

(www.fool.com) and Silicon Investor (www.techstocks.com).  The information put 

out in these chat rooms is hardly in depth and most of it is individual speculation 

or idea-sharing.  Sometimes it can be intentionally misleading, as when short 

sellers post false rumors about stocks that are refusing to drop. 

Typical of the chat rooms or bulletin boards for investors is “Stock-Talk” 

(www.stock-talk.com/).  Stock-Talk claims on its home page to have discussion 

forums covering over 7800 different specific stocks, in addition to two more 

general forums.  The SEC and the National Association of Securities Dealer 

Regulation (“NASDR”) have staffs who monitor the World Wide Web, including 

bulletin boards and chat rooms on a regular basis.  According to Stock-Talk’s 

Webmaster, the NASDR monitoring was so extensive, scanning some 10,000 

pages of the site daily, that it slowed down traffic to the point where the site could 

not function.  Stock-Talk then blocked NASDR’s access to the site, after which 

NASDR agreed to monitor only the “Hot Stocks” and “IPO” sections of the Web 

site.835[225]  Since most of the rumors communicated on Stock-Talk appear on 

these two sections, the NASDR decision is probably a good choice of priorities. 

Some firms, such as Merrill Lynch, specifically prohibit their registered 

representatives from identifying themselves as Merrill employees when they 

participate in an online forum, whether a bulletin board or a chat room.  Merrill 

also monitors forums online to ensure that its name is not being used improperly 

by non-employees.836[226] 

                                                 
835[225]NASDR Will Limit Net Monitoring Access on Investor Site, INT. 

COMPLIANCE ALERT (May 18, 1998), 1,11.  

836[226]Merrill Bans Reps from Chat Rooms, Personal Web Sites, INT. 

COMPLIANCE ALERT (May 18, 1998), 3. 



Investors are also able to use special online services to receive information from 

issuers.  An issuer posts financial information and news on its own Web site, and 

then expands the universe of potential readers by links to a service provider such 

as Reality Online.  Reality Online, which operates “Inc.Link,” can generate up to 

25 pages of enhanced financial content for a given issuer’s Web site.  Inc.Link 

will then link the issuer’s Web site to a detailed profile of the issuer posted at 110 

“hub” sites, which are mostly brokerage firms home pages.  Thus, an investor is 

able to move from a profile of an issuer located at a brokerage site to the issuer’s 

site where there is different material generated by Reality Online, or in reverse 

order.837[227] 

Some new on-line entrants provide investor relations services to micro-cap 

companies that cannot afford expensive outside firms.  Thus, OTC Financial Net 

work (www.ctcfn.com) channels press releases and analyses to what it claims 

are 350,000 “prequalified small-cap individual and institutional investors, brokers, 

analysts and others. 

Hyperlinks are widely-used devices to enhance a broker �dealer’s Web site.  Just 

as Microsoft offers its viewers links to online brokerage firms, brokerage firms 

frequently link to research reports.  In order to shield the linking firm from 

misleading information on someone else’s Web site, disclaimers can be installed.  

Once a user accepts the conditions of the disclaimer, the referring site keeps a 

record of the agreement.  An example is the disclaimer by National Discount 

Brokers at its Web site (www.NDB.com).  National also uses tracking devices 

called “cookies” which monitor how often a given site to which it has a link is 

visited.838[228] 

Other tools can be integrated with financial analysis and execution software.  For 

example, the software maker Intuit, which publishes the most widely-used 
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ALERT (Oct. 20, 1997) 1,13. 



personal financial management program, has formed online partnerships with a 

number of brokerage firms so that investors can download brokerage account 

and market information into their personal financial program.839[229]  According 

to former SEC Commissioner Richard Roberts, electronic trading by individuals 

on Nasdaq will “increase exponentially for the foreseeable future.”840[230]  

Access to Nasdaq’s Small Order Execution System (“SOES”), coupled with the 

enormous amounts of information available instantly online at little or no cost, 

gives retail customers the ability to trade electronically with the kind of 

information that historically was enjoyed only by institutions.841[231] 

Financial information providers have recently faced increased burdens of 

administering millions of contracts for the use of real-time stock quotes delivered 

over the Internet.  All the information exchanges have different requirements for 

real-time information.  Some require lengthy sign-up procedures in order to 

protect themselves.  For example, Fox News requires a viewer to click 

acceptance on several successive screens which set forth conditions under 

which the real-time information will be furnished.  Under proposed new Article 2B 

of the Uniform Commercial Code (“UCC”), the information providers would 

continue to be required to retain their extensive records showing the viewers’ 

agreement to the terms and conditions.842[232] 

Such online tools and data bases tend to level the playing field not only between 

big and small investment professionals, but between investment professionals 

and dedicated amateurs as well.  Sites such as Microsoft Investor are easy for 

the amateur to use and offer amazing speed.  In providing individual investors 
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the SEC is keenly aware of the extent to which the use of electronic technology, 

including the Internet, enhances the ability of investors to make informed 

investment decisions in a variety of ways, 

“by giving investors information faster; by giving investors information in 

electronic format, so databases can be searched and financial information can be 

analyzed more readily; by reducing disparities between large and small investors’ 

ability to access information; and by helping investors communicate with each 

other and with companies.”843[233] 

In view of the accelerating speed and power of the Internet, it is hardly fanciful to 

project that a bright high-schooler in 2001 A.D. will be better equipped from the 

standpoint of data and tools to analyze securities than a professional was just a 

few years ago.  In fact, some commentators argue that because the Internet 

gives the “average” investor the same access to information once reserved for 

wealthy and sophisticated investors, the “average investors should be treated as 

‘sophisticated’ under the federal securities laws.”844[234] 

C.          Internet Websites As Market Information. 

Almost every company that has issued or contemplates issuing its securities to 

the public has a home page somewhere on the World Wide Web.  These Web 

sites customarily contain news and information about the issuer and its products.  

They also may contain links to current SEC filings, analysts’ reports on the 

company’s securities, or news stories about the company.  Information on an 

issuer contained in a Web site presents a number of concerns that can be 

addressed if precautions are taken. 

The issuer must recognize that it not only will be held responsible for the 

information it generates for the site, but may be accountable for the accuracy of 

                                                 
843[233]SEC’s Report to the Congress:  THE IMPACT OF RECENT 

TECHNOLOGICAL ADVANCES ON THE SECURITIES MARKETS (September 

1997) at 6. 

844[234]P. Johnson, The Virtual Investor, the Virtual Fiduciary:  The Internet and 

Its Potential Effects on Investors, 16 ANN. REV. BANKING L. 431, 445 (1997). 



information contained in third-party sites to which the issuer provides hyperlinks.  

Courts have held issuers liable for projections or reports by analysts and others 

where they have distributed or endorsed such materials.845[235]  The issuer 

must also be sensitive to the possibility that information on its site or on linked 

sites will be “forward looking,” and hence eligible for the safe-harbor protection 

that can apply to such information. 

Precautions can minimize the risks in this areas.  An issuer should precede or 

surround a hypertext link with a disclaimer that it makes no endorsement of any 

such linked material, has no control over the material, and neither seeks to affect 

is content nor undertakes to monitor such sites.  All materials generated by an 

issuer should be dated, and the site should contain general cautionary language 

advising viewers that they cannot necessarily rely on older information as a guide 

to future results.  If the information on the issuer’s site is forward-looking, it 

should be accompanied by cautionary language that specifically cites important 

factors, peculiar to the specific issuer, that might cause actual results to differ 

materially from those projected in the forward-looking information.  The 

cautionary language must go beyond listing generic types of risks that could 

impact on almost any kind of company.  Cautious issuers will label the parts of its 

Web site that are intended for investors rather than for customers or suppliers 

and will, on those pages intended for investors, place prominent notices 

indicating that the forward-looking information is subject to risks. 

V.              The Jurisdictional Reach of Securities Laws. 

A.          Background:  Basic Jurisdictional Principles under the U.S. Constitution and 

under International Law. 

In exploring the new jurisdictional issues posed by the issuance and trading of 

securities on the Internet, it is useful to review briefly the principles of personal 

jurisdiction that antedate this new medium.  Traditionally, there have been two 

types of personal jurisdiction under U.S. law, “general” and “specific.”  General 
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jurisdiction is of less immediate importance to Internet transactions and involves 

a nonresident defendant whose contacts with the forum state are unrelated to the 

particular dispute in issue.  The criteria for application of general jurisdiction 

under constitutional due process limitations are very strict; such jurisdiction can 

apply only if the defendant’s contacts with the forum are “systematic” and 

“continuous” enough that the defendant might anticipate defending any type of 

claim there.846[236]  Given such strict requirements, it is not surprising that to 

date no finding of general jurisdiction has been based solely on advertising on 

the Internet.847[237] 

                                                 
846[236]International Shoe Co. v. Washington, 326 U.S. 310, 318 (1945) 

(“International Shoe”), quoting Milliken v. Meyer, 311 U.S. 457, 463 (1940). 

847[237]See, e.g., McDonough v. Fallon McElligott, Inc., 40 U.S.P.Q.2d 1826 

(S.D. Cal. 1996); IDS Life Insurance Co. v. Sun America, Inc., 1997 W.L. 7286 

(N.D. Ill. 1997).  Both cases reject general jurisdiction over a defendant based on 

advertising on the Web, where the matters complained of had nothing to do with 

the Web presence or the advertising.  In California Software, Inc. v. Reliability 

Research, Inc., 631 F. Supp. 1356 (C.D. Cal. 1986), the defendants wrote 

messages to several California companies via a bulletin board and 

communicated with three California residents via telephone and letters, allegedly 

denigrating plaintiffs’ right to market software.  The Court held that general 

jurisdiction could not be based on the “mere act of transmitting information 

through the use of interstate communication facilities,” where defendant had no 

offices in California and did not otherwise conduct business there except to 

communicate with California users of the national bulletin board; 631 F. Supp. at 

1360.  The court did find specific jurisdiction.  In Panavision International, L.P. v. 

Toeppen, 938 F. Supp. 616 (C.D. Cal. 1996), the federal court rejected general 

jurisdiction in California over an Illinois defendant who used a California 

company’s trademark in a website address in order to compel the plaintiff to buy 

out his domain rights. 



Specific jurisdiction applies where the defendant’s contacts with the forum state 

relate to the particular dispute in issues.  As stated in 1945 by the U.S. Supreme 

Court, personal jurisdiction over a non-resident defendant by a forum state 

requires only that “he have certain minimum contacts with it, such that the 

maintenance of the suit does not offend `traditional notions of fair play and 

substantial justice.’”848[238]  Existence of the required “minimum contacts” is 

determined by a three-part test:  (1) the defendant must purposefully direct his 

activities or consummate some transaction with the forum state or a resident 

thereof; or perform some act by which he purposefully avails himself of the 

privilege of conducting activities in the forum and thereby invokes the benefits 

and protections of its laws; (2) the claim must be one arising out of or relating to 

the defendant’s forum-related activities; and (3) the exercise of jurisdiction must 

comport with “fair play and substantial justice,” i.e., it must be 

reasonable.849[239] 

A leading example of “purposeful direction” in the context of more traditional 

media was found where Florida residents wrote and edited an article in the 

National Enquirer which defamed a California resident.  The Enquirer had its 

largest circulation in California and was the focal point of both the story and the 

harm suffered.  These factors led the U.S. Supreme Court to conclude that there 

was sufficient evidence that the defendants’ actions were “aimed at California” 

and would be expected to have a potentially devastating effect on the California 

resident, hence the defendants could have reasonably foreseen being brought 

into court in California.850[240] 

The test of “purposefully availing” oneself of the privilege of conducting business 

in the forum can be met if a party reaches beyond one state to “create continuing 
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relationships and obligations with citizens of another state.”851[241]  For 

example, taken alone, a single contract between a resident of the forum state 

and an out �of-state party may not establish sufficient minimum contacts to 

support personal jurisdiction.  However, if there are added contacts such as 

telephone calls and mail into the forum state, the total contacts can collectively 

form a basis for jurisdiction over the nonresident.852[242] 

International law similarly limits a country’s authority to exercise jurisdiction in 

cases that involve interests or activities of non-residents.853[243] First, there 

must exist “jurisdiction to prescribe.”  If jurisdiction to prescribe exists, 

“jurisdiction to adjudicate” and, “jurisdiction to enforce” will be examined.  The 

                                                 
851[241]Burger King Corp. v. Rudzewicz, 471 U.S. 462, 473 (1985), quoting 

Travelers Health Assn. v. Virginia, 339 U.S. 643, 647 (1950).  See also McGee v. 

International Life Insurance Co., 355 U.S. 220, 222-223 (1957). 

852[242]Burger King Corp., supra, 471 U.S. at 476.  Once a nonresident has 

either purposefully directed activities to the forum state or has purposefully 

availed himself of the privilege of conducting activities in the forum, the question 

of fairness must be considered.  The Supreme Court has articulated five 

separate “fairness factors” that may require assessment to determine whether or 

not specific jurisdiction should apply.  These factors include: 

 1. The burden on the defendant of defending in the forum; 

 2. The forum state’s interest in adjudicating the dispute; 

 3. The plaintiff’s interest in obtaining convenient and effective relief; 

 4. The interstate judicial system’s interest in efficient resolution of 

controversies; and 

 5. The shared interest of the states in furthering substantive social 

policies.  World-Wide Volkswagen Corp. v. Woodson, 444 U.S. 286, 292 (1980). 

853[243]RESTATEMENT (3RD) OF THE FOREIGN RELATIONS LAW OF THE 

U.S. §401, comment a (1987). 



foregoing three types of jurisdiction are often interdependent and based on 

similar considerations.854[244] 

“Jurisdiction to prescribe” means that the substantive laws of the forum country 

are applicable to the particular persons and circumstances.855[245] Simply 

stated, a country has jurisdiction to prescribe law with respect to:  (1) conduct 

that, wholly or in substantial part, takes place within its territory; (2) the status of 

persons, or interests in things, present within its territory; (3) conduct outside its 

territory that has or is intended to have substantial effect within its territory; 

(4) the activities, interests, status, or relations of its nationals outside as well as 

within its territory; and (5) certain conduct outside its territory by persons who are 

not its nationals that is directed against the security of the country or against a 

limited class of other national interests.856[246] 

Overarching the foregoing international law criteria is a general requirement of 

reasonableness.  Thus, even when one of the foregoing bases of jurisdiction is 

present, a country may not exercise jurisdiction to prescribe law with respect to a 

person or activity having connection with another country if the exercise of 

jurisdiction is unreasonable.857[247]  The net effect of the reasonableness 
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857[247]Id. §403(1).  In addition, §403(2) enumerates different factors which 

have to be evaluated in determining the reasonableness of assertion of 

jurisdiction:  (1) the link of the activity to the territory of the regulating state, i.e., 

the extent to which the activity takes place within the territory, or has substantial, 

direct, and foreseeable effect upon or in the territory; (2) the connections, such 

as nationality, residence, or economic activity, between the regulating state and 

the persons principally responsible for the activity to be regulated, or between 

that state and those whom the regulation is designed to protect; (3) the character 

of the activity to be regulated, the importance of regulation to the regulating state, 

the extent to which other states regulate such activities, and the degree to which 



standard is to require more close contact between a foreign defendant and the 

forum country than is required under constitutional due process.858[248] 

Because the federal securities laws afford little guidance on the extent to which 

their antifraud provisions of the federal securities laws apply to securities 

transactions that are primarily extra-territorial but have some connection to the 

United States, courts have struggled for years to delineate the parameters. 

859[249]  The 1934 Act states that it “shall not apply to any person insofar as he 

transacts business in securities without the jurisdiction of the United States, 

unless he transacts such business in contravention of such rules as the 

[Securities and Exchange] Commission may prescribe as necessary or 

appropriate to prevent the evasion of this chapter.”860[250]  The Seventh Circuit 

recently ruled that the 1934 Act gave jurisdiction over an alleged fraud of a 

Malaysian company where the Caribbean-incorporated defendant allegedly 

                                                                                                                                                 
the desirability of such regulation is generally accepted; (4) the existence of 

justified expectations that might be protected or hurt by the regulation; (5) the 

importance of the regulation to the international political, legal, or economic 

system; (6) the extent to which the regulation is consistent with the traditions of 

the international system; (7) the extent to which another state may have an 

interest in regulating the activity; and (8) the likelihood of conflict with regulation 

by another state. 

858[248]G. Born, Reflections on Judicial Jurisdiction in International Cases, 17 

GA. J. INT. & COMP. LAW 1, 33 (1987); see Asahi Metal Indus. Co. v. Superior 

Court, 480 U.S. 102, 115 (1987). 

859[249]See e.g., Robinson v. TCI/US West Communications, Inc., 117 F.3d 

900, 904-05 (5th Cir. 1997):  “[w]ith one small exception the [1934 Act] . . . does 

nothing to address the circumstances under which American courts have subject 

matter jurisdiction to hear suits involving foreign transactions. 

860[250]15 U.S.C. §78dd(b). 



conceived and planned its scheme in the U.S., from which solicitations were sent 

and where payments were received.861[251] 

B.          Conflict Between the Internet and Jurisdictional Boundaries. 

The principles of jurisdiction just discussed are made more difficult to apply to the 

Internet, despite its decentralized structure.  Information over the Internet passes 

through a network of networks, some linked to other computers or networks, 

some not.  Not only can messages between and among computers travel along 

much different routes, but “packet switching” communication protocols allow 

individual messages to be subdivided into smaller “packets” which are then sent 

independently to a destination where they are automatically reassembled by the 

receiving computer.862[252]  Since the Internet is indifferent to the actual 

location of computers among which information is routed, there is no necessary 

connection between an Internet address and a physical jurisdiction.863[253]  

Moreover, Web sites can be interconnected, regardless of location, by the use of 

hyperlinks.  Information that arrives on a Web site within a given jurisdiction may 

flow from a linked site entirely outside that jurisdiction.864[254]  Finally, 

notwithstanding the Internet’s complex structure, the Internet is predominately a 
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between the cached materials and the original. American Civil Liberties Union v. 

Reno, supra note 195, 929 F. Supp. at 848-49. 



passive system.  In other words, Internet communication only occurs when it is 

initiated by a user. 

C.          The U.S. Constitution and State Blue-Sky Laws Meet the Internet. 

1.   Constitutional Principles Applied to Internet Jurisdictional Questions. 

Precedents from print, telephone and radio media generate analogies that can be 

useful in determining whether jurisdiction over Internet activities offends 

constitutional due process.  For example, if an Internet-based news service were 

to send a number of messages specifically addressed to residents of a forum, 

there would be “purposeful direction.”  Such purposeful direction can exist even 

though, unlike the physical shipment of substantial numbers of copies of the 

National Enquirer into California, from which the newspaper may be deemed to 

foresee an effect in that forum, nothing is shipped physically on the Internet.  E-

mail over the Internet is similar to traditional postal mail and to phone calls in this 

respect. 

Bulletin boards and Web sites are a step removed from e-mail.  The person who 

posts a bulletin board message knows that the message can be resent by others 

elsewhere in the world, but cannot control such redistribution.  A Web site is even 

more of a passive medium; it sends nothing specifically directed to the forum 

state, but posts general information so that viewers can log on to the site.  An 

analogy to the size of the National Enquirer’s forum state circulation might be the 

number of hits on the Web site that emanate from the forum state.  A site 

operator can identify the source of “hits” on his site; an operator of a Web site 

would therefore know whether a large proportion of the hits came from California.  

If information about a California resident were posted on the site, it could be 

argued under the National Enquirer rationale that the operator purposefully 

directed the information to California residents. 

It is therefore unsurprising that decisions upholding the exercise of specific 

jurisdiction over a nonresident defendant by reason of using the Internet have 

typically been based on the defendant’s purposeful availment of the privilege of 

doing business in the forum jurisdiction or the defendant’s purposeful direction of 



electronic communications to the forum jurisdiction.865[255]  When an Internet 

communication is directed into the forum for purposes of a transaction, personal 

                                                 
865[255]Jurisdiction was found to exist in:  Hasbro Inc. v. Clue Computing Inc., 

1997 U.S. Dist. LEXIS 18857 (D.Mass. Sept. 30, 1997) (Rhode Island Web site 

operator listed Massachusetts client on its site and which was accessible to 

Massachusetts residents); CompuServe, Inc. v. Patterson, 89 F.3d 1257 (6th 

Cor. 1996) (repeated transmission of software and messages over the Internet to 

forum state); Inset Systems, Inc. v. Instruction Set, Inc., 937 F. Supp. 161 (D. 

Conn. 1996); Heroes, Inc. v. Heroes Foundation, 41 U.S.P.Q. 2d 1513 (D. D.C. 

1996); Maritz, Inc. v. CyberGold, Inc., 947 F. Supp. 1328 (E.D. Mo. 1996) (191 

hits by Missouri viewers on California Web site constituted “purposeful 

availment”); Zippo Mfg. Co. v. Zippo Dot Com, Inc., 952 F. Supp. 1119 (W.D. Pa. 

1997) (3,000 Pennsylvania subscribers to Internet news service constituted 

“purposeful availment”); Panavision Intern, L.P. v. Toeppen, 938 F. Supp. 616 

(C.D. Cal. 1996); EDIAS Software Intern, L.L.C. v. Basis Intern, Ltd., 947 F. Supp 

413 (D. Ariz. 1996) (dependent could foresee impact in the forum state of 

defamatory material on its Web site and e-mail sent into state); Minnesota v. 

Granite Gate Resorts, Inc., 1996 W.L. 767432 (E. Minn. 1996) (contract provision 

that Web site operator could sue user of operator’s services in user’s home 

state); Resuscitation Technologies, Inc. v. Continental Health Care Corp., 1997 

W.L. 148567 (S.D. Ind. 1997) (although plaintiff initiated contacts with its Web 

site posting, subsequent extensive e-mail and phone contacts by Michigan 

defendants warranted Indiana jurisdiction); California Software Inc. v. Reliability 

Research, 631 F. Supp. 1356 (C.D. Cal. 1986) (messages placed by Vermont 

residents on Web bulletin board defaming California business foreseeably 

caused damage in California).  Jurisdiction was not found in the following cases:  

Cybersell Inc. v. Cybersell Inc. (9th Cir. 1997) (mere accessibility by Arizona 

resident to passive, Florida-based Web site); Bensusan Restaurant Corp. v. 

King, 937 F. Supp. 295 (S.D.N.Y. 1996) (Missouri defendant based on a Web 

site advertising the defendant’s nightclub; no evidence that sales were made or 



jurisdiction based on more traditional means such as mail or telephone can be 

invoked to determine that the defendant is electing to do business there.  By the 

same token, if the Web site operator intends to receive communications 

emanating from the forum state in response to a Web posting and actually does, 

he avails himself of the privilege of doing business there.  In one case, for 

example, a non-resident of California allegedly operated a scheme consisting of 

registering exclusive Internet domain names for his own use that contained 

registered trademarks.866[256]  The defendant allegedly demanded fees from a 

California resident and other businesses that asked him to discontinue his 

unauthorized use of their trademarks.  A federal district court held that it had 

personal jurisdiction over the defendant by the defendant’s having committed a 

tort “expressly aimed” at California.867[257]  It reasoned that the defendant could 

foresee the harm done in California and therefore satisfied the minimum contact 

requirement. 

In another case, the defendant registered an Internet address, which contained 

the plaintiff’s trademark as its own.  The plaintiff then sued for violation of his 

trademark.  A Connecticut federal court found the out-of-state defendant subject 

to its jurisdiction because its Internet advertising could be accessed in 

                                                                                                                                                 
solicited in New York or that New Yorkers were actively encouraged to access 

the site); Smith v. Hobby Lobby Stores, Inc., 968 F. Supp. 1356, 1365 (W.D. Ark. 

1997) (no general jurisdiction where Hong Kong manufacturer of artificial 

Christmas tree advertised on the Web, but tree was purchased from a retailer in 

Arkansas); McDonough v. Fallow McElligott, Inc., supra note 126 (mere 

accessibility of Missouri Website by Californians insufficient for general personal 

jurisdiction); Hearst v. Goldberger, 1997 WL 97097 (S.D.N.Y. 1997) (no specific 

jurisdiction where New Jersey site was accessible to and visited by New Yorkers, 

where no sales of goods or services had occurred). 

866[256]Panavision Int’l, L.P. v. Toeppen, 1996 WL 534083 (C.D. Cal. Sept. 19, 

1996). 

867[257]1996 WL 534083 at *5. 



Connecticut.868[258]  The advertising on the Internet was found to be 

“solicitation of a sufficient[ly] repetitive nature to satisfy” the requirements of 

Connecticut’s long-arm statute, which confers jurisdiction over foreign 

corporations on a claim arising out of any business in Connecticut.  The court 

also held that the minimum contact test of the due process clause of the 

Fourteenth Amendment was satisfied, because the defendant had purposefully 

“availed” himself of the privilege of doing business in Connecticut in directing its 

advertising and phone number to the state where some 10,000 subscribers could 

access the Web site. 

Constitutional due process allows potential defendants to structure their conduct 

in a way to avoid the forum state.869[259]  However, to assume that a Web site 

operator can entirely avoid a given jurisdiction is unrealistic.  Because the Web 

overflows all boundaries, the only way to avoid any contact whatsoever with a 

specific jurisdiction would be to stay off the Internet.870[260]  For that reason, 

mere accessibility of a Web site should not properly be deemed to satisfy the 

Fourteenth Amendment minimum contacts requirements.  Site operators should 

be able to structure their site use to avoid a given state’s jurisdiction.  As 

                                                 
868[258]Inset Systems, Inc. v. Instructions Set, Inc., 937 F. Supp. 161 (D. Conn. 

1996). 

869[259]World-Wide Volkswagen, supra, note 187, 444 U.S. at 296. 

870[260]The use of filtering devices is theoretically possible, but the efficacy of 

these devices have not yet been proven.  See American Civil Liberties Union v. 

Reno, supra, note 195, 929 F. Supp. at 844-46 (age filtering devices for sexually 

explicit materials under Community Decency Act); CompuServe Inc. v. Cyber 

Promotions, Inc., 1997 WL 109303 (S.D. Ohio 1997) (CompuServe’s attempts to 

set up filters to keep defendant from “spamming” (sending bulk junk e-mails) 

thwarted by defendant’s falsifying the point of origin information on its e-mail and 

by configuring its network servers to conceal its actual domain name); see also 

Bensusan Restaurant Corp. v. King, 937 F. Supp 295, 300 (S.D.N.Y. 1996). 



described below, this reality has been recognized by regulators in the United 

States under both state blue-sky statutes and federal securities laws. 

2.   State Blue-Sky Laws and Jurisdiction Over Issuance of Securities on the 

Internet. 

As discussed in subsection II.B.2 above, the Uniform Securities Act applies a 

state’s jurisdictional reach to persons offering to buy or sell securities “in [a 

given] . . . state.”871[261]  In fact, the constitutionally permissible reach of a 

state’s in personam jurisdiction is even broader than those words suggest.  

Under a typical long-arm statute, even if a defendant does not have substantial 

or continuous activities within a State, personal jurisdiction can still be based on 

purposeful direction of activities toward the State.872[262] 

The USA tightens the jurisdictional inquiry by providing that an offer to sell or buy 

is made “in this state, whether or not either party is then present in this state, 

when the offer (1) originates from this state or (2) is directed by the offeror to this 

state and received at the place to which it is directed . . . .”873[263]  Whether an 

Internet offer “originates” from a given state should not be based on the physical 

location of the essentially passive circuits carrying the message.  Regardless of 

the multiplicity of networks and computers that an electronic message may 

traverse, the place where information is entered into a Web site or into e-mail is 

the point of origination. 

Whether an Internet-based offer to buy or sell is “directed” into a given state is a 

more complex factual inquiry.  If an offer to sell securities were mailed or 

communicated by telephone to a person in a forum state, personal jurisdiction in 

                                                 
871[261]Section 414(a) of the USA.  See note 26 supra and accompanying test. 

872[262]Burger King Corp. v. Rudzewicz, supra, note 127, 471 U.S. at 472-76; 

Davis v. Metro Productions Inc., 885 F.2d 515, 520 (9th Cir. 1989) (tax shelter 

investment contracts sold to Arizona resident and delivered in Arizona formed 

constitutional basis for Arizona’s long-arm jurisdiction). 

873[263]Section 414(c) of the USA; emphasis added. 



that state should apply.874[264]  By like token, an e-mail offer by Internet directly 

to the a resident of a state would similarly constitute a basis for jurisdiction in that 

state.  So would acceptance by an out-of-state issuer of an e-mail from person in 

the forum state, subscribing to a general offering posted on the World Wide Web.  

However, mere posting of the existence of an offering on the World Wide Web, 

without more, is different.  Standing alone, it constitutes insufficient evidence that 

the offer is specifically “directed” to persons in every state.  The offer may, 

indeed, not be intended to be accepted by persons in certain states. 

In order to reconcile technology, practicality and due process concerns, the North 

American Securities Administrators Association (NASAA) adopted a model rule 

to clarify jurisdiction over Web-based securities offerings.  Under the NASAA 

policy, states will generally not attempt to assert jurisdiction over an offering if the 

Web site contains a disclaimer essentially stating that no offers or sales are 

being made to any resident of that state, the site excludes such residents from 

access to the purchasing screens and in fact no sales are made to residents of 

that state.875[265] 

As of mid-1998, 34 states had adopted a version the NASAA safe-harbor, either 

by statute, regulation, interpretation or no-action letter.876[266]  Commonly, the 

disclaimer is contained in a page linked to the home page of the offering.  In late 

1997 the Arizona Corporation Commissioner proposed a stricter version which 

would require that the disclaimer be placed on the home page, rather than 

through hypertext links.  A preferred technique is to request entry of the viewer’s 

address and ZIP code before the viewer is allowed to access the offering 

materials.  If the viewer resides in a state in which the offering has not been 

qualified, access is denied.  Of course, the viewer might choose to lie, but it can 

                                                 
874[264]J. LONG, supra note 26, §3.04[2] at 3-26, 3-27. 

875[265]Model NASAA Interpretive Order and Resolution, posted at NASAA’s 

official Web site, www.nasaa.org/bluesky/guidelines/internetadv.html. 

876[266]See BLUE SKY L. REP. (CCH) ¶6481. 



be argued with some logic that a Website operator cannot reasonably “foresee” 

that viewers would lie. 

3.   Blue-Sky Laws and Jurisdiction Over Broker-Dealers and Investment Advisers 

Operating on the Internet. 

NASAA also adopted in 1997 a practical approach to jurisdiction over broker 

�dealers and investment advisors.877[267]  NASAA’s policy exempts from the 

definition of “transacting business” within a state for purposes of Sections 201(a) 

and 201(c) of the Uniform Securities Act those communications by out-of-state 

broker-dealers, investment advisers, agents and representatives that involve 

generalized information about products and services where it is clearly stated 

that the person may only transact business in the state if first registered or 

otherwise exempted, where the person does not attempt to effect transactions in 

securities or render personalized investment advice, uses “firewalls” against 

directed communications, and also uses specified legends.878[268]  NASAA’s 

                                                 
877[267]The policy is available on the Internet at www.nasaa.org/bluesky/ 

guidelines/internetadv.html.  See also Interpretive Order Concerning Broker-

Dealers, Investment Advisers, Broker-Dealer Agents and Investment Adviser 

Representatives Using the Internet for General Dissemination of Information on 

Products and Services (Apr. 27, 1997) CCH NASAA Reports ¶2191.  As of mid-

1988, 22 states had adopted a version of the safe harbor.  1 BLUE SKY L. REP. 

(CCH) ¶6481. 

878[268]Broker-dealers, investment advisers, broker-dealer agents (“BD agents”) 

and investment adviser representatives or associated person (“IA reps”) who use 

the Internet to distribute information on available products and services directed 

generally to anyone having access to the Internet, and transmitted through the 

Internet, will not be deemed to be “transacting business” in the state if all of the 

following conditions are met: 

A. The communication contains a legend clearly stating that: 

  



                                                                                                                                                 
 (1) the broker-dealer, investment adviser, BD agent or IA rep 

may only transact business in a particular state if first 

registered, excluded or exempted from state broker-dealer, 

investment adviser, BD agent or IA rep requirements, as the 

case may be; and 

  

 (2) follow-up, individualized responses to persons in a particular 

state by such broker-dealer, investment adviser, BD agent or 

IA rep that involve either the effecting or attempting to effect 

transactions in securities or the rendering of personalized 

investment advice for compensation, as the case may be, 

will not be made absent compliance with the state’s broker-

dealer, investment adviser, BD agent or IA rep requirements, 

or pursuant to an applicable state exemption or exclusion; 

and 

  

 a. for information concerning the licensure status or disciplinary 

history of a broker-dealer, investment adviser, BD agent or 

IA rep, a consumer should contact his or her state securities 

law administrator. 

B. The Internet communication contains a mechanism, including 

without limitation technical “firewalls” or other implemented policies 

and procedures, designed to ensure that prior to any subsequent, 

direct communication with prospective customers or clients in the 

state, the broker-dealer, investment adviser, BD agent or IA rep is 

first registered in the state or qualifies for an exemption or exclusion 

from such requirement.  (This provision is not to be construed to 

relieve a broker-dealer, investment adviser, BD agent or IA rep who 

is registered in a state from any applicable registration requirement 

with respect to the offer or sale of securities in such state); 



approach should facilitate the use of the Web by those smaller or regional 

securities professionals who focus their activities in a limited geographical area. 

D.          Enforcing U.S. Securities Laws Against Foreign Web Sites. 

1.   The SEC’s Jurisdictional Position. 

The SEC in 1998 articulated an approach to jurisdiction over Internet 

transactions that resembles the NASAA approach, although in the context of a 

broader statutory scheme.  1933 Act defines its jurisdiction as based on any type 

of communication in “interstate commerce.”  Thus, it embrace “any means or 

instruments . . . of communication in interstate commerce” to sell securities that 

are not either registered or exempt from registration.879[269]  1934 Act 

jurisdiction likewise applies to any broker or dealer (including any foreign broker 

or dealer), who makes use of any “instrumentality of interstate commerce to 

effect transactions in, or induce or attempt to induce the purchase or sale” of any 

security an instrument of communication in interstate commerce, the issue 

determining application of the federal securities laws is whether the off-shore 

resident is using that instrument simply by posting on the World Wide Web. 

The SEC has in the past interpreted the 1934 Act broadly enough to require an 

off-shore broker or dealer to register under that Act where its only U.S. activity is 

                                                                                                                                                 
  

C. The Internet communications shall not involve either effecting or 

attempting to effect transactions in securities, or the rendering of 

personalized investment advice for compensation, as the case may 

be, in such state over the Internet, but shall be limited to the 

dissemination of general information on products and services. 

  

D. Prominent disclosure of a BD agent’s or IA rep’s affiliation with a 

broker-dealer or investment adviser is made and appropriate 

internal controls over content and dissemination are retained by the 

responsible persons. 

879[269]Section 5 of the 1933 Act; 15 U.S.C.A. §77e. 



execution of unsolicited orders from persons in the U.S.880[270]  Such an 

interpretation is not inconsistent with either concepts of due process or 

international law.  It will be recalled that, under international law, a country may 

assert jurisdiction over a non-resident where the assertion of jurisdiction would 

be reasonable.881[271]  The standards include, among others, whether the non-

resident carried on activity in the country only in respect of such activity, or 

whether the non-resident carried on, outside the country, an activity having a 

substantial, direct, and foreseeable effect within the country with respect to such 

activity.882[272]  Under these rules, a court in one country could assert 

jurisdiction over a foreign company under the “doing business” or “substantial 

and foreseeable effects” tests where financial information is directed by e-mail 

into the country.  The accessibility of a Web site to residents of a particular 

country might also be considered sufficient to assert personal jurisdiction over an 

individual or company running the Web site. 

In April, 1998 the SEC issued an interpretive release on the application of federal 

securities laws to offshore Internet offers, securities transactions and advertising 

of investment services.883[273]  The SEC’s release sought to “clarify when the 

posting of offering or solicitation materials” on Web sites would not be deemed 

activity taking place in the United States for purposes of federal securities 

laws.884[274]  The SEC adopted a rationale that resembles that used by the 

NASAA in determining the application of state blue-sky laws.885[275]  

                                                 
880[270]Registration Requirements for Foreign Broker-Dealers, Securities 

Exchange Act Release No. 27,017 (July 11, 1989). 

881[271]See Section 421, RESTATEMENT (THIRD) OF THE LAW OF 

FOREIGN RELATIONS (1987). 

882[272]See notes 191 �192 supra and accompanying text. 

883[273]Release 33-7516, supra note 10. 

884[274]Id., Part I.  The release applied only to posting on Web sites, not to 

targeted kinds of communication such as e-mail. 

885[275]See notes 264-267, supra and accompanying text for NASAA approach. 



Essentially, the SEC stated that it will not view issuers, broker-dealers, 

exchanges and investment advisers to be subject to registration requirements of 

the U.S. securities laws if they are not “targeted to the United States.886[276] 

Thus, the SEC generally will not consider an offshore Internet offer made by a 

non-U.S. offeror as targeted at the U.S. if (1) the Web site includes a prominent 

disclaimer making clear that the offer is directed only to countries other than the 

U.S., and (2) the Web site offeror implements procedures that are “reasonably 

designed to guard against sales to U.S. persons in the offshore 

offering.”887[277]  There are several ways that an offer to non-U.S. locales can 

be expressed.  The site could state specifically that the securities are not 

available to U.S. persons or in the U.S.  Alternatively, it could list the countries in 

which the securities are being offered. 

There are likewise several ways to guard against sales to U.S. persons.  For 

example, the offeror could determine the buyer’s residence by obtaining the 

purchaser’s mailing address or telephone number (including area code) before 

sale.  If the offshore party received indications that the purchaser is a U.S. 

resident, such as U.S. taxpayer identification number or payment drawn on a 

U.S. bank, then the party might on notice that additional steps need to be taken 

to verify that a U.S. resident is not involved.888[278]  Offshore offerors who use 

third-party Web services to post offering materials would be subject to similar 

precautions, and also would be have to install additional precautions if the third-

party Web site generated interest in the offering.  The offshore offeror which uses 

a third-party site that had a significant number of U.S. subscribers or clients 

would be required to limit access to the materials to those who could 

demonstrate that they are not U.S. residents.889[279] 

                                                 
886[276]Release 33-7516, Part I. 

887[277]Id. 

888[278]Id., Part III.B. 

889[279]Id. Part III.D. 



Where the off-shore offering is made by a U.S. issuer, stricter measures would 

be required because U.S. residents can more readily obtain access to the offer.  

Accordingly, the SEC requires a U.S. issuer to implement password procedures 

by which access to the Internet offer is limited to persons who can obtain a 

password to the Web site by demonstrating that they are not U.S. 

citizens.890[280] 

If Internet offerings are made by a foreign investment company, similar 

precautions must be taken not to target U.S. persons in order to avoid 

registration and regulations under the 1940 Act.  From a practical standpoint, the 

SEC’s historical reluctance to allow foreign investment companies to register 

under the 1940 Act means that foreign investment companies can only make 

private placement in the U.S.891[281]  When an offer is made offshore on the 

Internet and with a concurrent private offer in the U.S., the offeror must guard 

against indirectly using the Internet offer to stimulate participants in the private 

U.S. offer.892[282] 

The SEC’s interpretation requires a broker-dealer which wants to avoid U.S. 

jurisdiction to take measures reasonably designed to ensure that it does not 

effect securities transactions with U.S. persons as a result of Internet activity.  

For example, the use of disclaimers coupled with actual refusal to deal with any 

person whom the broker-dealer has reason to believe is a U.S. person will afford 

an exemption from U.S. broker-dealer registration as suggested in the SEC 

interpretation, a foreign broker-dealer should require potential customers to 

provide sufficient information on residency. 

By like token, the SEC will not apply exchange registration requirements to a 

foreign exchange that sponsors its own Web site generally advertising its quotes 

or allowing orders to be directed through its Web site so long as it takes steps 

reasonably designed to prevent U.S. persons from directing orders through the 

                                                 
890[280]Id., Part IV.B. 

891[281]Id., Part V. 

892[282]Id., Parts IV.A., V.A. 



site to the exchange.  Regardless of what precautions are taken by the issuer, 

the SEC will view solicitations as being subject to federal securities laws if their 

content appears to be targeted at U.S. persons.  For instance, the SEC cited 

offshore offers that emphasize the investor’s ability to avoid U.S. taxes on the 

investment.893[283] 

2.   Federal Enforcement Activities. 

Almost from the start of securities transactions in cyberspace, fraudulent activity 

stalked the same virtual terrain.  While message boards on the Web can be a 

unique medium by which individuals can access information about stocks and 

trading, they also have a darker side.  The general counsel of a company whose 

boards average 15,000 postings a day observed that “the stocks are subject to 

manipulation” by those who use them to tout stocks illegally or to spread false 

information.894[284]  To track down abusers of the message boards, the SEC is 

increasing the number of subpoenas it issues to board operators and is requiring 

quicker responses.895[285]  Only the Motley Fool among the four largest board 

providers even monitors its boards.  Instead, board providers rely heavily on self-

policing by participants.  A key problem is anonymity:  users can generate 

multiple identities on the boards and keep changing their names.896[286] 

Chat rooms can also be a source of false information and rumor.  However, the 

real-time talk on such sites is quickly erased, as compared to the virtually 

permanent status of postings on bulletin boards.  For that reason, the SEC tends 

to overlook the chat room activities.897[287]  The SEC’s concerns over 

burgeoning online fraud was exemplified in late 1998 when a major online-fraud 

sweep by the SEC resulted in charges against 44 companies and promoters for 

                                                 
893[283]Id., Part III.B. 

894[284]M. Leder, Stemming the Tide of Touts on Those Stock Message Boards, 

N.Y. TIMES (Feb. 21, 1999) BU-9. 

895[285]Id. 

896[286]Id. 

897[287]Id. 



illegally touting stocks over the Internet.  This sweep was followed early in 1999 

when it charged 13 individuals and companies with illegal touting of stocks over 

the Internet.  It claimed that four companies and nine promoters, brokers and 

Web site operators had misrepresented the prospects of 56 public companies by 

means of online newsletters and message boards.898[288]  The SEC’s 

“cyberforce” consists of 125 enforcement staffers, specially trained in Internet 

investigations, which monitors message boards, sites and chat rooms. 

Notwithstanding federal and state securities laws, investors within the U.S. log on 

freely to off-shore cybersecurities sites, since there are no technological barriers 

to prevent an American from investing directly via the Internet in the securities of 

a foreign issuer at a foreign site.  For example, U.S. viewers in 1997 could 

access the site of the first Australian DPO, Linear Energy Corporation Limited 

(www.linearenergy.com.au).  The Australian company claimed to have developed 

an engine using compressed air to generate electricity.  However, a U.S. viewer 

could not access the offering document without making a misrepresentation, 

because the Australian Securities Commission required that a viewer first confirm 

residence in Australia on the screen as a condition of accessing the prospectus. 

Not all offshore issuers can be expected to show the restraint of the Australians, 

which raises the practical question as to how the SEC or state regulations will be 

able to police offerings to U.S. residents.899[289]  Despite difficult practical 

                                                 
898[288]M. Schroeder, SEC Charges 13 Illegally Touted Stocks Online, WALL 

ST. J. (Feb. 26, 1999), A-16. 

899[289]A viewer on the National Corporate Services site who would have 

clicked onto the “Cuba Stock Exchange” (www.cybercuba.com/cubaexchange. 

html) might have been in for a surprise:  it could take a minute to realize that this 

is not a real stock exchange, but just a hypothetical listing of companies that the 

“Havana Bay Company” would like to see marketed if and when capitalism 

returns to Cuba.  However, at least one Caribbean brokerage firm in 1996 began 

soliciting U.S. retail clients for Internet trading.  E. Huber, An Ex �Regulator Talks 

About The Internet, SEC. IND. NEWS (Dec. 2, 1996), 1, 4. 



issues facing the SEC in such regulation, it intends to try.900[290]  The SEC has 

stated that it might attempt to regulate entities that “provide U.S. investors with 

the technological capability to trade directly on a foreign market’s facilities,” which 

could be construed to embrace any U.S. internet service provider or any U.S. 

Web site with a link to a foreign stock exchange or bulletin board.901[291] 

The SEC has made clear its intent to enforce federal statutes with respect to the 

Internet.  For instance, several offshore Internet sites who were not as fastidious 

as Australia’s Linear Energy encountered problems with the SEC.  A viewer 

could in early 1997 click to “FreeMarket” at www.freemarket.org/.  The viewer 

could not have advanced much beyond the home page, which advised that “[a]t 

the demand of the United States Securities and Exchange Commission, 

FreeMarket Foundation will discontinue operations immediately.”  Contending 

that “FreeMarket was founded upon the central tenet of America that everyone is 

free to transact business.”  FreeMarket said that the SEC was “killing” its dream 

of allowing companies to establish a secondary market for their own shares on 

the Internet.  What was needed, said FreeMarket, was “an unfettered flow of 

ideas on the Internet,” because “[i]t is unlikely that an Internet surfer will be 

scammed the same way a person receiving a telephone solicitation will.”  The 

SEC apparently saw things differently, since Freemarket went off its Web site 

after February 1997.  By June 1997, the domain name and address had been 

acquired by WinNET, a web hosting and design firm having no activity in the 

securities business. 

As late as early June 1997 a Web surfer still might have accessed another 

foreign Web site, “Offshore Capital Resources” (www.ocr-ltd.bs/).  Offshore 

Capital claimed to be a Bahamian International Business Corporation all of 

whose operations and all of whose transactions were outside the U.S.  It was 

                                                 
900[290]See J. Cella and J. Stark, SEC Enforcement and the Internet:  Meeting 

the Challenge of the Next Millennium--a Program for the Eagle and the Internet, 

52 BUS. LAW. 815, 834-35 (1997). 

901[291]See Securities Act Release No. 34-38672 (May 23, 1997), Part VII.B.2. 



offering, through what it called an “Offshore Placement Memorandum,” shares of 

its common stock.  The SEC also ordered this site to discontinue operations 

immediately, with the termination notice to be posted until June 30, 1997.  

Offshore Capital apologized on the screen that “[w]e won’t be able to continue 

with this leading-edge investment concept,” because the SEC wanted assurance 

that U.S. citizens would not participate in the transactions.  By late 1997, its Web 

address was blank. 

The SEC has used U.S. federal courts to bring proceedings against foreign-

based securities sellers.  For example, in 1997 the United States District Court of 

the District of Columbia permanently enjoined Wye Resources (in a default 

judgment) from violating U.S. securities laws.902[292]  Wye, a Canadian 

corporation, claimed to own mining interests but had no recorded mining 

earnings.  Wye also allegedly issued false press releases and public information.  

The default nature of the proceeding meant that the jurisdictional issue went 

uncontested, probably because Wye’s former President had earlier consented to 

a permanent injunction against him in the same action.903[293]  Similarly, the 

SEC took the default of a German resident obtained a permanent injunction 

against her, together with a court order that she pay more than $9.3 million in 

penalties.  She had used the Internet to solicit U.S. investors in building a 

fraudulent prime bank scheme.904[294] 

3.   State Regulation and Self-Regulation. 

State regulators are likewise putting intensive efforts into cracking down on 

Internet-based securities frauds.  The California Department of Corporations in 

June 1998 issued cease-and-desist orders as part of a new initiative aimed at on-

                                                 
902[292]Securities and Exchange Commission v. Wye Resources, Inc., 1997 WL 

312590 (D.D.C., 1997). 

903[293]See SEC v. Wye Resources, Inc. and Rehan Malik, SEC Lit. Rel. No. 
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line frauds.  The scams ranged from investments in a time machine to mining 

gold inside a volcano.905[295]  A number of those sent such cease-and-desist 

orders were non-California companies, such as a Kansas issuer of time share 

interests in a yet-to-be-built floating condominium complex.906[296]  The NASD 

has announced a program called “Nerwatch,” which will monitor chat rooms and 

investment sites on the Web for improper activity.907[297] 

E.           Regulation in Other Countries. 

Regulators in the U.S. and Europe are sorting out jurisdictional challenges raised 

by the Internet.  Joanna Benjamin, deputy chief executive of the U.K.’s Financial 

Law Panel, sees the traditional, geography-based system of jurisdiction 

undermined by global networks and remote access.  At the same time, she sees 

the International Organization of Security Commissions, the U.S., U.K. and 

Australia all moving toward a regulatory environment in which the “effects” 

principle of jurisdiction is given greater emphasis.908[298]  According to 

Christopher Cruickshank of the European Commission, his agency hopes to 

clarify the regulatory issues facing the European securities industry by 

promulgating a directive that will help define where an electronic organization is 

based and what contract laws apply to U.S. business.909[299] 

1.   The Netherlands. 

To date neither the STE nor the Dutch Central Bank has published policy 

statements with respect to these issues.  However, STE recently advised that it 

has together with representatives of DNB formed a policy committee and which 

will issue guidelines with respect to the offering of securities via Internet in the 

                                                 
905[295]B. Barnes, “State Looks For Scams On The Net,”  WALL ST. JOURNAL 

(Jun. 16, 1998), B-7. 

906[296]Id. 

907[297]Id. 

908[298]C. Davidson, As Automation Remakes Trading, Industry Tries to Seize 

the Day, SEC. IND. NEWS (Oct. 19, 1998), 2, 13. 

909[299]Id., 13. 



near future.  STE further advised that it is likely to take the position that an 

offering of securities via Internet is deemed to take place from The Netherlands 

if: 

a. the issuer, trader or broker has its registered office in The 
Netherlands; or 

b. the offer is specifically directed to potential investors in The 
Netherlands. 

They propose to establish the fact that an offer is “specifically directed to Dutch 

investors” can be derived from several underlying facts, such as the information 

on the web site being in the Dutch language; the web site containing information 

which is relevant for potential Dutch investors, such as a description of the Dutch 

tax situation; an e-mail being sent to potential Dutch investors, or the existence of 

a web site of an issuer, trader or broker containing information with respect to 

securities (and through which web site in fact securities are offered specifically to 

potential Dutch investors), is advertised in The Netherlands “by other physical 

means” (i.e., by bill boards, posters, or media). 

The STE actively monitors Internet offerings of securities.  Thus far, no 

information is available of sanctions imposed against violations of the laws. 

2.   Belgium, Germany and the United Kingdom. 

Belgium 

As is the case in The Netherlands there is no specific regulation in Belgium 

regarding the trading of securities via the Internet.  It is therefore generally held 

that the existing regulations on public offerings apply trading on the Internet, 

When a public offering is made in Belgium, the issuer has to provide investors 

with a prospectus, which must first be approved by the Banking and Financial 

Commission (“BCF”, “Commissie voor Bank- en Financiewezen”, “Commission 

Bancaire et Financière”), the Belgian regulatory authority.  The BFC authorizes 

the circulation of a prospectus via the Internet by an authorized intermediary, as 

long as the web site displaying the prospectus contains a special note, warning 



that (i) the BCF has first approved the prospectus and that (ii) foreign legislation 

may still be applicable. 

The issues are whether the offering on the Internet is public or not, and whether it 

is deemed to be made in Belgium or not.  Firstly, an offering is deemed to be 

public (1) when it is advertised through a communication which is directed to the 

public in Belgium, (ii) when it is made through an intermediary in Belgium, or (iii) 

when it is addressed to more than 50 persons in Belgium.  There is, like in Dutch 

law, an exemption when the offering is only designated to institutional investors. 

On the second issue (whether the offering through the Internet is deemed to be 

made in Belgium), there are, as yet, no clear rules in Belgium.  In principle, a 

public offering shall be deemed to be made in Belgium when a person residing in 

Belgium is solicited, regardless of the nationality of the parties and the place 

where the orders are taken.  This criteria is, however, too broad when applied to 

the Internet and will have to be further defined by reference to case law in other 

fields, like case law issued in respect of commercial advertisement in Belgium. 

3.   Germany. 

In Germany, there are at least two laws aimed at protecting potential investors in 

securities.  The Foreign Investment Act and the Securities Selling Prospectus 

Act.  Both acts apply if a “public offering” is made in Germany.  If an offer of 

securities is actually being made in Germany, notification of the offer and a 

prospectus for the offer itself, is required. 

As in most other countries, there are a few exemptions.  Two of these 

exemptions, the “professional investors exemption” and the exemption for the 

holders of a European Passport, are fairly similar to the corresponding 

exemptions available under the Dutch law. 

It is unclear whether a public offering is deemed to be made in Germany if a web 

site is available or entered in Germany.  It is generally held, that an offering is, 

inter alia, considered to be made in Germany if (i) the web site is in the German 

language; or (ii) the contents of a web page are printed out and sent to potential 

German investors; or (iii) an advertisement is made in the media which includes 



a reference to the Web site.  It is further held that a prospectus which is only 

available on a web site and is not printed does not meet the requirements of 

German law.  Also the issuer, trader or broker is not allowed to take orders from 

German investors until they have received a written prospectus.  As is the case 

in The Netherlands, an offer made by e-mail is considered to be a public offering, 

unless the e-mail was only sent to a limited number of potential investors, who 

were known to the issuer, trader or broker. 

4.   United Kingdom. 

The U.K. securities regulators, the Securities and Futures Authority (“SFA”), and 

the Investment Management Regulatory Organization Ltd. (“IMRO”) have issued 

guidelines concerning jurisdiction over the Internet.910[300]  The SFA guidelines 

provide that any material which is an “investment advertisement” disseminated 

over the Internet will be deemed to “have been issued in” the U.K. if it is “directed 

at people in” the U.K.911[301]  To the extent that a firm relies on any exemption 

from the Financial Services Act of 1986, the firm must be able to demonstrate 

that only persons who qualify under the exemption have access to the Web 

site.912[302]  For example, a firm that uses passwords as a means to control 

access to its site must be able to show that only customers qualifying for an 

exemption receive the password and that the customer is aware that he alone 

can use the password.913[303] 

In the United Kingdom, operating an investment or securities business is not 

allowed unless by an authorized person, who can be a member of a self 

regulating organization.  These persons are also the only ones who are allowed 

to issue an investment advertisement in the UK. 
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The Securities and Investments Board (“SIB”), the primary regulator in the UK, 

has some time ago published guidelines to deal with the situation that a web site 

constitutes investment business or offerings of securities.  The guidelines state 

that those providers who are unlikely to be regarded as operating an investment 

business are those who (i) have no knowledge or control over the material 

provided on the site; (ii) do not promote another person’s services and merely act 

as a conduit and where the services are not promoted in its name.  Maintaining a 

site in the UK may be regarded as operating an investment business or offering 

securities in the UK.  In the guidelines, the SIB stated regarding the 

advertisements on the Internet, “that, for the purpose of the Act, where an 

advertisement held anywhere on the Internet is made available to or can be 

obtained by someone in the United Kingdom that advertisement may be viewed 

as having been issued in the United Kingdom”. 

Furthermore, the SIB has advised that it does not consider Internet material to be 

“a sound or television” broadcast, so that advertising material which circulates on 

the Internet is likely to be supposed as material issued in the UK.  On the other 

hand, the SIB has said it will consider all circumstances to judge whether it will 

consider a web site as an advertisement issued in the UK, including if there are 

measures taken to avoid the material being made available to or receivable by 

persons in the UK, such as password protection or disclaimers. 

The Financial Services Authority (“FSA”) has stated that an advertisement or 

other information issued outside the UK is to be treated as issued in the UK if it is 

“directed to persons in the UK or is made available to them otherwise than in a 

newspaper, journal, magazine or other periodical publication published and 

circulating principally outside the UK or in a sound or television broadcast 

transmitted principally outside the UK”. 

5.   Canada. 

Jurisdiction in Canada over securities matters is divided among the provincial 

and territorial governments; there is no uniform national securities law.  In June, 

1997, the Canadian Securities Administrators (“CSA”), which is roughly similar to 



NAASA in the U.S., promulgated a request for comment on the concept of 

issuers delivering documents using electronic media.914[304]  A short, three-

page document, the Canadian proposal attached SEC Release 33-7233 as an 

example of an approach to regulatory issues involved in electronic vs. paper 

delivery.  The CSA Notice did not address jurisdictional questions.  However, the 

British Columbia Securities Commission has indicated that it will follow a 

jurisdictional policy similar to that of NAASA and the SEC.  Applying a two-fold 

test, it will deem that its securities laws apply when either the person making a 

communication or the person to whom a communication is directed is located in 

British Columbia.  Where the communication is simply posted and not directed 

(e.g., by e-mail) into the province, British Columbia regulation can be avoided by 

a disclaimer at the outset that either expressly excludes British Columbia or 

directs the communication exclusively to other specified jurisdictions.915[305] 

6.   Future International Directions. 

Because the World Wide Web is a borderless new medium, it is too early to 

predict a logical worldwide regulatory scheme.  Assumably, regulators in the 

economically advanced nations will try to augment existing coordination 

agreements and establish new ones to help enforce antifraud laws.  Moreover, 

they may try to use the Internet as a tool against its abusers by posting and 

publicizing on the Web the identities of suspected abusers.  It is also conceivable 

that sophisticated electronic screening mechanisms will be developed which 

would allow the regulatory agencies of each jurisdiction to block or impede the 

transfer into, or access from, its territory of offering materials that avoid 

compliance with local registration requirements. 

VI.            Conclusion. 
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Digital communication and electronic commerce are still in their infancy.  The 

ultimate impacts they will have on public offerings, secondary trading and capital 

formation are impossible to predict so early in their evolution.  A few things are 

clear.  First, issuers can reach more potential investors faster, reducing the 

advantages of intermediaries.  Second, smaller financial institutions have instant 

access to vast amounts of complex financial data, creating a leveling influence 

among competitions.  Third, the individual investor has been given more power, 

both with regard to pricing (as discount brokers drive down commissions) and to 

information and analytical tools.  Fourth, despite a more level playing field in 

terms of information access and outreach to viewers, the sheer volume of 

people, places and data on the World Wide Web may ultimately spur midsized 

non-niche operators to combine.  It remains to be seen whether the cost to build 

software systems that will allow for larger and more sophisticated securities 

offerings in the future will be so substantial that it will limit the number of 

“players.”  Fifth, because of the global and instantaneous nature of the World 

Wide Web, jurisdictional barriers are more vulnerable than ever.  In any event, by 

the year 2000 the landscape of corporate finance and secondary trading will 

have changed dramatically from what existed as recently as two years ago. 
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